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nonetheless relevant to discuss

Great Power Competition in the
wake of the coronavirus (COVID-19)
crisis. Despite the need for global coop-
eration amid the COVID-19 pandemic,
elements of Great Power Competition
persist. In early March, Lily Kuo, a Hong
Kong correspondent for the Guardian,
detailed the Communist Party of Chi-
na’s (CPC) and Chinese state media’s al-
ternative narrative, which sowed seeds
of doubt about COVID-19’s origination
in China.! The CPC, according to Kuo,
seized on comments by Robert Red-
field, the director of the US Centers for
Disease Control and Prevention (CD-
C).> Exploiting Redfield’s inconclusive
language, Spokesperson and Deputy
General of the Foreign Ministry’s Infor-
mation Department Lijian Zhao shared
the video clip multiple times and spec-
ulated:

It is comparatively insignificant but

CDC was caught on the spot.
When did patient zero begin
in US? How many people are
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infected? What are the names
of the hospitals? It might be US
army who brought the epidemic
to Wuhan. Be transparent! Make
public your data! US owe us an
explanation!’®

Shortly thereafter, the United States’ po-
litical leadership, including President
Donald Trump, modified its language
to publicly call COVID-19 the Chinese
virus. Jabin Botsford, staff photogra-
pher at the Washington Post, identified
modifications by the President to shape
the informational environment.*

The exchange between the CPC
and American national security lead-
ership is intrinsically linked to the on-
going competition between emergent
(China) and existing (US) great powers.
China is seizing the opportunity to lead
the global response to COVID-19 as it
seeks to become the preferred partner
for the international community. The
phrase “preferred partner” is the oper-
ative concept behind competition. In
a shift from phase-based planning to
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the conflict continuum, within the US
Department of Defense (DOD) vernac-
ular, there has been much ado about
competition. How is it defined? What
does it look like? What are the subse-
quent implications for how the DOD
does business? The purpose of this pa-
per is to (1) identify key characteristics

of Great Power Competition, (2) review
the impacts of these characteristics on
the military instrument of power, and
(3) make recommendations for plan-
ners and intelligence organizations and
professionals supporting the Joint Forc-
es Commander (JFC).

Figure 1. @jabinbotsford captured presidential information power.’

The Characteristics of Great
Power Competition

uch has been said about com-
petition since it was discussed
by Secretary of Defense (Sec-

Def) James Mattis in the lead-up to his
publication of the National Defense
Strategy (NDS) in 2018. The NDS in-
formed an updated Joint Publication
(JP) 3-0, which presented the concept
of the Conflict Continuum (see Figure
2). Figure 2 clearly shows the interrela-
tionship between national instruments

of power (IOP) across the continuum.
Specifically, during cooperation and
competition, military engagement, se-
curity cooperation, and deterrence
serve to keep geopolitical relationships
in the desired state of cooperation or
competition. Crisis response and lim-
ited contingency operations serve as
emergency actions to use IOPs to pre-
vent escalation to destructive large-
scale combat operations. Cooperation
and competition are fundamentally
about building and cultivating rela-
tionships.
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Figure 2. Conflict continuum.*

Between the fall of the Sovi-
et Union (USSR) in 1991 and roughly
2012, the US existed in a unipolar inter-
national environment that offered it the
opportunity to dictate the terms of most
international relationships. It combined
its comparative national power with a
comprehensive set of strong alliances
and international organizations, pre-
senting unparalleled global leadership
under the Bretton Woods liberal world
order. In 1989, prior to the official fall of
the USSR, Francis Fukuyama famously
published his article called “The End of
History?,” claiming that “The triumph
of the West ... is evident first of all in

the total exhaustion of viable systematic
alternatives to Western liberalism.”

Absent any other choice for a
preferred partner, non-powers were ei-
ther a part of the US-led international
system or existed outside of the sys-
tem and therefore were at a compara-
tive disadvantage. In 2018, Fukuyama
published a new book, Identify: The
Demand for Dignity and the Politics of
Resentment. Louis Menand summa-
rizes Fukuyama’s argument: that the
“contemporary  dissatisfactions”  of
“Vladimir Putin, Osama bin Laden, Xi
Jinping” and even national movements
like “Black Lives Matter” and “#MeToo”
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were antitheses to the “global liberal
world order” and as a result, “liberal de-
mocracy and free trade may actually be
rather fragile achievements.”®

In the last decade, regional and
global alternatives emerged. Iran leads
proxy conflicts across the Middle East.
Its leader and strategist was killed by
a US strike this year.” Russia exploited
the proverbial ethnic domain in order
to annex Crimea.'” China increased its
global diplomatic and economic activ-
ities through the Belt Road Initiative
(BRI)." In the 2018 NDS, Secretary
Mattis referred to these actors as “re-
visionist powers and rogue regimes.”?
The key take away is the idea of choice.
To a certain extent, market dynamics
have taken hold in the geopolitical en-
vironment. For the better part of the
transitional period between the twen-
tieth and twenty-first centuries, the
US-led global world order was the only
option. The first characteristic of Great
Power Competition that we must bear
in mind is the interplay between ratio-
nal choice and market dynamics on the

geopolitical plane.

President Rodrigo Duterte of
the Philippines provided, perhaps, the
best commentary on geopolitical mar-
ket dynamics and non-powers ratio-
nal choice: “[The US creates] rules and
norms for almost everyone, and some
refuse to be bound by the same ... [The
US and its allies] weaponize human
rights oblivious to its damaging con-
sequences.””* Regardless of whether
President Duterte’s perception of crit-
ical human rights is accurate, the im-
plications for the geopolitical market-
place are clear. President Duterte now
has a choice. His near neighbor, China,
is closer than and, arguably, possesses
comparative national power to the US.
Further, China is now offering an al-
ternative to the US world order. In July
2016, as part of a speech commemorat-
ing the ninety-fifth anniversary of the
founding of the CPC, President Xi Jin-
ping declared his nation’s “commitment
to an independent foreign policy ... on
the basis of the Five Principles of Peace-

ful Coexistence”'*

Xi Jinping’s Five Principles of Peaceful Coexistence

e Mutual non-aggression

e Peaceful coexistence

e Mutual respect for each other’s territorial integrity and sovereignty

e Mutual non-interference in each other’s internal affairs
e Equality and cooperation for mutual benefit

Figure 3. President Xi Jinping’s Five Principles for Peaceful Coexistence.'

Certainly, “mutual non-interference”
resonates with President Duterte’s mes-
sage above. This does not mean that
President Duterte will immediately

align himself with China; however, it
gives him leverage in negotiating with
the US. The geopolitical marketplace
forces the Great Powers into weaker
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negotiating positions with strategically
located nations.

Part of President Duterte’s and
other leaders’ rational calculus is the
comparative military power and its
associated threat and implied nation-
al risk. Nowhere is this more evident
than in Australia. A partner within
the Five-Eyes intelligence alliance with
the US, Canada, United Kingdom, and
New Zealand, Australia faces a complex
position in the Great Power Competi-
tion security environment. On the one
hand, as Philip Citowicki argues, “Aus-
tralia is acutely aware that supporting
the fragile democracies of the Pacific
requires greater cooperation with like-
minded nations”'* On the other hand,
Tom Hanson suggests that, due to sig-
nificant “Chinese capital investment”
in key sectors “from port facilities to
infant formula to commercial real es-
tate to agriculture,” Australia may be at

risk of having “to choose between deep-
ening its economic relationship with
[China] and its longstanding alliance
with the United States”"” The truth is
likely somewhere in between, but the
shift toward a world shaped by Great
Power Competition places the Austra-
lian government in a complex position.
In these situations, traditional allies are
more likely to come into geopolitical
friction. When tensions rise, a decision
is made regarding actions taken to pro-
tect national interests. Depending on
the level of national interest, traditional
allies may transition from cooperation
to competition or conflict.

National interest was charac-
terized by Donald Nuechterlein in his
essay “National Interest and Foreign
Policy: A Conceptual Framework for
Analysis and Decision-Making” in the
British Journal of International Studies
in 1976 (Figure 4).

Level

Description

Survival

rejected.

The very existence of a nation-state is in jeopardy as a result of overt military
attack on its own territory or from the threat of attack if an enemy’s demands are

Vital

Serious harm will very likely result to the state unless strong measures, including
the use of conventional military forces, are employed to counter an adverse action
by another state or to deter it from undertaking a serious provocation.

Major

issues).

The political, economic and ideological wellbeing of the state may be adversely
affected by events and trends in the international environment and thus requires
corrective action in order to prevent them from becoming serious threats (vital

Peripheral

endangered.

The wellbeing of the state is not adversely affected by events or trends abroad, but
the interests of private citizens and companies operating in other countries might be

Figure 4. Nuechterlein’s levels of national interest.

Nuechterleins construct suggests that
the only justification for going to con-
flict is over survival or vital national
interests. However, it is arguable that

for much of the period prior to the re-
surgence of Great Power Competition,
much of the conflict that the US partici-
pated in was for major to peripheral na-
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tional interests. For US decision-mak-
ers, the risk to the homeland and its
forces did not meet the threshold that
warranted a pause in action. This is not
to criticize those decisions, but rather
to highlight the calculus that a unipo-
lar world affords a Great Power. This
willingness to breach the threshold of
conflict can be viewed alternatively as
a decision-maker’s band of tolerance.
Amanda Donnelly details the band

of tolerance in relation to strategic re-
sponse options (SRO) in her thesis at
the School of Advanced Air and Space
Studies. Based on Jeffrey Reilly’s lec-
tures from the Multi-Domain Opera-
tional Strategist program at Air Univer-
sity’s Air Command and Staff College,
the band of tolerance (Figure 5) rep-
resents the area of options within which
the decision-maker is willing to accept
SROs.'

Figure 5. Band of tolerance.

More critical for the purposes of
this paper is the impact of comparative
national power on the band of tolerance
for decision-makers. In short, as the
comparative national power between
two nations becomes higher and closer,
the cost and therefore the risk become
significantly higher. As risk rises, the
band of tolerance shrinks until nations
are unwilling to transition from com-
petition to conflict for anything but the
most vital national interests and surviv-
al. Therefore, whereas the US may be
more willing to put pressure on Pres-
ident Duterte in a unipolar world to
more fully comply with human rights, it

may jeopardize the national interests of
a higher order in the era of Great Pow-
er Competition. The national interests
remain, including peripheral interests,
but the desire to proceed to destructive
force at the risk of escalation reduces
significantly.

It is the combination of the geo-
political marketplace and the rising
risk’s impact on the band of tolerance
that produces the third key character-
istic of Great Power Competition: gray
zone tactics or warfare. In high-risk se-
curity environments, activities below
the threshold of conflict naturally be-
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come the priority mechanism. As Sec-
retary Mattis laid out in the NDS:

Both revisionist powers and
rogue regimes are competing
across all dimensions of power.
They have increased efforts short
of armed conflict by expanding
coercion to new fronts, violating
principles of sovereignty, exploit-
ing ambiguity, and deliberately
blurring the lines between civil
and military goals."”

Multiple actors employ gray
zone tactics today. The US House Intel-

ligence Community summarized Rob-
ert Mueller’s report on Russias social
media warfare.” In his article in MITs
Technology Review, Vince Beiser details
the expanse of China’s dredging opera-
tions, including both the South China
Sea (SCS) and multiple BRI projects
(see Figure 6).! The Center of Strate-
gic and International Studies’ (CSIS)
Asia Maritime Transparency Initiative
(AMTI) monitors and evaluates Chi-
nese Maritime Militia activities within
the SCS in international or non-Chi-
nese territorial waters.*

Figure 6. The Wan Qing Sha dredging in the vicinity of Colombo, Sri Lanka.”

In many of these cases, there is
no clear breach of either President Pu-
tin’s or President Xi’s band of tolerance.
Most importantly, it also does not cross
the threshold for President Trump. Gray
zone tactics account for the geopolitical
marketplace and both decision-makers’
and their opponents’ risk calculus to
achieve policy objectives without risk-

ing the transition to conflict. These con-
cepts are by no means new in human
history. Christopher Andrew and Vasili
Mitrokhin published an excellent book,
The World was Going our Way: The KGB
and the Battle for the Third World, on
the history of Soviet Union active mea-
sures across the globe during the Cold
War. The introduction of their book
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references Vladimir Lenin’s fiery speech
on the Russian Revolution in 1917. Le-
nin opined: “In the coming battles of
the world revolution, this movement of
the majority of the world’s population,
originally aimed at national liberation,
will turn against capitalism and impe-
rialism.”**

The Soviet Union may have fallen
in 1991 but it was not the end of history.
Great Power Competition is here. The
American national security apparatus
should remain cognizant of the charac-
teristics of that global environment: (1)
the world is a geopolitical marketplace
and we now have competitors who of-
fer alternatives to rational actors, (2)
the mounting costs of any conflict re-
duces the likelihood of the transition to
conflict but does not eliminate it, and
(3) the predominate tactic is gray zone
warfare.

Great Power Competitions
Implications and
National Security

n a unipolar world, the comparative

strength of the US military and its

allies is effectively insurmountable
when faced with a conventional threat.
Consider the emergence of the Islamic
State in Iraq and Syria (ISIS). Accord-
ing to the Wilson Center’s timeline of
events, the transition from convention-
al offensives to asymmetric tactics is
clear. In June 2014, ISIS employed con-
ventional maneuvers in order to seize
Mosul; however, the emergence of US
strikes and Peshmerga-US cooperation
necessitated ISIS’s transition to asym-

metric tactics by the end of the year.”®
The US military advantage allowed the
US national security apparatus to lean
heavily on the military as the supported
instrument. This orientation is manifest
in the structure of the National Security
Council.

Within IOPs, the DOD is the
800-pound gorilla, comprising three
of the statutory seats compared to one
each for diplomacy and economics.?
Information is notably absent, although
many would align the IOP to the Presi-
dent or Secretary of State. Nonetheless,
it is clear why the national security ap-
paratus is a threat-oriented culture. At
the apex of global hegemony and a uni-
polar world, a national security strategy
inherently seeks to maintain the status
quo. As a result, any effort to revise the
structure of the world order is viewed
as a threat. This is not to be dismissive
of the challenges that the CPC, the Pu-
tin regime, and other disruptive actors
present. Rather, it serves as a frame of
reference for US national security cul-
ture, its associated vulnerabilities, and
where the military might shift its ap-
proach accounting for the characteris-
tics of Great Power Competition.

A threat-oriented culture seeks
to anticipate and prepare for conflict,
as it should. However, a threat-oriented
culture trends towards denouncing bad
faith actors rather than offering a more
attractive alternative. In comparison,
a diplomacy-centric national security
apparatus focuses on “build[ing] and
sustaining[ing] relationships”?” On the
other hand, an economic-centric ap-
proach seeks to maximize economic
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growth to “create wealth for Americans
and our allies and partners.”* Both take
a more positive rather than negative
orientation towards potential partners.

An information-centric nation-
al security strategy is unclear but can
be gleaned from the US National Se-
curity Strategy (NSS) published by the
President in 2017. The NSS denounced
“American competitors [who] weap-
onize information to attack the values
and institutions that underpin free so-
cieties, while shielding themselves from
outside information.”® By extrapolating
the threat posed by malign actors with-
in the information sphere, it is possi-
ble to consider an information-centric
posture. It requires a coherent strategic
narrative that is consistently supported
by the actions of other IOPs.

Suppose the US national se-
curity strategy shifted towards an in-
formation-centric approach. Infor-
mation-centric does not imply that
diplomatic, economic, and military
actions disappear from the toolkit, nor
does it dismiss the concept of a threat.
Rather, an information-centric nation-
al security strategy, first and foremost,
considers how each of those actions
support or detract from its strategic
narrative.

Information-Centric National
Security Strategy and the
Military Instrument of Power

hat does this mean for the
DOD and, as a result, the
military? The is no better
modern example of the military sup-

porting an information-centric strategy
than the strikes against Syria chemi-
cal warfare sites in 2018. Within min-
utes of executing the strikes, Secretary
Mattis hosted a press conference where
he invoked international norms and
standards while offering CJCS Gener-
al Dunford a chance to articulate the
strike’s purpose:

The strike was not only a strong
message to the regime that their
actions were inexcusable, but it
also inflicted maximum damage,
without unnecessary risk to in-
nocent civilians.*

Further, in a show of solidarity, the
French and British attachés were pres-
ent and participated in the airstrikes.
In short, leading the narrative rather
than reacting is critical. Today, ma-
lign actors lead the narrative and the
US national security apparatus re-
acts. The military must adjust its ap-
proach to this environment by shifting
from system-centric warfare to mes-
sage-centric warfare. This is especial-
ly evident in the Air Force, where the
system-centric approach to warfare re-
mains supreme.

During the Gulf War, John War-
den first proved the application of Cen-
ters of Gravity (COG) analysis and the
system-centric approach to warfare,
referred to as Effects-Based Operations
(EBO). Yet, ironically, the Gulf War is
an excellent example of effective mes-
sage-centric warfare. In fact, it sparked
an after-action debate that is relevant
today. It began with none other than
NDS author and recent SecDef James

133



Global Security and Intelligence Studies

Mattis. As then-General Mattis, Com-
mander of Joint Forces Command, he
fired a shot across the bow of the Air
Force’s new sacred cow: EBO.* To be
fair to General Mattis, his argument
against EBO was not necessarily that it
was ineffective, but rather that it could
not be overly applied. Within the arti-
cle, General Mattis conceded that “Ele-
ments of [EBO’s] concepts have proven
useful in addressing ‘closed systems,
such as targeting, where effects can be
measured per the U.S. Air Force’s de-
liberate analysis and targeting meth-
ods*

Against Iraq’s Kari Integrated Air
Defense System (IADS), John Warden’s
approach was wildly effective. Kari
IADS was tailor-made for a scientific
approach to EBO. As Michael Gordon
and General Bernard Trainor describe
itin The Generals War, “Like spokes of a
wagon wheel, the Intercept Operations
Centers ... led to regional Sector Op-
erations Centers (SOC).”* In theory, if
you break the right nodes (critical ele-
ments), you destroy the system. How-
ever, in the conflict’s undercurrent, “the
first 48 hours of the Gulf War showed
beyond a doubt that electronic warfare
technologies could keep US service-
men safe from enemy fire by denying
the enemy the use of his command,
control, communications and intelli-
gence”* Much like German strategic
bombing enhanced the effectiveness of
its ground offensive at Guernica during
the Spanish Civil War, Electronic War-
fare (EW) and Information Operations
(IO) enhanced the effectiveness of air
strikes against Kari IADS. The IO and
EW campaigns during the Gulf War

were effective precisely because they
were synchronized with the targeted
strikes against system-critical nodes.
John Warden’s COG theory was proven
correct. Yet, hidden in that lesson was
the complementary role that military
operations played in the broader strate-
gic narrative.

Prior to the Gulf War, Nation-
al Security Directive (NSD) 45, clearly
stated the purpose of the effort: “This
authorization is for the following pur-
poses: to effect the immediate, complete
and unconditional withdrawal of all
Iraqi forces from Kuwait; to restore Ku-
wait’s legitimate government; to protect
the lives of American citizens abroad;
and to promote the security and stabili-
ty of the Persian Gulf”* President Bush
achieved coherence in his message. On
August 8, 1990, with clear language to
both the American people but also to
Saddam Hussein, President Bush restat-
ed the above principles.*® He achieved
consistency and clarity. The military ac-
tions from there, including air strikes,
supported this message, albeit from the
operational level.

This conflict is critically import-
ant in the context today. The message’s
coherence, clarity, and consistency re-
mained paramount. Consistency also
applied to the actions taken by the US
military in support of that message.
The pamphlets below were dropped in
support of military action and clearly
restated the message for Iraqi troops in
order to circumvent Iraqi propaganda
(Figure 7).
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Figure 7. Leaflets from the Gulf War.*

Military operations in the era of
Great Power Competition must simi-
larly support the strategic message by
modernizing their approach to social
media and other modern information
dissemination mechanisms. The In-
ternet Research Agency in Russia and
China’s recent surge on Twitter after the
Hong Kong protests are evidence of the
resurgent powers’ understanding of this
sphere.

For Russia and China, the Gulf
War is a critical study and impacts both
nations’ military modernization ef-
forts. In Unrestricted Warfare, Colonels
Qiao Liang and Wang Xiangsui explore
American military doctrine through
the lens of Desert Storm, Somalia, and
Bosnia in order to identify the future
direction of warfare. Published in 1999,
these military theorists identified the
root strength of US military power as
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not that of “individual systems” but the
“systemization” or integration of the
systems to afford information sharing
and synchronization.*

In summarizing Ronald R.
Luman’s arguments regarding unre-
stricted warfare, the RAND Corpora-
tion suggests that “nation-states (and
non-state) actors are now more likely
to use any and all measures short of
war available to achieve their strategic
objectives”* Colonels Qiao and Wang
emphasize an emergent (in 1999) rev-
olution, where weapons are less about
“gunpowder” and more about “infor-

mation.”*!

Rather than “fight the fight with
that fits ones weapons,” the Colonels
argue the US “[built] the weapons to
fight the fight,” potentially exposing the
US to a fight they did not anticipate.**
By watching the US fight the same war
across a decade with the same tactics
and the same narrow view of war, they
implied the need for a national security
apparatus to fight a fight for which the
US had not built its force. In that fight,
the first blow may not be one of tradi-
tional military physical power, but rath-
er “a single man-made stock-market
crash, a single computer virus invasion,
or a single rumor or scandal that results
in a fluctuation in the enemy country's
exchange rates or exposes the leaders
of an enemy country on the Internet.”*
Today, China, Russia, Iran, and other
actors practice the Colonels’ unrestrict-
ed warfare as gray zone tactics below
the threshold of warfare.

By avoiding the strength and
exploiting the weaknesses of military

IOP, China and Russia achieve policy
objectives with little friction. Russia
and China modernized its force to own
the electromagnetic spectrum (EMS);
accessing EMS is a precondition for
communicating when projecting forc-
es into theater.* They, and other actors,
complemented these efforts by build-
ing advanced Anti-Access, Area Deni-
al (A2AD) systems.* Further, Russia
and Iran seek to follow China’s lead to
close off their internet from the glob-
al community.*® Thus, from an offen-
sive approach, the typical US military
transition to conflict is significantly
more difficult than it was during Desert
Storm. Military analysts like Colonels
Qiao and Wang spent decades studying
our approach and their policymakers
listened. Ultimately, they developed
a defensive strategy that exploits the
greatest vulnerabilities in our way of
war. In short, the US needs a different
operational approach.

Message-centric operations are
a potential methodological shift to-
wards the US operational approach. It
necessarily requires that, in the geo-
political marketplace, commanders re
persistently having conversations with
other decision-makers both through
words and actions. Rather than an
end-state, commanders instead pres-
ent a clear, concise, and coherent stra-
tegic narrative that all subsequent ac-
tions must support. This operational
approach more effectively aligns with
Great Power Competition along the
continuum where military engagement,
security cooperation, deterrence, crisis
response, and when necessary, limited
contingency operations are the prima-
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ry scope of military efforts. Rather than
focusing on end-states, it asks several
key questions. What do I mean to say?
Who am I saying it to? Does the mes-
sage say what I intend? How is it being
received? Absent methodological test-
ing, it is safe to hypothesize that this
approach would more readily arm com-
manders with the ability to function in
Great Power Competition to deal with
the baseline question: was my message
sent and was it received?

Consider the introduction and
the narrative scuffle between the CPC
and US national security leadership
over COVID-19. In the context of unre-
stricted warfare, it is critical to the CPC
to gain positioning within the global
leadership race. Similarly, it is critical
for the US to maintain its place as a
global leader. The tit-for-tat messaging
that took place was a subordinate ar-
gument to the broader fight. What was
each nation’s broader message? What
other actions took place to comple-
ment the broader message? Who was
the target audience for the messaging
by the CPC or by US national security
leadership?

This paper will not evaluate these
questions pertaining to COVID-19. In-
stead, it shows how for military IOP in
Great Power Competition, the message
is, perhaps, more important than the
ability to attrite adversarial forces to
gain military advantage. China, Russia,
and other actors studied the US mili-
tary for decades and discovered vulner-
abilities in its way of war. As a result,
they have tailored their approach to
geopolitical conflict by remaining be-

low the threshold of conflict through
unrestricted warfare and gray zone tac-
tics. Given the risk to forces upon tran-
sition to conflict, it is unlikely that there
will be a transition from competition to
conflict. As a result, it may be more ad-
vantageous for commanders to adopt a
message-centric approach to operations
when conducting military engagement,
security cooperation, deterrence, crisis
response, and, when necessary, limited
contingency operations. If this is the
approach that commanders take, the
following sections suggest two evolu-
tionary and one disruptive approach to
the US operational approach, scoped
specifically to the psychological do-
main. First, the paper discusses charac-
teristics and implications of the psycho-
logical domain on narrative, and then
provides three recommendations.

Message-Centric Operations and
the Psychological Domain

In a previous article for the Over-the-
Horizon (OTH) Journal, I laid out my
perspective on the Air Force’s approach
to information warfare (IW) in the
wake of the establishment of a new IW
numbered Air Force. In it, I argue for
doctrinal and organizational design el-
ements to engage in a tactical informa-
tion fight between two air component
commanders.” Specifically, I employ a
model of a command, control, commu-
nications, computers, intelligence, sur-
veillance, and reconnaissance (C4ISR)
developed by the Research and De-
velopment (RAND) Corporation (See
Figure 8.)
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Figure 8. Author’s depiction of RAND’s C4ISR model.*

I do not intend to rehash my arguments
from that paper here. In this article, I
leverage the same C4ISR model to fo-
cus on two specific steps: (1) individual
assessment and (2) group assessment.
RAND describes the steps as follows:

e Individual Assessment. Each user
then attempts to interpret the [en-
vironment] he has received to
achieve some level of realization of
the battlespace.”

e Group Assessment. The users then
collaborate with each other in an
attempt to improve their realization
of ground truth in the battlespace.
This report models the effectiveness
of collaboration as a function of the
skills of the users and the collabo-
rative group as a whole but does
not examine the [effects] of the net-
work’s communications tools on
collaboration.*

In order to effectively scope the
conversation about message-centric
warfare to the psychological domain,
it is critical then to consider individu-
al and group psychology. It is the span

across the individual’s interpretation,
the group’s collaboration, and the deci-
sion-maker’s action that the psycholog-
ical domain occurs in two parts: first,
cognitively, and second, behaviorally.
The cognitive component is heavily
dependent on attention, which shapes
observation. Once an event gains at-
tention, it is blurred by individual or
group biases. These biases are derived
from historical experience and shape
reaction to the perception of the envi-
ronment.

To affect an adversary’s cogni-
tive system, any message or action must
first gain attention. In his book, Con-
sciousness and the Brain, Stanislas De-
haene discusses the inner workings of
the brain, specifically the relationship
between unconscious and conscious
thought. Through rigorous experimen-
tation and research, Dehaene concludes
that conscious perception is limited to
a single focus, yet is triggered by an
observable electrical pulse that broad-
casts information across the brain”' To
summarize Dehaene: there is a trigger
from unconscious observation to con-
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scious observation, requiring whole
brain analysis. In short, that trigger is
attention. Attention, then, is a finite
resource compared to the perpetual
unconscious observation performed
by the human observer. This resource
is the primary avenue of approach for
message-centric warfare. Peter Singer
and Emerson Brooking, in Like War,
detail the “key elements” that masters
of social media warfare employ: “narra-

tive, emotion, authenticity, community,
and inundation”** These elements are
the essence of message-centric warfare.
Mastering these elements to seize and
retain attention were critical for ISIS
recruiting and Russian disinformation
campaigns during the 2016 US election.
Table 1 shows how Singer and Brooking
define the key elements and their key
characteristics:

Table 1. The Characteristics of the Key Elements Social Media Warfare.>

Element

Summarized Characteristics from Like War

Narrative

Enable individuals or large groups to turn complex environments into
simple laws or principles for perceiving the world; consistent, simple,
resonate with individual or group history; novelty by “subvert[ing]” a
norm or expectation.

Emotion

“the stronger the emotions involved, the likelier something goes viral”;
negative emotions spread faster and must be repeatedly evoked.

Authenticity

Establish and adhere to a brand; remain consistent even amid
embarrassment or negative attention; use plain, common, relatable
language

Community

People want to belong to something bigger than themselves; warmth;
camaraderie; the idea matters less than connection; anti-isolation.

Inundation

Attention is a finite resource, it is possible to use up all the oxygen in the
room; does not need to be direct action, may be indirect through proxies
or unaffiliated advocates; data science and publicly available data may

be exploited to more rapidly tailored attention-seeking messages.

The implication of Singer and Brook-
ing’s elements is that a consistent, emo-
tive narrative that authentically evokes
the target audience’s shared cultural his-
tory is likely to outcompete other narra-
tives in a finite attention environment.
It may not necessarily shape behavior,
but it can build a community around a
shared perception of events that is rein-
forced by continual conditioning.

The relationship between con-
sistency and conditioning in order to
increase the probability of behavior is
thoroughly explained by B.E Skinner
in Science and Behavior. At a basic lev-
el, a behavior is a reflex, which itself is
response to a simulus.”* Conditioning
simply replaces the stimulus to trigger
a desired behavior.”® Example stimu-
li include attention or approval, which
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Skinner also calls reinforcers.”® The do-
pamine hits and associated reinforce-
ment that comes with social media
activity is well-documented. These re-
inforcers can be negative (deprivation)
or positive (reward).”” Consistent stim-
uli therefore reinforce any narrative and
associated perceptions of new events.
Conversely, a consistent narrative may
serve as its own stimulus when com-
plemented by the attention or approval
received via social media. This applies
to the operational environment as well.

Consider unsafe maneuvers
in the air and at sea by Russian forces
against US and North Atlantic Treaty
Organization (NATO) assets. In June
2019, Russia first conducted a danger-
ous maneuver against a US spy air-
craft.”® A day later, The US Navy’s Sev-
enth Fleet reported an unsafe maneuver
by a Russian Destroyer against a US
Cruiser.”® Two months later in August,
NATO criticized Russian aircraft for
“act[ing] in an ‘unsafe manner” against
“two Spanish F-18[s]”* These are not
the only events over the last several
years of similar Russian activities. The
harassment appears banal outside of the
associated fear and risk of miscalcula-
tion by the targeted aircrew or sailors.
However, in the event that tensions es-
calate, NATO and US forces in Europe
and the Middle East are also slowly be-
ing conditioned with seemingly benign
stimuli that offer little reaction time if
the expected behavior changes.

Referring back to RAND’s C4ISR
system, conditioning via persistent
unsafe Russian manevuers shapes the
individual perception of operators

and intelligence analysts. Further, by
conducting close encounters across
multiple theaters, it reinforces the per-
ception and desired behavior for the
targeted group (US and NATO forc-
es). Importantly, it does not guarantee
that the same behavior will occur at a
future moment. As Skinner explains,
“a response ... cannot be predicted or
controlled. We can only predict that
similar responses will occur in the fu-
ture” ¢! The probability that inaction by
the pilot or sailor will occur increases
with each reinforcing close encounter.
However, conditioning does not guar-
antee that the stimulus will elicit the
same response at the desired decisive
momment.

Let’s also evaluate Russia’s narra-
tive using Singer and Brooking’s key el-
ements. The close encounters are phys-
ical actions but support a consistent
narrative: foreign forces operating with-
out permisison in the vicinity of Russian
interests will be placed into a high risk
situation by skilled pilots and sailors.
The narrative resonates with President
Putin’s strategic narrative of a resurgent
Novorossiya. Further, it evokes outrage
within the US that gains attention. The
lack of a tactical response by the US
gives the appearance of a strong Rus-
sian military. Finally, it subverts the
narrative that the US is untouchable by
demonstrating the Russian military’s
aptitude. In summary, close encounters
are successful because they comple-
ment the strategic narrative of the Pu-
tin administration, while staying below
the threshold of conflict. Further, the
conditioning is tactically effective, since
it elicits the desired behavior while in-
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creasing the probability that the behav-
ior will occur at a decisive moment. In
short, the events are strategic and tacti-
cal victories for Russian messsage-cen-
tric warfare within the psychological
domain.

Recommendations

1l is not lost. Yes, the US built a

force based on the “war it want-

ed to fight”%> However, there is
opportunity to take two evolutionary
and, potentially, one disruptive step to
better posture the force for Great Pow-
er Competition. First, planners should
invert the relationship between the
JFC’s narrative and mission statement
and adjust its operational objectives
around that construct. Second, the JFC
and his or her Joint Forces Air Compo-
nent Commander (JFACC) should re-
allocate some analytic effort away from
Warden-esque Target Systems Analysis
(TSA) to relevant actor analysis and
tailored message development. Finally,
and most disruptively, the DOD should
consider reshaping the American intel-
ligence orientation away from secrecy
and senior leaders toward transparency
and the public interest.

The joint planning process has
not fully internalized changes to the
conflict continuum and remains fo-
cused on phases. Termination criteria
remain the first requirement identified
within operational design that “must
be met before military operations can
be concluded”” The idea that military
operations conclude is a fallacy. Later,
in reference to the Commander’s Re-
fined Planning Guidance, planners’

are authorized to operate without ter-
mination criteria but may have transi-
tions instead.** Transition criteria likely
works better for maneuvering across the
continuum of conflict. However, joint
doctrine remains focused on the idea
of culmination. In the chapter on oper-
ational art and design, in the section on
phasing, transitions are referred to as a
linear concept that ultimately ends in
the “[restoration of ] the conditions nec-
essary for long-term stability”* There is
no mention of a transition from conflict
to competition or cooperation, let alone
specifics related to transitioning to the
associate military activities.

Much of JP 5-0, Joint Planning, is
framed in establishing and completing
tasks that result in the culmination of
conflict and implicitly military activ-
ities post-conflict. This is clear within
the planning guidance for the mission
statement: “The joint force’s mission is
the task or set of tasks, together with
the purposes, that clearly indicates the
action to be taken and the reason for
doing s0.®® To be clear, it is important
to retain this approach in the event of
crisis action planning. However, in
Great Power Competition, where the
message reigns supreme, it is more im-
portant to develop a strategic narrative
that employs Singer and Brooking’s key
elements. Consider the example of a
mission statement in JP 5-0:

When directed, United States X
Command, in concert with coa-
lition partners, deters Country Y
from coercing its neighbors and
proliferating weapons of mass
destruction in order to maintain
security in the region.”
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The example mission statement, when
evaluated as a narrative, is simple, co-
herent, and relatively consistent, es-
pecially in relation to national strate-
gy and international laws and norms.
However, it lacks emotive language,
does not consider the shared cultural
history of the coalition partners, and
does not emphasize why the commu-
nity matters. It lacks the ability to gain
attention with its banal language. In
short, the mission statement lacks the
efficacy to be successful as strategic nar-
rative. However, the critical takeaway is
not that mission statements are flawed
narratives and should be rewritten as
strategic narratives. Mission statements
and strategic narratives are different

and should be evaluated accordingly.
However, a strategic narrative is more
important during Great Power Com-
petition. Therefore, any mission state-
ments should be subsequently written
to support the message. Today, the Joint
Force plans in the opposite direction.

If the US military is to become
message-centric and begin with a stra-
tegic narrative, it must consider new
operational or tactical objectives to
complement its existing toolkit with-
in JP 3-0. In Hostile Social Manipula-
tion, RAND studied the tactics and
techniques employed by agents in so-
cial media and identified a set of nine
common objectives. Figure 9 reframes
RAND’s objectives in the JEC’s context:

Potential JFC Objectives

e “Improve attitudes toward” US and coalition forces

e “Generate conflict and tension among components of target” military components

o “Intimidate, silence, or render ineffective groups or individuals in” military “who are
opposed to the goals” of US and coalition forces

e “Distract attention, cause confusion”

e “Discredit, destabilize, undermine or promote specific groups, institutions important
to competitive strength of target country”

e “Discredit specific ... leaders [or appointed commanders]” of target country opposed
to US and coalition forces

o Expose illicit or illegitimate activities of governmental or military organizations

¢ Reinforce the truth in global societies

e Spark desired behavior among highly targeted populations or groups (voting, protest)

Figure 9. Derived from RAND’s objectives of social manipulation campaigns.®®

In order to operate in support of ment against EBO: “It assumes a level of

the above objectives, some portion of
the intelligence enterprise must reori-
ent towards relevant actor analysis and
tailored-message development. Refer-
ring back to then-General Mattis” argu-

unachievable predictability [and] ... is
too prescriptive and overengineered [by
discounting] the human dimensions of
war (for example, passion, imagination,
willpower,and unpredictability).”® Con-
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versely, General Mattis acknowledged
the need to retain the ability to “[cre-
ate] unity of action in employing nodal
analysis as it relates to targeting”’® In
short, do not force the same process
on all scenarios. So, while the Warden
approach to analysis against target sys-
tems like IJADS must be retained, the
Joint Force must consider complex sys-
tems like relevant actors.

If the primary weapon in mes-
sage-centric warfare is the narrative,
then intelligence analysts must partner
with cultural subject matter experts,
behavioral scientists, and public affairs
specialists to understand the way the
groups attention will be earned, how
the message will be received, and how
it may or may not reinforce the desired
behavior. Relevant actor analysis should
consider trust relationships between in-
dividuals and within groups. How often
do individuals communicate within the
system? What are the means of commu-
nication? As early as 1995, George Stein
recognized the value of emergent mass
media technologies. He argued, “A ma-
jor new factor in information war is the
worldwide infosphere of television and
broadcast news.””! Today, a majority of
person-to-person engagements, wheth-
er financial or social, occur through
Weibo in China. Culturally, what are
the relevant actor’s norms? In order to
expose a leader’s illicit or illegitimate
activities, it is critical to understand the
way the community perceives those ac-
tivities in the first place.

These and other questions must
be answered by a team performing rel-
evant actor analysis prior to consider-
ing any capabilities to achieve the op-

erational objective. Analysts must also
approach the Joint Integrated Priori-
tized Target List inversely to the current
model. Even in large-scale combat, due
to the long lead-time to develop tai-
lored messages, computer exploits, or
waveforms, these capabilities should be
considered prior to kinetic capabilities.
However, in the case of competition, the
tailored message for prioritized relevant
actors should be considered before any
potential actions are planned.

Once the analysis is complete,
electronic warfare, information oper-
ations, or cyberspace operations offer
potential means to shape the informa-
tion environment favorably for the in-
tended strategic narrative. Again, as
Stein argued, “Information warfare at
the strategic level is the ‘battle off the
battlefield to shape the political context
of the conflict””* This remains the case
across the continuum of conflict today.
To support the JEC’s strategic narrative,
personnel must orient towards these
relevant actors in coordination with
Defense Attaché Offices to develop an
operational design that ultimately sup-
ports the JFC’s message.

Finally, to truly approach the
authenticity required for a strong stra-
tegic narrative, it is time for the DOD
to consider an alternative approach to
intelligence: one that focuses on trans-
parency and public interest over secre-
cy and senior leaders. In late January
2020, General John Hyten, Vice Chair-
man of the Joint Chiefs of Staff, blasted
the execution of the classification pro-
cess within the Pentagon, lamenting
rampant over-classification to the point
of organizational harm.” In Decem-
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ber 2019, Air Force Secretary Barbara
Barrett testified to Congress regarding
space programs that “You would have
to be careful about what we declassify,
but there is much more classified than
what needs to be”; Representative Mike
Rogers concurred.” Representative
Rogers, Secretary Barrett, and General
Hyten are leading in the right direction.

Intelligence classifications are
predicated on protecting the sources
and methods by which the informa-
tion was gathered. To be clear, the US
should not breach this contract with
the intelligence community. Rather, a
comparative study should be done to
evaluate whether the general public
can reasonably assume the technical
means by which collection operations
are executed. For example, if a private
company possesses the capacity to pro-
vide an information-gathering service
to the public, then it can be reasonably
assumed that the government possesses
similar capability or technical means.
When the appropriate threshold is met
and the information can be declassified,
the DOD should take the next step and
provide an open source repository for
trusted media outlets. By focusing on
declassifying as many sources of infor-
mation as possible while not detracting
from national security, the US govern-
ment can employ transparency as a
means to increase its authenticity while
placing the general public closer to the
ground truth.

To support the public further,
the Joint Force can reorient many of
its analysts towards a Bellingcat-style
reporting, leveraging publicly available
information. Bellingcat first burst onto

the scene in mid-2014 with its detailed
analysis of public information, char-
acterizing the downing of Malaysian
Airlines Flight 17 by the Russian gov-
ernment. As Russia sought to deny the
accusations, the Bellingcat team pub-
lished report after report that ultimate-
ly exposed the truth.” Amid tit-for-tat
exchanges between the Russian and
US government that failed to come to
a conclusion, the open source investi-
gative team provided an alternative in-
dependent analysis backed by multiple
sources for public consumption. The
strategic narrative battle is not between
senior leaders, but rather between mul-
tiple relevant actors with different cul-
tural histories. Increasing transparency
and focusing on delivering the truth to
the public in coordination with like-
minded liberal democracies would en-
hance the JFCs’ strategic narratives by
increasing authenticity and discrediting
our competitors by exposing their illicit
gray zone tactics.

Conclusion

he United States does not cur-

rently possess the force or pro-

cesses to fight in the psycholog-
ical domain and deal with the primary
tactics of its competitors in Great Pow-
er Competition. The American lega-
cy strategy under a unipolar world to
maintain the status quo as the global
hegemon is untenable. Great Power
Competition has three key character-
istics: (1) the emergence of alternatives
to the current world order creates a
geopolitical marketplace for rational
actors’ choice; (2) the comparative na-
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tional power between Great Powers
increases the global and national risk
of large scale combat beyond the will-
ingness of decision-makers to transi-
tion from competition to conflict; and
(3) the preceding factors necessitate the
employment of gray zone tactics for
competitors to achieve national policy
objectives without risking conflict.

The Joint Force must modify its
operational approach in accordance
with these characteristics. Great Powers
studied the United States’ way of war
and developed a strategy and tactics
that avoid US strengths and exploit its
vulnerabilities. As a result, US opera-
tions across the continuum of conflict,
specifically military engagement, secu-
rity cooperation, deterrence, crisis re-
sponse, and limited contingency opera-
tions must shift from a systems-centric
approach that is effective on closed-sys-
tems like an Integrated Air Defense
System. Instead, the Joint Force should
adopt a message-centric approach. The
strategic narrative should drive all sub-
sequent actions and adhere to Singer’s
and Brooking’s principles of social me-
dia warfare: narrative, emotion, authen-
ticity, community, and inundation. At
the tactical level, commanders should
be cognizant of physical actions that
simultaneously support a strategic nar-
rative but prepare the psychological

domain for operations. For example,
conditioning operations to shape the
desired behavior prior to conflict.

The Joint Force can take two evo-
lutionary and, potentially, one disruptive
step toward Great Power Competition.
First, it can adjust its current planning
process by constructing a strategic nar-
rative and designing the mission state-
ment and its associated objectives to
support the message. Among those ob-
jectives, joint planners should consider
some identified by the RAND Corpo-
ration in its Hostile Social Manipulation
study. Joint force narratives should be
tailored for relevant actors. As a result,
the Joint Force Commander requires
personnel dedicated to relevant actor
analysis and tailored message develop-
ment. Finally, the Joint Force should
critically evaluate its current intelligence
sources and methods to determine what
can be declassified to ultimately increase
the amount of publicly available infor-
mation to trusted media sources. By
combining open source analysis of pub-
licly available information supported by
newly declassified sources and methods,
the US would be better positioned to
shape the global narrative via authen-
ticity and transparency to counter the
illicit gray zone warfare employed by its
competitors.
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