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ABSTRACT

In the last 30 years, widespread illegal science and technology trans-
fer, physical or cyberattacks on companies’ trade secrets and intel-
lectual property can cause serious damage to corporations. The ef-
fectiveness of precaution to be taken largely depends on accurate
perception of these attacks and deciphering the sources of their mo-
tivation. The aim of this study is to comparatively analyse and model
the relationship between industrial versus corporate espionage at-
tempts for the purpose of legal/illegal technology transfer in terms
of structural differences and implementation methods. Related
concepts are explained through “Industrial-Corporate Espionage
Pyramid” which is defined by Altintas, as well as evaluating alterna-
tive implementation methods of espionage activities. The choice that
companies initially need to make is whether to carry out espionage
activities within legal boundaries or not. Companies have to decide
whether they will outsource espionage activities or will be carried
out by using in-house sources.

Keywords: intelligence, industrial espionage, corporate espionage,
corporate spying, cyberattack

Analisis comparativo de la relacion estratégica entre el
espionaje industrial versus el espionaje corporativo en el
marco de los métodos de implementacion

RESUMEN

En los ultimos 30 afios, la transferencia ilegal generalizada de cien-
cia y tecnologia, los ataques fisicos o cibernéticos a los secretos co-
merciales y la propiedad intelectual de las empresas pueden causar
graves dafos a las empresas. La eficacia de las precauciones a tomar
depende en gran medida de la percepcion precisa de estos ataques
y de descifrar las fuentes de su motivacion. El objetivo de este es-
tudio es analizar y modelar comparativamente la relacion entre los
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intentos de espionaje industrial versus empresarial con el propédsito
de transferencia de tecnologia legal / ilegal en términos de diferen-
cias estructurales y métodos de implementacion. Los conceptos rela-
cionados se explican a través de la "Pirdmide de Espionaje Industrial-
Corporativo” que define Altintas, asi como también se evaltian los
métodos alternativos de implementacion de las actividades de es-
pionaje. La eleccién que las empresas deben tomar inicialmente es
si realizar actividades de espionaje dentro de los limites legales o no.
Las empresas deben decidir si subcontrataran las actividades de es-
pionaje o se llevaran a cabo utilizando fuentes internas.

Palabras clave: inteligencia, espionaje industrial, espionaje corpora-
tivo, espionaje corporativo, ciberataque
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Introduction mercialization of technology, which

means the transformation of informa-

ince the early 1970s, technolo-
S gy-based globalization movements
in the world have gained spectacu-
lar momentum and the period of com-

tion into technology and then commer-
cial products or export commodities,
has started. In this period, transforming
innovative ideas and competitive meth-
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ods into a commercial value belongs
to countries and companies that can
allocate their vast amount of resources
into Research and Development (R&D)
programs.

The accelerating effect of infor-
mation technologies on economic glo-
balization has contributed to the digital
revolution and technological innova-
tions that create the information age are
generally produced by multinational
companies in developed economies.
However, information technology sys-
tems and infrastructures created by
private companies have been exposed
to threats, such as highly effective data/
information theft of technological accu-
mulation in the past few decades. At this
point, a new strategic concept appeared
on the agenda of relevant literature:
Technology and Information Security.

Particularly, large-scale global
companies in the last two decades are
exposed to industrial and corporate es-
pionage attacks (by targeting confiden-
tial data and information or by stealing
intellectual property) from rival firms
with the occasional help of govern-
ment support. According to European
Union Commission (2016), every year
industrial and corporate espionage
attacks can cause billions of euros in
losses to companies. Moreover, public
intelligence authorities have evolved
into invisible stakeholders of national
companies and have started working
in cooperation and coordination to-
wards their common goal of national
and economic security in recent years.
Large scale companies operating on a
global environment have also started to

outsource espionage services to private
intelligence companies.

The aim of this study is to com-
paratively analyse and model the re-
lationship between industrial versus
corporate espionage attempts for the
purpose of legal/illegal science and
technology transfer in terms of structur-
al differences and implementation pro-
cesses. Theoretical and functional scope
of related concepts is explained through
“Industrial-Corporate Espionage Pyra-
mid,” which is defined by Altintas and
also called “Altintas Pyramid,” as well
as comparatively evaluating alternative
implementation methods of industrial
and corporate espionage attempts. An-
other important purpose of this study is
to contribute to the awareness of corpo-
rate top management about cyber and
physical industrial/corporate espionage
attacks.

The Importance of
Industrial versus Corporate
Espionage within the
Conceptual Framework

ince the first half of 1980s, neo-

liberal economic model and de-

regulation policies were widely
accepted by most of the economies and
financial markets. The subsequent dis-
solution of the Union of Soviet Socialist
Republics and the termination of Cold
War caused concepts such as investment
and privatization to become more pop-
ular. In addition, the widespread usage
of mobile communication devices as
well as portable computers and tablets,
intelligence activities among countries
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and companies increased exponen-
tially all around the world. As a result,
security has become the major issue of
both individuals and institutions that
have innovative skills and technologi-
cal knowledge within this framework of
espionage attacks together with covert
economic operations.

However, information technolo-
gy systems and infrastructures invented
by corporations have been exposed to
threats (such as trade secret theft to-
gether with intellectual property steal-
ing). For this reason, large-scale global
companies had to protect all digitalized
assets and know-how accumulation
produced as a result of enormous R&D
activities and expenses. At this point, a
new strategic concept appeared on the
literature: Technology and Information
Security.

Every year, high-quality indus-
trial data and information as well as
confidential documents are stolen by ri-
val firms, through industrial espionage
or corporate spying attacks organized
by competitors, intelligence agencies
of competitor states, disgruntled em-
ployees or shareholders. Technical in-
frastructures related to R&D and new
product technologies as well as engi-
neering processes of large-scale global
companies are under serious threat.

Misappropriation or theft of
trade secrets and corporate espionage
threaten innovation, growth develop-
ment and investment of business en-
tities and national economy globally
(OECD, 2016). Trade secret theft is one
of the main factors that cause billions of
dollars in annual losses to business en-

tities and the national economy (Price-
waterhouseCoopers, 2014). Trade se-
cret is a gold nugget that determines
the success and survival of a business
entity. It provides a business entity with
a competitive advantage over its rival.
However protecting a trade secret is not
an easy task especially from current and
former employees as well as from com-
petitors. The task is made difficult with
the availability of technological devis-
es that can be used to steal the infor-
mation from inside and outside of the
business organization (Jalil and Hassan
2020, 205).

The content of industrial and cor-
porate espionage activities carried out
in recent years has focused largely on
economic and financial issues. At this
point, it is more favourable to explain
conceptual differences between indus-
trial and corporate espionage by clari-
tying the juridical boundaries and the
distinction between implementation
procedures. Though are quite similar
definitions between these two concepts,
it is possible to describe industrial espi-
onage as the activity of acquiring trade
secrets or intellectual property through
illegal attempts. Corporate espionage
generally considered to be within legal
limits (yet unethical), will provide eco-
nomic and financial advantages to pri-
vate enterprises in market competition.

Industrial espionage is carried
out in a veiled and deceptive manner
by private companies acting on their
behalf. Obtaining economic intelli-
gence using secret and illegal tools by
the private sector is called industrial
espionage (Porteus 1994, 737). It does
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not cover the activities of private enti-
ties without the involvement of foreign
governments, nor does it relate to legal
efforts to obtain commercially useful
information from internet. Some open
source gathering efforts are not covered
by industrial espionage, although they
may be a precursor to future covert
activities. Some countries have a long
history of ties between government and
industry. However, it is often difficult to
ascertain whether espionage has been
committed under foreign government
sponsorship (Nasheri 2005, 13). In
2020, large-scale global companies due
to fierce commercial and technological
competition, it appears to bring cor-
porations closer to the sweet poison of
industrial espionage unfortunately. The
goals and expectations of companies
from espionage attempts are to:

1) Gain competitive advantage
and prestige in their respective
industries,

2) Save costs, particularly from R&D
expenses,

3) Decrease the credibility of
competitors in the industry,

4) Increase the efficiency of
intercompany decision-making
processes.

Finally, industrial espionage is
an illegal initiative and process that is
carried out to obtain confidential data
and information as well as commercial/
technological secrets related to rival
firms or their employees which cannot
be obtained by open source intelligence
in order to gain absolute advantage.

However, corporate espionage
(spying), defined as outsiders penetrat-
ing corporate offices or networks, and
can be very damaging (Horan 2000, 29-
30). These types of attacks could be de-
scribed as illegal and unethical activities
undertaken by organizations to system-
atically gather, analyse and manage in-
formation on competitors with the pur-
pose of gaining a competitive edge in
the market (Vashisth and Kumar 2013,
83), in other words it may arise due to
unfair competition among firms (Vi-
mmer 2015, 26). Corporate espionage
sometimes referred to as industrial es-
pionage, corporate spying, or economic
espionage, has become a multibillion
dollar industry. The exact dollar figure
on the costs of corporate espionage is
difficult to determine and many thefts of
proprietary information go undetected
and unreported. Even when espionage
is discovered by an employer, the scale
and impact of the breach often cannot
be determined. Government studies
have estimated the annual loss to busi-
nesses due to corporate espionage to be
as much as hundreds billions of dollars
(Koen and London 2019, 331). Corpo-
rate espionage is also used to examine
products or ingredients for perceived
or actual risks, to time markets, and to
establish pricing. All too commonly,
companies find themselves the targets
of such activity without the knowledge
or methodology to effectively counter it
(Rothke 2001, 1). In case of evidence of
an existence of foreign government or
involvement of a hostile spying, com-
panies involved in such illegal activities
are subject to legal prosecution. Factors
that determine the legal limits of corpo-
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rate espionage attempts are also close-
ly related with the degree of economic
damage sustained to the owner of trade
secrets or intellectual property and the
deterrent potential of the prosecution.

The cases involving trade secret
theft from Lucent Technologies, IDEXX
and Avery Dennison demonstrate (1)
how devious employees can use the na-
iveté of other personnel and the firm’s
computer infrastructure to support
their corporate espionage activities; and
(2) that corporate recognition of these
security breaches occurred only after
their technologies had been transferred
to competitors (Fitzpatrick 2004, 66).
The strategic importance of industrial
espionage initiatives carried out for cor-
porations operating on a global scale is
becoming more and more remarkable
in recent years. Moreover, within this
phase, public intelligence authorities
have transformed into invisible stake-
holders of their national companies and
have started to work in cooperation/co-
ordination towards mutual economic
security objectives.

Corporate and industrial espi-
onage might occur at corporations as
soon as other actors have competing in-
terests. This makes everyone with com-
peting interests a potential spy. Howev-
er, if a corporation wishes to limit the
possible impact of espionage, relatively
simple mitigating measures might help.
The first step is acknowledging that es-
pionage might happen and that the cor-
poration isa potential target. The second
step is a risk analysis which identifies
critical means and processes and their
vulnerabilities. Based upon this aware-

ness and risk analysis, the corporation
can develop policies for whom to allow
access to confidential corporate infor-
mation. Restraint in allowing access is
in place here. Authorization to access
confidential information should only
be granted after no restrictions were
found during a screening process. Still,
theft of confidential corporate informa-
tion cannot be fully excluded. There-
fore, also a need exists to prepare for sit-
uations in which espionage actually has
occurred. In order to create resilience
after espionage, corporations need to
develop contingency plans in advance,
and conduct damage assessments and
improve mitigating measures to avoid
future espionage afterwards (Ijzerman
and Berge 2019, 1).

As a result, there is a strategic re-
lationship between industrial and cor-
porate espionage initiative in terms of
implementation procedures. The link-
age between industrial and corporate
espionage is closely related with the
strategic decisions (conducting espio-
nage activities within the boundaries
of the legislations or not) to be made
by the company's senior management.
Corporate espionage attempts may fall
within legal limits compared to illegal
(sometimes publicly sponsored) indus-
trial espionage attacks. However, espio-
nage attacks carried out to obtain con-
fidential data and information against
competitors or their employees are con-
sidered as criminal offense when they
go beyond the legal boundaries.
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The Anatomy of Industrial and
Corporate Espionage Attacks

he source of threat from espio-
nage attacks can be evaluated
under two main headings:

A. Internal Threat: In brief, the insid-
er includes current or former employ-
ee, business partner or contractor. The
information age makes it possible for
all level of employees including busi-
ness partners to gain access to volumes
of data and pose a significant security
risk. The case of Edward Snowden pro-
vides a good example of insider threat.
According to Software Engineering In-
stitute at Carniege Melon University,
insiders can pose a considerable threat
to the organization. This is because
the insiders know and are aware of
the organization’s policies, procedures
and technology and they also know
the vulnerabilities of the organization.
They can bypass the security measures
using their knowledge and access to
the company’s proprietary systems. In
this regard, insiders have a significant
advantage over outsiders or external
attackers. Such threat from insiders is
therefore real and could be substantial.
Thus to prevent harm to the company
or organization assets, focus should not
only be made to external-facing securi-
ty mechanisms, such as firewalls, intru-
sion detection systems, and electronic
building access systems, but also to in-
clude insiders as potential threats (Jalil
and Hassan 2020, 208).

In 2016, a survey conducted by
the U.S. State of Cybercrime found that
27% of electronic crimes were suspected

or known to be caused by insiders and
the insider attacks caused more severe
damage than caused by outsider attacks
(USS. of Cybercrime, 2016). According
to a Statistical Analysis of Trade Secret
Litigation in the U.S. Federal Courts,
85% of the trade secret lawsuits in the
state and federal courts of the U.S. found
that the alleged misappropriator was
either an employee or a business part-
ner (Almeling et al., 2010, 59). In 2016,
a survey conducted by IBM estimated
that employees and other malicious or
careless insiders accounted for 60% of
cyber-attacks from unauthorized ac-
cess, viruses or other malicious code,
“phishing” attempts and other means
(IBM X-Force Research, 2016).

The nature of insider threats is
different from other cybersecurity chal-
lenges; these threats require a different
strategy for preventing and addressing
them. An insider threat is anonymous
and difficult to identify but a clue could
be derived from the definition of mali-
cious insider threat. Such threat refers
to “a current or former employee, con-
tractor or other business partner who
has or had authorized access to an or-
ganizations network, system or data
and intentionally misused that access
in a manner that negatively affected the
confidentiality, integrity or availabili-
ty of the organization’s information or
information systems.” In addition, in-
sider threats can also be unintentional
(non-malicious) (The CERT Division
Insider Threat Centre 2016, 2-3).

B. External Threat: This category in-
cludes competitor, hacktivist, foreign
government and organized crime. The
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act of these threat actors could also be
associated with data breach and data
leakage through computer system, in-
trusion of detection system and elec-
tronic building access system. Ac-
cording to Almeling (2010), there are
increased threats from foreign individ-
uals, companies and government due to
three factors namely internationaliza-
tion of business, access to technology
that allows hackers to access trade se-
crets from anywhere in the world and
that some countries viewed stealing of
trade secrets as an aid to development
(Almeling et al., 2010, 62).

Attacks on trade secrets and in-
tellectual property, which are strategi-
cally important assets of companies, are
usually caused by spies of hostile intel-
ligence services, retired spies hired by
competitors, private intelligence com-
panies, unless they are caused by inter-
nal threats. Moreover, a rival company
owned by a foreign government is also
a significant threat in an industry seg-
ment. This method is generally applied
by Chinese government that the rival
company looks like a private company,
but implicitly belongs to the govern-
ment.

The need to access confidential
data and information regarding trade
secrets or intellectual property of com-
petitors and the necessity to protect
national companies against foreign in-
dustrial espionage and corporate spying
attacks, without exception, increase the
awareness of top management of cor-
porations about intelligence gathering
operations.

Some of the Sample Cases of
Industrial versus Corporate
Espionage Attacks

In recent years, espionage attacks have
been frequently observed in uncon-
trolled areas such as commercial (tech-
nological) fairs, international airway
travels, airport lounge or hotel accom-
modations-abroad. We should exempli-
ty these attempts that intend to obtain
confidential data and information of
competitors as follows:

A copy of the German Transrap-
id train developed by engineers of Sie-
mens and Thyssen-Krupp companies
started operating in China under the
name of CM1-Dolphin before the train
started operating in Germany. Chi-
nese intelligence acquired the technical
characteristics of the train at the Shang-
hai Technology Fair in 2004. Addition-
ally, American businessmen traveling
to Europe for trade negotiations were
cautioned in 1992 for travelling with
French Airlines. Because the French
Intelligence Service placed listening de-
vices on the aircraft seats, and this was
detected by CIA agents. Besides, hotel
rooms with electronic cards are an ex-
tremely risky area as an uncontrolled
zone. According to a news article titled
“Hackers Lock Romantik Seehotel Jae-
gerwirts Guests out of Their Rooms,
Demand Bitcoin Ransom,” in thebit-
coinnews.com website published at Jan-
uary 30, 2017:

Hackers attacking critical IT in-
frastructure for Bitcoin ransom is not
a new thing. It has been happening
on a regular basis in the past couple of
years. But attacking a hotel and locking
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hundreds of guests out of their rooms
probably never happened before last
week. According to reports, one of the
top European hotels, Romantik See-
hotel Jaegerwirt in Austria became the
target of cybercriminals. They managed
to hack into the luxurious 4-star hotel’s
electronic key system, rendering it use-
less. While the hotel guests were unable
to move in and out of their hotel rooms,
the hackers demanded a ransom of over
EUR 1500 in Bitcoin from hotel author-
ities. (Bilefsky 2017)

Apart from this, methodology of
corporate espionage activities depend
mostly on obtaining confidential data
and information that belongs to rival
firms within the legal limits. For in-
stance, obtaining information from the
executives of competitors under job in-
terviews, hiring detective to spy on and
evaluate the selling process of rival com-
panies, eavesdrop on communication
at rival companies facility trips, b2b
cooperation meetings, at a commercial
fair organizations, recruitment of ri-
val company employees together with
confidential documents after resigning
or employing a detective to obtain the
password of target computer by shoul-
der surfing or by pretexting. Some of
experienced corporate espionage ex-
amples from bloomberg.com website
recently:

Hewlett-Packard’s board became
ensnared in a scandal in 2006 after the
company spied on its directors, report-
ers, and employees in a probe to fer-
ret out the source of boardroom news
leaks. Investigators hired by the com-
pany obtained personal phone records

by posing as reporters and company
directors. They also trawled through
garbage and followed reporters. As a
result, then-Chairman Patricia Dunn,
who approved the spying, was fired. HP
also agreed to pay $14.5 million to settle
an investigation by California’s attorney
general, $6.3 million to settle share-
holder lawsuits, and an undisclosed
amount to settle a case filed by journal-
ists at The New York Times and Business
Week.

In April 2009, Starwood Hotels
& Resorts Worldwide sued Hilton Ho-
tels over trade secrets. Starwood had
claimed two former Starwood execu-
tives hired by Hilton stole information
about Starwood’s W hotel brand to de-
velop the Denizen line of properties.
Ross Klein and Amar Lalvani were in-
volved in developing Starwood’s life-
style and luxury hotels, including the
St. Regis, W, and Luxury Collection
brands, and downloaded confidential
Starwood information to use later at
Hilton, according to the complaint. In
2010, Starwood settled its case and said
Hilton was ordered to make sure “the
conduct that occurred does not occur
again” (Beasley 2009).

Strategic relationship between
industrial versus corporate
espionage: Industrial-
Corporate Espionage Pyramid

corporate espionage implementa-
tion methods in two main catego-
ries. The main reason for this classifi-
cation emerges from determining the

It is useful to classify industrial and
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juridical boundaries of industrial and
corporate espionage attacks. That is to
say, the distinction is based on whether
espionage attempts preferred by large-
scale global companies will continue
their covert operations within legal lim-
its or to stray outside of legal boundar-
ies. Confidential data and information
gathering activities, that can be de-
scribed as corporate espionage initia-
tives are generally carried out within
legal limits, and commercial entities are
not subject to any criminal sanctions
about these types of attempts.

However, since industrial espio-
nage attempts carried out against com-
petitors beyond the legal boundaries,
they usually involve activities that re-
quire experienced personnel. At that
point, these types of attempts have to
be executed either by recruiting expert
personnel or purchasing outsourcing
services. It is possible to elaborate gen-
eral implementation procedures and
preferences regarding industrial and
corporate espionage activities through
the Industrial-Corporate Espionage
Pyramid defined firstly by Altintas, also
called as Altintas Pyramid, (Figure 1).

Figure 1: Industrial-Corporate Espionage Pyramid, also called as “Altintas Pyramid”

At the lowest stage of the Indus-
trial-Corporate Espionage Pyramid,
within the framework of Open Source
Intelligence activities start with the
priority to collect and analyse public
information (reports, fairs, social me-
dia, print-visual media, photographs,
internet, etc.). The next stages are de-
termined by companies’ strategic pref-

erence between industrial and corpo-
rate espionage attempts, in other words,
companies should decide whether to
stay within the legal boundaries or not.

In order to gain superiority over
their rivals while staying within the legal
boundaries, companies, as part of cor-
porate espionage, may refer to a meth-
od called Reverse Engineering. Re-
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verse engineering is the re-adaptation
of products and is generally preferred
by companies that do not have adequate
technological competence. It involves
disassembling competitors’ product
into detailed sub-units. In this method,
by going backwards in the production
process based on an existing product,
the process is completely resolved, pop-
ular products of rivals are deciphered
and easily can be re-introduced to the
market with small differences and di-
versified brand names. Although there
is limited resemblance to the original
product in terms of quality, with little
effort and without making significant
R&D expenses, companies may reverse
engineer a competitor’s product and
achieve certain sales advantage.

For instance—BGM-71 TOW
missile (in May 1975), negotiations
between Iran and Hughes Missile Sys-
tems on co-production of the TOW
and Maverick missiles stalled over dis-
agreements in the pricing structure,
the subsequent 1979 revolution ending
all plans for such co-production. Iran
was later successful in reverse-engi-
neering the missile and now produc-
es its own copy, the Toophan. In other
words, Toophan is an Iranian SACLOS
anti-tank guided missile reverse-en-
gineered from the American BGM-71
TOW missile. Moreover, Toophan 1, an
unlicensed copy of the BGM-71A TOW
missile, began mass production in 1988
(Defence Intelligence Agency, 1988).

Another way of obtaining con-
fidential data and information about
competitors is to Collect Physical
Wastes for analysis, within the legal
limits. The amount of physical waste,

which has been left out of use by the
rival employees, but whose physical in-
tegrity or quality has not been damaged,
can be analysed and bring out extreme-
ly useful clues in terms of current activ-
ities, strategies and current situations of
competitors. Examples of these wastes
are; untainted or partially damaged
pieces of paper, post-its, CDs, USBs,
documents that may contain critical
data and information, notebooks, pro-
totypes, undestroyed drawings, sam-
ples, plans, plane tickets, appointment
books, etc.

The surveillance and covert
searches began a year ago, after officials
at software giant Oracle Corp. became
outraged that some industry groups
were aggressively supporting its rival
Microsoft Corp. in that firm's federal
antitrust fight with the Justice Depart-
ment. Oracle hired Washington-based
Investigative Group International and
told its private detectives to find doc-
uments that might be embarrassing to
Microsoft. It was corporate hardball,
and it was all supposed to remain secret.
But yesterday, after a series of revela-
tions about individuals’ rifling through
trash and offering cash to janitors, Or-
acle chief executive Larry Ellison pub-
licly acknowledged that his company
paid the detectives to prove the three
groups were public relations fronts for
his company's biggest competitor (7The
Washington Post, 2000).

Private Intelligence Agencies-
PIA, working in line with the principles
of confidentiality and trust, provide
monitoring and surveillance services
for competing companies within the
framework of collecting evidence in
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accordance with the law. In this sense,
companies may prefer the method of
outsourcing that require special exper-
tise, such as collecting confidential data
and information about competitors or
their employees. Because companies
generally want to pretend to be acting
within legal limits, they may not want
to use their official personnel in such
espionage attempts. Private intelligence
agencies that are hired for a certain fee
can also provide double-sided service.
That is, the relevant offices of com-
panies not only provide tracking and
surveillance services to companies, but
also protect company against industrial
and corporate espionage attacks from
competitors.

Some private intelligence agen-
cies use online perception management,
social media influencing/manipulation
campaigns, strategic disinformation
(such as fake news production/propa-
ganda production, opposition research
and political campaigns using social
media and artificial intelligence. For-
mer anti-corruption prosecutor Aaron
Sayne said private intelligence is “an
industry thats largely undocumented
and has very flexible ethical norms”
as agencies collect and use sensitive
information “for one purpose on day
one and some completely contradicto-
ry purpose on day two” (Burgis 2017).
The private intelligence industry has
boomed due to shifts in how the U.S.
government is conducting espionage
in the War on Terror. Some $56 billion
(USD) or 70% of the $80 billion na-
tional intelligence budget of the United
States was in 2013 earmarked for the
private sector according to The New

York Times’ Tim Shorrock. Functions
previously performed by the CIA, NSA,
and other intelligence agencies are now
outsourced to private intelligence cor-
porations (Abbot, 2013).

Besides, corporations generally
want to obtain confidential data and
information about competitors in order
to be one step ahead at the internation-
al competition. In other words, they
are always curious about competitors’
customers, suppliers, personnel, or-
ganizational structure, environmental
awareness, technical knowledge, stake-
holders, status of their partners, legal
relations and similar high quality data
and information. Provided that it is
completely within the ethical rules and
legal limits, raw data and information
about competitors are collected from
public sources. It is also analysed for
the senior management which is used
as input at the strategic decision mak-
ing processes, called Competitive In-
telligence.

The airline industry is a great ex-
ample of how competitive intelligence
is being used in practice. Every day, air-
line companies are changing their flight
ticket prices based on several pieces of
external information. For instance, if
all competitors increase their price for
a certain route, a flight provider would
quickly follow suit to secure higher mar-
gins. In addition, customer information
is frequently used for pricing adjust-
ments. By identifying and tracking spe-
cific users, flight companies can spot
when a potential customer is repeatedly
searching for the same flight details and
increase the prices over time, since they
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can be sure that they really want to fly
on these dates (Kompyte, 2018).

Conversely, within the scope of
illegal industrial espionage activities,
such operations require a more qual-
ified knowledge and ability. At that
point, engaging competitor firms’ em-
ployees through Social Engineering
requires sufficient knowledge and ex-
perience, especially in the areas of in-
telligence and espionage. The concept
of social engineering is expressed as the
art of human deception, and can also be
defined as obtaining unauthorized ac-
cess to competitor systems by detecting
the weak chain among their employ-
ees. Actually, social engineering is the
activity of manipulating human inad-
equacies and emotions, using various
methods of persuasion and deception
against rival employees. In other words,
social engineering operations that force
rival company employees to make mis-
takes through the exploitation of hu-
man emotions such as fear, excitement,
joy, loss of reputation and trust in the
eyes of customers and society, make ri-
val systems completely unusable. Large-
scale global companies may sometimes
turn to illegal ways to obtain confiden-
tial data and information as well as
commercial/technological secrets relat-
ed to competitors. In addition, mislead-
ing claims against competitors try to
weaken the commercial success of com-
petitors, especially in the virtual climate
of social media where there is limited or
even uncontrolled environment.

The biggest social engineering
attack of all time was perpetrated by
Lithuanian national Evaldas Rimasau-
skas against two of the world’s biggest

companies: Google and Facebook. Ri-
masauskas and his team set up a fake
company, pretending to be a computer
manufacturer that worked with Google
and Facebook. Rimsauskas also set up
bank accounts in the company’s name.
The scammers then sent phishing
emails to specific Google and Facebook
employees, invoicing them for goods
and services that the manufacturer
had genuinely provided—but direct-
ing them to deposit money into their
fraudulent accounts. Between 2013 and
2015, Rimasauskas and his associates
cheated the two tech giants out of over
$100 million. Moreover, in March 2019,
the CEO of a UK energy provider re-
ceived a phone call from someone who
sounded exactly like his boss. The call
was so convincing that the CEO ended
up transferring $243,000 to a Hungar-
ian supplier—a bank accounts that ac-
tually belonged to a scammer (tessian.
com Website).

Engaging rival companies’ em-
ployees with criminal methods such as
threat, wiretapping, blackmail, provo-
cation, honey trap, in other words trans-
forming them almost actual agents, are
one of the most remarkable industrial
espionage methods. In the organiza-
tions of large-scale companies, it is
possible to employ retired members of
armed forces or intelligence officers to
engage rival employees working at crit-
ical position of competitor firms. The
method that can be preferred for indus-
trial espionage initiatives is to try to ob-
tain confidential data and information
from rival firms’ employee by a certain
fee or criminal procedures-also called
as Parallel Employment. This method
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aims to discover rival employees who
have weaknesses particularly in fiscal
matters, since money is the most im-
portant source of motivation for many
people. It is an extremely easy and pre-
vailing method. The initiation of an il-
legal financial relationship in terms of
rival firms’ employee means that he/she
is going to be hired as a dual employer.

Pin Yen Yang and his daughter
Hwei Chen Yang were arrested in Cleve-
land on September 5, 1997, and charged
with mail fraud, wire fraud, money laun-
dering, receipt of stolen property, and
theft of trade secrets from Avery Denni-
son Corp. Avery Dennison is one of the
largest U.S. manufacturers of adhesive
products, including adhesives for such
things as postage stamps, labels, and
diaper tape. Pin Yen Yang is the Presi-
dent of Four Pillars Enterprise Compa-
ny of Taiwan, which manufactures and
sells pressure-sensitive products mainly
in Taiwan, Malaysia, Singapore, Peo-
ple’s Republic of China, and the United
States. The company has more than 900
employees and annual revenues of more
than $150 million. His daughter has a
Ph.D. in analytical chemistry from New
Mexico State University, was employed
most recently by Four Pillars as an Ap-
plied Research Group Leader, and may
hold dual citizenship in the U.S. and Tai-
wan. The Yangs were convicted in April
1999 of having paid an Avery Denni-
son employee in Ohio, Dr. Ten Hong
Lee, between $150,000 and $160,000
for highly sensitive and valuable pro-
prietary manufacturing information
and research data over a period of ap-
proximately eight years from 1989 to
1997. Payments were reportedly made

through Lee family members in Taiwan.
Avery Dennison estimates that its direct
costs for developing the stolen technolo-
gy were in the tens of millions of dollars
(U.S. Department of Commerce).

Agents (who have adequate in-
telligence expertise and professional
knowledge) Infiltrate or Pose Rival
Companies under different pretenc-
es. Technology transfers or intellectual
property theft by covert economic op-
erations that was performed by agents
as a hidden “payroll employee” of com-
petitor firms are the most effective and
at the same time the most damaging
method of industrial espionage. In ad-
dition, self-employed agents (usually
people who have criminal background)
can also be hired by companies to ob-
tain confidential data and information
on their own initiative and sell them to
companies offering the highest amount
of money.

Yanqing Ye, 29, a Chinese na-
tional, was charged in an indictment
today with one count each of visa
fraud, making false statements, acting
as an agent of a foreign government
and conspiracy. Ye is currently in Chi-
na. According to the indictment, Ye is
a Lieutenant of the People’s Liberation
Army (PLA), the armed forces of the
People’s Republic of China and mem-
ber of the Chinese Communist Party
(CCP). On her J-1 visa application, Ye
falsely identified herself as a student
and lied about her ongoing military ser-
vice at the National University of De-
fence Technology (NUDT), a top mil-
itary academy directed by the CCP. It
is further alleged that while studying at
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Boston University’s (BU) Department
of Physics, Chemistry and Biomedi-
cal Engineering from October 2017 to
April 2019, Ye continued to work as a
PLA Lieutenant completing numerous
assignments from PLA officers such
as conducting research, assessing U.S.
military websites and sending U.S. doc-
uments and information to China. Ac-
cording to court documents, on April
20, 2019, federal officers interviewed Ye
at Boston’s Logan International Airport.
During the interview, it is alleged that
Ye falsely claimed that she had minimal
contact with two NUDT professors who
were high-ranking PLA officers. How-
ever, a search of Ye’s electronic devices
demonstrated that at the direction of
one NUDT professor, who was a PLA
Colonel, Ye had accessed U.S. military
websites, researched U.S. military proj-
ects, and compiled information for the
PLA on two U.S. scientists with exper-
tise in robotics and computer science
(U.S. Department of Justice).

Cyber Espionage, which has
become a nightmare of companies in
recent years, is now the most preferred
method among espionage activities
against large-scale, innovative, tech-
nology-based public/private enterpris-
es. With almost zero cost, the intranet/
internet infrastructure of the target
company is affected from far away dis-
tances, and furthermore, the damages it
causes can reach incredible dimensions
compared to its cost. Cyber espionage
is defined as the secret seizure of e-mail
traffic, messages or all kinds of electron-
ic communication facilities of competi-
tors in order to collect confidential data
and information.

Computer attacks on Google
that the search giant said originated in
China were part of a concerted political
and corporate espionage effort that ex-
ploited security flaws in e-mail attach-
ments to sneak into the networks of
major financial, defence, and technolo-
gy companies and research institutions
in the United States, security experts
said. At least 34 companies, including
Yahoo, Symantec, Adobe, Northrop
Grumman and Dow Chemical, were at-
tacked, according to congressional and
industry sources (Cha and Nakashima,
2010). Additionally, Google has discov-
ered that the accounts of dozens of U.S.
China and Europe-based Gmail users
who are advocates of human rights in
China appear to have been routinely ac-
cessed by third parties. These accounts
have not been accessed through any se-
curity breach at Google, but most likely
via phishing scams or malware placed
on the users’ computers (Google Ofhi-
cial Blog, 2010). Internet giant Google
has said it may end its operations in
China following a “sophisticated and
targeted” cyber-attack originating from
the country. Although Google did not
accuse Beijing directly, but said it was
no longer willing to censor its Chinese
search engine - google.cn. This could
result in closing the site, and its Chinese
offices, Google said (BBC News, 2010).

Conclusion

n recent years, attacks on compa-
nies’ technological knowledge and
experience, such as trade secrets or
intellectual property, have been increas-
ing. At the same time, these types of at-
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tacks can cause serious damage to the
economies of companies. The effective-
ness of precautions taken in this regard
largely depends on accurate perception
of the content of these attacks and deci-
phering the sources of their motivation.

However, detailed analysis of
structural differences and implemen-
tation methods among these types of
attacks will also increase the awareness
of senior management of corporations
on defending valuable assets. Indus-
trial and corporate espionage attempts
should actually be evaluated from two
perspectives; espionage attacks and
counterintelligence. In other words,
the strategies that companies choose
to capture the desired confidential data
and information will also increase the
effectiveness of precautions that can be
taken against such attacks.

Industrial-Corporate Espionage
Pyramid models alternative implemen-
tation procedures of industrial and cor-
porate espionage attacks as a whole. In
this context, companies should make a
strategic decision whether to stay with-
in the legal limits or not. However, in
all cases, companies must acquire the
basic data and information with open
source intelligence. Collecting phys-
ical wastes of competitors is another
remarkable activity that requires pro-
ficiency. Reverse engineering and/or
competitive intelligence activities are
inter-company solutions for acquiring
targets. Besides, companies that prefer
to step outside of legal boundaries need
expert contribution and sometimes re-
quire governmental assistance. Because
illegal activities must necessitate ade-

quate expertise on espionage, compa-
nies which do not prefer to outsource
may opt for recruiting retired intelli-
gence and/or military persons that have
enough experience on engaging rival
employees by social engineering. More-
over, engaging rival employees for par-
allel employment and infiltrating rival
companies as an agents are extremely
dangerous and illegal activities which
could be accepted as serious crimes
across multiple jurisdictions. Besides,
cyber espionage attacks to rival firms
also require adequate expertise; hence,
they are generally outsourced to free-
lance hacker groups.

Companies can also choose to
achieve their desired goals by outsourc-
ing. This is an optimal decision in terms
of performing a specialized activity for
companies that do not want to be as-
sociated with such activities in front of
public. Outsourcing these types of ac-
tivities to a third party has some advan-
tages together with serious disadvan-
tages. Although inter-company labour
sources are more reliable and manage-
able compared to outsourcing, due to
superior expertise requirements, com-
panies generally hire external actors for
these types of activities.

Finally, the preference that com-
panies initially face with is to carry
out espionage activities within legal
boundaries or not. In addition, compa-
nies have to answer the strategic ques-
tion of whether espionage activities
against competitors will be carried out
by outsourcing or by making use of in-
ter-company labour resources. In other
words, these are the preliminary stages
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that companies should answer in the industrial versus corporate espionage
process of acquiring targeted data and activities.
information within the framework of
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