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ABSTRACT

Cyber conflict has yet to reach the lethality that defines war. As such,
it has become the preferred method of engagement for nation-states.
However, in its current state, there is no ethical framework to
guide the policymaker. This article focuses on the concept of jus ad
vim (just short of war) to inform an ethical framework for cyber
conflict. This proposed framework is founded on five separate con-
cepts pulled from the literature: intentional cyberharm, preventative
force, punctuated deterrence, cyber sovereignty, and international
response. Herein, two pivotal case studies, the Stuxnet worm against
an Iranian nuclear facility and the Israeli Defense Force’s (IDF) use
of a kinetic strike in response to a cyberattack, are explored using a
Grounded Theory approach. This article concludes that these con-
cepts, as demonstrated through the case studies, can form the basis
for ethical decision-making across cyberspace.

Keywords: jus ad vim, cyberwar, cyber sovereignty, political warfare,
Just War Theory (JWT), cyberspace

Poco antes de la guerra cibernética: un enfoque en Jus Ad
Vim para informar un marco ético para el ciberespacio

RESUMEN

El ciberconflicto ain tiene que alcanzar la letalidad que define la
guerra. Como tal, se ha convertido en el método preferido de parti-
cipacién de los estados-nacién. Sin embargo, en su estado actual, no
existe un marco ético para guiar al hacedor de politicas. Este articulo
se centra en el concepto de jus ad vim (justo antes de la guerra) para
informar un marco ético para los conflictos cibernéticos. Este mar-
co propuesto se basa en cinco conceptos separados extraidos de la
literatura; dafo cibernético intencional, fuerza preventiva, disuasién
puntuada, soberania cibernética y respuesta internacional. Aqui, dos
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estudios de caso fundamentales; el gusano Stuxnet contra una insta-
lacion nuclear irani y el uso de la Fuerza de Defensa de Israel (FDI)
de un ataque cinético en respuesta a un ciberataque se exploran uti-
lizando un enfoque de teoria fundamentada. Este articulo concluye
que estos conceptos, como se demuestra a través de los estudios de
caso, pueden formar la base para la toma de decisiones éticas en el

ciberespacio.

Palabras clave: jus ad vim, guerra cibernética, soberania cibernética,
guerra politica, teoria de la guerra justa (JWT), ciberespacio
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Introduction
he ethical considerations for

I both deciding to enter a war (jus
ad bellum) and the conduct once
embattled in war (jus in bello) are well
established. These ethical tenants com-
prise the underpinnings of the Just War
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Theory (JWT). While vital relative to
war, much of today’s conflict, specifical-
ly cyber conflict, falls just short of war
(jus ad vim). The study of jus ad vim is
not well established, nor does an ethi-
cal framework exist to guide actions
before or during these conflicts. This
article focuses on the concept of jus ad
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vim (just short of war) to inform an eth-
ical framework for cyber conflict. This
proposed framework is founded on
five separate concepts pulled from the
literature: intentional cyberharm, pre-
ventative force, punctuated deterrence,
cyber sovereignty, and international re-
sponse. When considered collectively,
these concepts form a framework to aid
in ethical decision-making.

In what follows, the first section
provides a background discussion on
war and the impact technology has had
in its transformation. Specifically, the
transition from conventional war and
JWT to cyberspace and jus ad vim is ad-
dressed. This section is followed by an
analysis of the ethics of war and conflict
where gaps in current literature and
understanding are made apparent. The
third section addresses the application
of Grounded Theory across two pivot-
al case studies: the Stuxnet worm and
the Israeli Defense Force (IDF) kinet-
ic strike in response to a cyberattack.
These two studies serve as forerunners
in the advancement of cyber conflict.
As such, these case studies provide fer-
tile ground to build an ethical frame-
work for the application of jus ad vim in
cyberspace. The article concludes with
an analysis of the state of cyber conflict
and advocates for the establishment of
an ethical framework across the entire
spectrum of jus ad vim within cyber-
space.

Background

he impact of technology on war-
fare is comparable to the evolu-
tion of information collection.
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Hammes (2004) chronicles the genera-
tions of warfare and in doing so lays out
the role of technology in the advancing
of military tactics. For example, ma-
neuverability is the defining character-
istic of the third generation of warfare
(Hammes 2004, 13). The technologi-
cal advances of “reliable tanks, mobile
artillery, motorized infantry, effective
close air support, and radio communi-
cations” surpassed the trench warfare of
World War I, thus creating the condi-
tions for a highly maneuverable fight-
ing force (Hammes 2004, 13). Similarly,
the creation of information technolo-
gies has created the modern ecosystem
referred to as cyberspace. The speed,
ubiquity, and anonymity of these tech-
nologies have fundamentally changed
the tactics of information collection
and the strategies that guide them. As
such, it is essential to examine how war
and cyber conflict intersect.

The last time the United States
declared war was in World War II; not
even the fight against global terrorism,
dubbed the “war on terrorism,” reaches
the high-water mark of an official dec-
laration of war (Bradley and Goldsmith
2005, 2048; Schwartau 1998). Corre-
spondingly, the US has “diplomatically
and politically avoided the term [war]
in the interests of ‘peace” (Schwartau
1998, 55). Notably, no war has result-
ed from cyber actions. Indeed, to date,
“no one has ever been killed by a cyber
capability” (Perkovich and Levite 2017,
4). Perhaps it is the promise of cyber
lethality that has generated the concept
of cyberwar, as lethality is war’s defin-
ing feature (Dipert 2010, 386). Some
researchers see the potential severity of
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cyberattacks as satisfying the casus belli
(just cause) for going to war; this also
aligns with the equivalence principle,
wherein a significant cyberattack could
justify a military response (Dipert 2010,
405; Kello 2017, 196).

In its current state, cyberwar is
more indicative of a politically motivat-
ed cyber struggle, where attribution is
tenuous, and maintaining intellectual
property and state secrets are the mea-
sures of success, not a body count. The
reality of todays cyber engagements
appears to be more aligned to the con-
cept of political warfare through the
cyber domain, than to a cyberwar. “In
the broadest definition, political war-
fare is the employment of all the means
at a nation's command, short of war, to
achieve its national objectives” (Blank
2017, 82). There is no doubt that the
United States is engaged in “intense cy-
berconflict” with other nation-states;
however, none of these conflicts has
risen to the level of war (Singer and
Friedman 2014, 121). That means that
all actions in cyberspace, up until now,
have been short of war. The ability for
one nation to impose its will on anoth-
er, absent a war, is political nirvana.

There is no expectation that
technology will plateau, and states will
enter a form of cyber-stasis. As stated
in the National Cyber Strategy: “Amer-
ica’s prosperity and security depend on
how we respond to the opportunities
and challenges in cyberspace. Critical
infrastructure, national defense, and
the daily lives of Americans rely on
computer-driven and interconnected
information technologies. As all facets
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of American life have become more de-
pendent on a secure cyberspace, new
vulnerabilities have been revealed, and
new threats continue to emerge” (Na-
tional Cyber Strategy 2018, 1).

Similarly, the US military recog-
nizes five military battlespaces - land,
sea, air, space, and cyberspace. As the
world has grown in complexity and
connectivity, traditional concepts that
have defined military objectives, such
as terrain and borders, have become
increasingly blurred and ambiguous.
“There are no longer battlespaces that
operate independently, or more to the
point, independent of cyberspace; as
cyberspace is the battlefield from which
all battlefields are amplified” (Lew-
is 2019). The Department of Defense
(DoD) considers cyberspace to be “a
part of the so-called information envi-
ronment, defined as the ‘aggregate of
individuals, organizations, and systems
that collect, process, disseminate, or act
on information” (Porche, Sollinger, and
McKay 2011, 19). To this end, the in-
formation environment includes both
government and commercial entities,
bringing to bear vast capabilities across
the entire spectrum of information op-
erations (I0) (Armistead 2004; DoD
2018).

Significantly, cyberspace func-
tions as operational continuum, where
cyber conflict is a constant. War, on
the other hand, is distinctly defined
through time. This dichotomy gives
rise to the urgency in need for ethical
guidelines within cyberspace. It is in
this context that the application of jus
ad vim (just short of war) can aid in un-
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derstanding how current ethical frame-
works focused on JWT are inadequate
for the weaponization of cyberspace. As
Michael Walzer (2015, 85) argues, “it
is obvious, for example, that measures
short of war are preferable to war itself
whenever they hold out hope of simi-
lar or nearly similar effectiveness.” Jus
ad vim has found advocacy in policing
actions and military measures short
of war (MMSoW), with emphasis on
use-of-force and less-than-lethal meth-
ods (Brunstetter and Braun 2013; Ford
2013; Kaplan 2019). In its current state,
cyberwar does not exist in the context
of JWT.

The extent of the relationship
between cyberspace and war is unclear.
On the one hand, cyberspace provides
a conduit for war. On the other hand,
it may become the manifestation of
war itself. What is clear, however, is
that cyberspace will play a pivotal role
in all future actions in furtherance and
defense of national objectives. Corre-
spondingly, there is a need for moral
clarity in cyberspace; by applying jus ad
vim (just short of war) to cyberspace,
this research aims to take a step forward
in providing such clarity.

Review of the Literature
literature review was conduct-
ed to determine the current

Astate of jus ad vim. There is a

scarcity of academic writing on jus ad
vim and specifically its application to
cyberspace. As such, every attempt was
made to utilize primary sources from
peer-reviewed academic journals, con-
ference proceedings, and technical re-
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ports from cybersecurity researchers.
However, secondary sources were in-
cluded when no primary sources were
available. Secondary sources included
news articles, security blogs, and books
in determining the current state ethics
as they pertain to jus ad vim in cyber-
space.

Two themes dominated the re-
view. The first reveals that the princi-
ples that comprise JWT are the de facto
standard by which the ethical nature of
conflict is measured. Second, the idea
of jus ad vim and its applicability out-
side the framework of JWT is under
contention. As such, the argument for
an ethical framework operating outside
of war, hence outside the principles of
JWT, is not unanimous. To date, the ap-
plication of jus ad vim can be observed
primarily in use of force models within
law enforcement and MMSoW, neither
of which address cyberspace, nor put
forth an ethical framework.

It is nearly impossible to analyze
the ethics of war, or actions just short of
war, outside of the framework of JWT.
JWT reflects the works of the great phi-
losophers Augustine (345-430) and
Thomas Aquinas (1225-1274) (Dor-
bolo 2001; Orend 1999, 324). The two
major sections of JWT are jus ad bel-
lum and jus in bello (Brunstetter 2016:
Dorbolo 2001; Frowe 2016; Macnish
2016, 96; Orend 1999, 344-45; Walzer
2015). Jus ad belllum is concerned with
the justness of fighting a war, where-
as jus in bello is concerned with the ac-
tions once the war commences (Orend
1999, 344-45). Walzer’s (2015) seminal
work frames the importance of mor-
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al clarity in war. He asserts that JWT
is about war and “moral philosophy”
(2015, 335). As such, Walzer is a strong
advocate for JWT.

That said, Walzer acknowledges
that a space just short of war must exist;
he refers to this as jus ad vim. He uses
this concept to explain a state’s assertion
of power that does not meet the criteria
of war (Ford 2013, 64). “The analytical
starting point of jus ad vim is identify-
ing certain categories of violence as fall-
ing short of war, and thus not governed
by these special privileges” (Brunstet-
ter 2016, 133). The concept of jus ad
vim is appealing, as the manner, if not
nature, of war, has evolved. Several the-
orists, Walzer among them, attempt to
apply jus ad vim to new technologies
and methods of employment to high-
light its usefulness: specifically, the use
of drones (Brunstetter 2016, 132; Ford
2013, 68; Frowe 2016, 119; Galliott
2016, 174; Kaplan 2019).

Some scholars debate the need
forjus ad vim (Brunstetter 2016; Ford
2013; Frowe 2016). Helen Frowe and
C.A.J. Coady contend that jus ad vim is
not a panacea, nor is it entirely well es-
tablished (Ford 2013; Frowe 2016). The
limited implementation of jus ad vim is
not surprising, as the nature of conflict,
its conduct, by whom, and from where
have become fluid. Walzer’s initial ex-
amination of jus ad vim was itself limit-
ing, as his vision for application applied
strictly to “collective security” (Ford
2013, 65).

Frowe contends that those advo-
cating for jus ad vim lack the requisite
depth of understanding of JWT. Where-
as others, such as Brunstetter (2016)
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and Ford (2013), contend that JWT is
inadequate for areas outside conven-
tional warfare. Conversely, Frowe be-
lieves advocates of jus ad vim place
“unwarranted weight on whether
something counts as war” (Frowe 2016,
122). Arguably, the literature is unsure
if actions in cyberspace constitute an
act of war or whether JWT is the cor-
rect ethical framework (Barrett 2017;
Beard 2016; Dipert 2010; Kuru 2017).
The majority of the literature agrees
that operations in cyberspace can con-
stitute a use of force (Barrett, 2017;
Dipert 2013; Foltz 2012, 40; Kuru 2017;
Schmitt 2013; Stockburger 2016), with
Wortham being a rare exception only
in that she differentiates cyberattacks
from cyber exploitation (2012, 645).

Lastly, the Tallinn Manual on the
International Law Applicable to Cyber
Warfare represents the acknowledg-
ment that international laws are notice-
ably absent within the realm of cyber-
space and that clarity surrounding the
definitions, laws, and ethical frame-
works needed to advance modern soci-
ety is needed (Barrett, 2017; Foltz 2012;
Rota 2018; Schmitt 2013). The strength
of cyberspace lies within its resilien-
cy. Conversely, the resilience obtained
through a fault-tolerant persistence
also makes attribution and signal de-
tection questionable, meaning that the
cyberspace milieu casts doubt on the
degree of guilt and culpability of action.
As such, the lack of international law
is problematic, as the tactic of mirror-
ing traditional policy, such as the all or
nothing policy of deterrence, is not a
realistic solution for cyberspace (Kello
2017, 197).
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Despite the contretemps among
scholars seeking to understand and de-
fine the ethical boundaries for modern
conflict, jus ad vim holds the promise
of adding clarity to the debate (Kaplan
2019). In doing so, it may well provide
policymakers with an iterative frame-
work from which to base their ethical
decisions as they grapple with the nu-
ance of cyber conflict.

Methods

his research explores the utility

of jus ad vim as it applies to cy-

ber conflict, by examining two
cyber firsts: the Stuxnet cyberattack
against Iranian nuclear centrifuges and
the IDF’s kinetic airstrike in response
to a Hamas cyberattack. These attacks
serve as milestones in cyber conflict
and highlight the inevitable conflation
of the physical and virtual realities of
modern society. Further, the rapidity of
technological and political change de-
mands urgency in defining the ethical
and legal issues facing policymakers. As
such, each case study is examined via
five principles: intentional cyberharm,
preventative force, punctuated deter-
rence, cyber sovereignty, and interna-
tional response.

Intentional cyberharm provides
for the expansion of cyber acts and
actors to include both cybercrime and
civilians. The idea of intentional cy-
berharm is not constrained by physi-
cal damage, although Stuxnet certain-
ly achieved that; instead, it is broad
enough to cover the majority of harm
conducted by cyber means, such as
state-sponsored cybercrime and IO.
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Intentional cyberharm is significant in
cyberspace, as cyberspace encompasses
entire populations, not just state actors.
As such, intentional cyberharm can ac-
commodate the individual actor and
nation-state actions. The intentionality
of harm can be problematic in cyber-
space. For example, many standard
network tools can serve a dual purpose
from which nefarious acts can be com-
mitted intentionally or not. That said,
malicious software contains the intent
of its author in its code and subsequent
execution.

Preventative force provides for
a moral obligation to act in preventing
escalation. Preventative force, as Ar-
quilla writes, “is a strategic construct
designed for using a modicum of vio-
lence to thwart the rise of a fresh danger,
to keep an ongoing conflict from wid-
ening, or perhaps most important, to
avoid the outbreak of a large-scale con-
flict” (2017, 99-100). In the case of cy-
berspace, a preventative force need not
necessarily rise to the level of violence,
but may reside in assertive action. “The
Tallinn Manual group of experts agree
the 2009 Stuxnet cyberattack against
Iran's nuclear facilities constituted "use
of force, but they are divided on wheth-
er it constituted an ‘armed attack™ (Ox-
ford Analytica 2019).

Punctuated deterrence is “an ap-
proach that accepts the possibly insur-
mountable limitations of denial while
rejecting the policymakers’ pervasive
obsession with absolute prevention. In-
stead, it calls for more flexible logic of
punishment that addresses not single
actions and particular effects, but series
of actions and cumulative effects” (Kello
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217, 197). No defense is impenetrable.
In cyberspace, the advantage favors of-
fensive operations. By accepting a level
of adversarial success, the defense be-
comes free to allocate limited resources
to the most critical areas, rather than
the strategy of attempting to protect
everything, all the time, from every-
one. Punctuated deterrence changes
the economics for the attacker. As such,
punctuated deterrence enables the pol-
icymaker to prioritize resources for
self-defense.

Cyber  sovereignty  defines
boundaries, providing clarity on
spheres of influence and defense. The
preservation of sovereignty is inextri-
cably linked to war. Michael Walzer
(2015, 51-52) mentions both territo-
rial integrity and political sovereignty
as the borders by which states define
themselves and, consequently, actions
against them. Historically, sovereignty
is about control. Specifically, “supreme
authority within a territory” (Phil-
pott 2016). Although “as the world has
grown increasingly entangled, tradi-
tional concepts that have defined mili-
tary objectives, such as terrain and bor-
ders, have become increasingly blurred
and ambiguous” (Lewis 2019). It comes
as no surprise then that states are seek-
ing to expand their influence and the
idea of sovereignty across cyberspace.

As physical resources aid in es-
tablishing the power of the state, so too
in cyberspace. Advanced states, given
their resources, have more influence;
this extends to cyberspace, wherein
states are increasingly becoming cy-
ber-centric, thus transforming into
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cyber-states. A cyber-state is defined
herein as a nation-state, dependent on
cyberspace, wherein the entirety of the
state, including its government, citizen-
ry, and infrastructure, seamlessly inte-
grates technology across its society for
the advancement of its national defense
and political goals.

Authoritarian regimes such as
China and Russia have made significant
moves toward controlling the content
of internet traffic into and out of their
respective countries. Also, by leverag-
ing a series of legal and technical mea-
sures to ensure that their versions of cy-
ber sovereignty reflect “the stance that
cyberspace should be defined and ruled
by state boundaries” (Iasiello 2017, 1).
In this vein, China and Russia could
be viewed as early adopters of the no-
tion of “Cyber Westphalia,” wherein it
is predicted that “most states will de-
lineate borders in some measure across
the formerly ungoverned, even chaotic
cyberspace substrate” (Demchak and
Dombrowski 2013, 36).

As states attempt to solidify what
cyber sovereignty could mean to them,
a part of that equation will likely include
the legality and morality of actions in
the event of a cyberattack. For instance,
can a cyberattack constitute a breach of
sovereignty? In its current state, cyber-
attacks have not reached the level of cy-
berwar, meaning that states do not see
them as a threat to their sovereignty.
The lack of concern is likely to change
if cyber sovereignty is established and
internationally accepted.

The international response
serves as a “pseudo court” for accept-
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ability of action. Correspondingly, law-
yers are trained in analogical reasoning.
Meaning, as new events occur, lawyers
look to the past to identify precedent
to apply to the new situation (Tex-
as A&M School of Law Media 2015,
01:43). Additionally, international law-
yers observe state responses to acts of
aggression as a barometer for the legal
and political threshold (Fidler 2011).
In other words, how states respond sets
the tone for international norms. States
may demonstrate a controlled response
if they calculate the cost of an attack
too high. This is “what some thinkers
call ‘self-deterrence, whereby the at-
tacker decides not to attack because he
believes that the negative consequenc-
es will affect him as well” (Kello 2017,
201). In the end, international response
to conflict serves as a basis for judging
the morality of action.

The research contained herein is
confined to the moral guidance offered
by jus ad vim to “uses of state power
short-of-war” (Ford 2013, 65). How-
ever, cyberspace consists of far more
participants than those responsible for
state actions; therefore, the principles of
jus ad vim should not be restricted to
state actors.

Grounded Theory enables the
development of a theory by discover-
ing patterns in data (Scott 2009). The
method contained herein leverages the
Paradigm Model of Grounded Theory,
where causal conditions of a phenom-
enon are represented by technological
change and the avoidance of war dec-
larations (Miller and Fredericks 1999,
538). The phenomenon examined are
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two case studies representing signifi-
cant shifts both in context and the in-
tervening conditions, wherein one rep-
resents a clandestine operation and the
other an implementation of overt force.

Moreover, the strategies and ac-
tions that result have demonstrated
the consequences of cyber conflict as
a means in furtherance of state goals
without an ethical framework. As the
variables of an ethical framework for
actions just short of war are yet unde-
fined; the commonalities and differ-
ences between conventional war, as de-
picted in JWT and the dynamic nature
of cyberspace viewed through jus ad
vim, will aid in developing variables for
future research.

Case Study: Stuxnet

ran’s 2006 response to unsuccessful
Inegotiations with the United States

and European leaders was to resume
its uranium enrichment program at the
Natanz facility (Delviscio et al. 2017;
Langer 2013, 7-8). By 2008, engineers
at the Natanz facility were experiencing
a variety of malfunctions and breakag-
es in their centrifuges (Delviscio et al.
2017; Gates 2012). The engineers expe-
rienced “low morale,” as the seemingly
inexplicable malfunctions appeared be-
yond their reasoning (Singer and Fried-
man 2014, 117). The possibility of being
the victim of a cyberattack was never
considered, for two excellent reasons.
First, the systems in the Natanz facility
were air-gapped and, therefore thought
to be impenetrable to cyberattack.
Second, no cyberattack had ever been
capable of physical damage, and the
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centrifuges were experiencing physical
damage (Singer and Friedman 2014,
117).

Discovered in 2010, Stuxnet is
the name given to the most advanced
computer worm ever created. A com-
puter worm is a self-replicating soft-
ware program designed to traverse
from computer to computer across a
network. In the case of Stuxnet, the
worm contained four zero-day exploits.
A zero-day is an unknown software vul-
nerability, making them both rare and
valuable. Furthermore, the worm was
highly specific in its targeting, targeting
only “a specific type of program used in
Siemens WinCC/PCS 7 SCADA control
software” (Singer and Friedman 2014,
116). The control systems referred to as
SCADA are defined as “an acronym for
Supervisory Control And Data Acquisi-
tion, a category of computer programs
used to display and analyze process
conditions” (Langer 2013, 9). Addition-
ally, the industrial controllers targeted
were only those that were configured
as a “cascade of centrifuges of a certain
size and number (984) linked together
... the exact setup at the Natanz nuclear
facility” (2014, 116).

In the absence of official ac-
knowledgment, Stuxnet remains an
enigma. “To date, no country or group
has claimed responsibility for develop-
ing what has been termed by some as
‘the world’s first precision guided cyber-
munition™ (Kerr, Rollins, and Theohary
2010, 2). However, the resources and
skills required to create and successfully
infiltrate Stuxnet into its intended tar-
get indicate nation-state sponsorship.
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Initial analysis indicated that “countries
thought to have the expertise and moti-
vation of developing the Stuxnet worm
include the United States, Israel, United
Kingdom, Russia, China, and France”
(2010, 2). Later, it was leaked to “have
been a collaborative effort between US
and Israeli intelligence agencies, known
as ‘Olympic Games™ (Singer and Fried-
man 2014, 117-18).

The mission of Stuxnet is be-
lieved to be to penetrate the Natanz
uranium enrichment facility in Iran
and create the conditions to cause the
centrifuges to fail (Gates 2012; Kerr,
Rollins, and Theohary 2010; Langer
2013, 11; Singer and Friedman 2014,
116; Zetter 2014). The ability to infect
air-gapped systems is so difficult that
designing air-gapped systems remains
a cybersecurity best practice. Neverthe-
less, the creators of Stuxnet were able to
penetrate the air-gapped systems with-
in the Natanz facility, thus introducing
the worm into a controller computer
(Delviscio et al. 2017; Fidler 2011, 57;
Foltz 2012, 44; Gates 2012; Kerr, Rol-
lins, and Theohary 2010, 4; Kushner
2013, 50; Zetter 2014).

Purportedly, the  Olympic
Games operation set the Iranian nu-
clear capabilities back by “a year and
a half or two years” (Delvscio et al.,
2017, n.p.). The first known instance of
a cyberattack to cause physical damage
in the real world, Stuxnet has been re-
ferred to as “history’s first field exper-
iment in cyber-physical weapon tech-
nology” (Langer 2013, 3). Nevertheless,
there was no cry of war, no suitable
counterstrike, only a feeble attempt to
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downplay its effectiveness by the Irani-
an regime (Fidler 2011, n.p.). Stuxnet
remains an enigma as it broke all con-
vention crossing the cyber and physi-
cal barrier while seeming warlike and
peacekeeping at the same time.

Analysis

Cyberspace (Porche, Sollinger, and
McKay 2011, 19) and cyberwar are
portmanteaux, blending the words
cyber and space/war. That said, how-
ever eloquently the terms blend, the
concepts remain apart. Cyberwar, as
defined herein, does not exist. A great
failing of the Tallinn Manual on the
International Law to Cyber Warfare is
that the group of experts reinforces
the notion that JWT applies to cyber
operations (Schmitt 2015, v). Strictly
speaking, current cyber operations are
a step removed from the lethality that
defines war (Dipert 2010, 398). The
current operating environment, from a
nation-state perspective, is that of a po-
litical war. As others have noted, “Polit-
ical warfare is the logical application of
Clausewitz’s doctrine in time of peace.
In broadest definition, political warfare
is the employment of all the means at
a nations command, short of war, to
achieve its national objectives” (Blank
2017, 82). That is not to say that cy-
berwar cannot exist, as the confluence
of technology and war will continue to
mature to the point where a war with-
out cyberwar will become unthinkable.
It appears inevitable that the ultimate
maturation of any technology for the
masses is its application within war.
These dual-use technologies are the

29

bedrock of modern warfare, with nu-
clear technology as its shining example.

An attack on a sovereign state’s
nuclear facilities is undoubtedly an act
of war; however, a cyberattack is a dif-
ferent matter. Stuxnet was a cyberattack
aimed at the heart of the Iranian nu-
clear program. The cyberattack caused
physical damage to the centrifuges and
unequivocally hampered Iranian state
ambitions. Remarkably, Stuxnet did
not cause a cyberwar, nor did it cause
a conventional one. As such, the ethical
considerations and subsequent moral
framework fall outside JW'T. It is imper-
ative to examine Stuxnet through the
prism of jus ad vim rather than of JWT,
since cyberwar is noticeably absent.

Intentional Cyberharm

The duality of cyber-based technol-
ogies reflects the need for additional
considerations outside the JWT. Ran-
dall Dipert (2010, 397) introduces
the concept of intentional cyberharm
(intentional cyberattacks) as a term
sufficiently broad for cyber-ethics. A
cyberattack can have sweeping impli-
cations. For example, “The emergence
of the Stuxnet worm is the type of risk
that threatens to cause harm to many
activities deemed critical to the basic
functioning of modern society” (Kerr,
Rollins, and Theohary 2010). As such,
Stuxnet appears to be a textbook exam-
ple of Dipert’s concept of intentional
cyberharm. That is to say, one or more
“political organizations or their military
services” intentionally caused harm, via
the cyber domain, to another “political
organization or their military services”
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(Dipert 201, 398). The Stuxnet code was
crafted in a manner that was highly spe-
cific in identifying and harming target-
ed infrastructure.

Preventative Force

Significantly, Stuxnet was crafted in
such a way that it only harmed its in-
tended target, had built-in controls to
become inert, and contained a self-de-
struct mechanism with an expiration
date (Singer and Friedman 2014, 116,
119). Stuxnet embodies the concept of
preventative force, as made apparent in
delaying the Iranian nuclear program.
Whether or not this was the intention
can be debated; however, by using an ef-
fects-based approach, as favored in the
Tallinn Manual, Stuxnet was remark-
ably successful in the application of a
preventative force (Kuru 2017, 52).

As Ford asserts, “Walzer argues
that while preventative war is normal-
ly not justifiable, under certain specific
conditions, we might be able to justify
preventative force” (2013, 66). Walzer
underestimates the application of pre-
ventative force in cyberspace, as it is
arguably a current best practice from
a nation-state perspective. Put anoth-
er way, nation-states not engaging in
preventative force are substantially di-
minishing their ability to impose their
will within cyberspace. In this context,
Stuxnet was designed to fulfill a preven-
tative in stalling nuclear escalation.

Punctuated Deterrence

Stuxnet serves as a modern example of
cyber diplomacy. As negotiations sur-
rounding Iran’s nuclear program fal-
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tered, Iran countered with a renewed
emphasis on its uranium enrichment
program. In the context of punctuated
deterrence, the creators of Stuxnet rec-
ognized the inevitability of Iran con-
tinuing its nuclear program; therefore,
they sought to change the economics by
not only inhibiting its acceleration but
through the demonstration of a capa-
bility far beyond that of the rest of the
world’s cyber-powers, let alone Irans.
The message was clear, the continuation
of the program, without negotiations,
will be countered, possibly with previ-
ously unknown capabilities.

Cyber Sovereignty

Did Stuxnet infringe on the cyber sov-
ereignty of Iran? In its current state, cy-
ber sovereignty is more of an idea than a
reality. Furthermore, Iran arguably lays
no claim to cyber sovereignty as they
lack the maturation of cyber defense.
In this vein, Iran was not capable of
launching any counterattack, cyber or
kinetic, as no attribution was evident,
and war remains a disfavored option.
Sovereignty, cyber or otherwise, cannot
be asserted if it cannot be defined and
protected.

International Response

Self-deterrence was a significant factor
in the international reaction to Stux-
net. Stuxnet was the shot heard around
cyberspace. It broke from theory and
demonstrated something the world had
never seen. Only an unwise adversary
would not question what more the cre-
ators could be capable of in light of this
demonstration. The natural paucity of
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action stemming from the awe-inspir-
ing technological leap may explain the
deafening silence from international
lawyers and policymakers. This is likely
one of the reasons that it did not esca-
late to a war—that and the fact that Iran
could not engage in a cyberwar, and
conventional war was also unlikely with
the creators of Stuxnet, as they did not
appear to have any intention of going to
war, only preventing one, a nuclear one
at that.

Comparatively, as  Arqullia
(2017) points out, “Iranian and inter-
national reactions were likely far more
muted than would have been the case
in the wake of an air raid, a missile
strike, or a commando attack” (108).
Significantly, according to NATO, cy-
ber operations fail to achieve a level of
violence that equates them to military
operations; as such, NATO is reluctant
to respond (Blank 2017, 83). For Stux-
net, this rings especially true, as no lives
were lost, and only the intended targets
were impacted, leaving no collateral
damage. It would be difficult for any
state to obtain international support for
an escalation to war for what amounted
to some broken parts.

Case Study: Israeli Defense
Force’s (IDF) Kinetic Response
to Cyber Operations
I seized control of the Gaza Strip
in 2007. Since that time, there

have been a series of conflicts with Is-
rael (Central Intelligence Agency 2019).
Beginning in 2012, Hamas has con-
ducted a series of increasingly sophisti-

he Islamic Resistance (Hamas)

31

cated cyberattacks against Israel (Dostri
2018). The attacks progressed from at-
tacks on websites to Distributed Denial
of Service attacks to social engineer-
ing to implanting spyware on mobile
phones (Dostri 2018). Starting in May
2018, the Palestinians “have stepped
up protests that sometimes featured in-
cendiary balloons sent into Israel and
improvised explosive devices and gre-
nades. Israel has responded with dead-
ly fire it said was necessary to protect
its border. The two sides have inched
closer to their fourth war in the past
decade, with every truce interrupted by
new spasms of violence” (Schwartz and
Lieber 2019, n.p.).

Consistent with its tragic history,
fighting broke out during the first week-
end of May 2019 between Hamas and
the IDFE. The fighting was the typical
exchange of Hamas rockets and mortar
shells with Israeli airstrikes in response
(Cropsey 2019; Gross 2019; O’Flaherty
2019). However, the intensity of the
exchange was atypical. As reported,
“The fighting raged all weekend. Over
600 rockets were fired toward Israel
from the Gaza Strip, while Israeli forces
conducted strikes on what it said were
more than 250 military targets in the
Palestinian enclave” (Schwartz and Li-
eber 2019, n.p.). Nevertheless, the vol-
ume and intensity of the munitions ex-
change were not the defining moment
of the conflict. That distinction came
in the form of an Israeli response to a
Hamas-launched cyberattack during
the kinetic engagement.

The cyberattack launched on
May 4, 2019 by Hamas was claimed to
be aimed at “harming the quality of
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life of Israeli citizens” (Cropsey 2019,
n.p.). In response to the cyberattack,
which IDF claims to have thwarted,
was to counter with an immediate air-
strike, destroying the building contain-
ing Hamas’s cyber operations (Gross
2019). “Israel’s response marks the first
time that a country has used immediate
military force to destroy a foe’s cyber
capability in an active conflict” (Cropey
2019; Liptak 2019).

The cyberattack by Hamas high-
lights their evolution. Israel had been
carefully monitoring Hamas’s foray into
cyberspace and witnessed their slow
increase of capabilities (Shahaf 2018).
Slow in cyberspace is a relative concept,
as technology growth and exchanges
can quickly fill a capability void. To this
end, Israel had been a victim of previ-
ous Hamas cyberattacks, illustrating
that they have grown “bolder in the tac-
tics” (Dostri 2018, n.p.). It is likely that
Hamas’s increasing cyber capabilities
were aided by its supporters. “Hamas,
probably with Iranian assistance, estab-
lished a headquarters to conduct cyber
operations. This is probably why Israel
responded decisively in both the cy-
ber domain and in the physical world”
(Cropey 2019, n.p.). That said, the in-
tensification of cyber-based capabilities
within a terrorist organization presents
another level of malevolence, thus ex-
hibiting a clear and present danger.

Analysis

The inclusion of the kinetic strike in re-
sponse to a cyberattack appears outside
of jus ad vim; however, it is not. In this
case, Israel and Hamas are not at war,
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and the effects of the counterstrike did
not cause war. This cyber-first is includ-
ed to highlight the increasing perva-
siveness of cyberspace, as terrorist or-
ganizations such as Hamas have moved
beyond online recruitment into cyber
operations. The entrance of terrorist
organizations, such as Hamas, into cy-
ber-based operations, signifies an inevi-
table increase in intentional cyberharm.

Intentional Cyberharm

Hamas intended to increase the level
of harm on the streets of Israel when it
conducted a cyberattack against Israel
during a conventional kinetic engage-
ment (Cropsey 2019; Gross 2019; O’Fla-
herty 2019). Israel's immediate kinetic
response to the cyberattack indicates
that this scenario was considered and
decided in their military planning pri-
or to the engagement (Cropsey 2019).
What is unknown is the Israeli require-
ments for such a forceful response.
Presumably, as depicted in the Tallinn
Manual, “its scale and effects are com-
parable to non-cyber operations rising
to the level of a use of force” (Schmitt
2013, 22). What is clear is that the Israe-
li leadership felt its populace sufficient-
ly threatened and thereby it felt justified
in its response.

Preventative Force

Not all cyberattacks are created equal,
nor do they all elicit the same response.
It may be, as Finley (2016) suggests,
“only some types of cyber-attack are
equivalent to armed, kinetic attack, and
give prima facie warrant for armed,
kinetic defence” (358). In the case of
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the Israeli response, since the cyberat-
tack was not successful, it is unclear if
the attempt and the intent are ethically
equal to the effects in deciding to con-
duct a kinetic counterattack. It may
well be that the position was that of de-
terrence through a preventative force
model, wherein Hamas had achieved
a level of cyber capability that was no
longer deemed an acceptable risk to the
State of Israel. In this light, destroying
Hamas’s cyber capability presumably
saved Israeli lives in the long run.

Punctuated Deterrence

The Israeli stance toward Hamas’s of-
fensive cyber capability can be consid-
ered through the concept of punctuated
deterrence. The series of concerted ef-
forts on the part of Hamas to penetrate
the IDF and Israeli leadership are prime
conditions for punctuated deterrence,
as the series of actions on the part of
Hamas warrant an appropriate reaction
from Israel. In the case of the kinetic
response, it is evident that Hamas had
crossed the Israeli threshold for imple-
mentation of a deterrent.

The choice of a kinetic response
sends a strong message, as Israel is an
elite cyber-state, or as Prime Minister
Benjamin Netanyahu contends, Israel is
“a global cyber security power” (Globes
2016, n.p.). As such, a cyber response
is always an option for any form of ag-
gression. The decision to destroy a ca-
pability rather than thwart its effect is
significant and cannot be taken out of
the context of the prolonged engage-
ment history of the parties involved.
The decision to destroy Hamas's cyber
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operations could be as simple as Isra-
el not wanting to engage the terrorist
organization on two fronts simultane-
ously (cyber and physical). The exact
reasons for the employment of a kinetic
response are not known; however, the
cost for a cyberattack aimed at harm-
ing Israeli citizens has significantly in-
creased.

Cyber Sovereignty

By comparison, Israel is in a far better
position to assert the concept of cy-
ber sovereignty as they are one of the
most capable cyber-states in the world
(Globes 2016). As such, Israel possess-
es the ability to defend and extend its
cyber reach. Effectively, from a cyber
perspective, it is the supreme authori-
ty within the territory. Hamas, on the
other hand, can make no such claim
(Shahaf 2018). Despite their increasing
cyber capabilities, they lack the defen-
sive capability and offensive skill and
capacity to rule over a cyber dominion.
Further, Hamas was the aggressor in cy-
berspace, as such, they would have had
to breach Israeli networks. A breach of
Israeli networks could be viewed as a
breach of its cyber sovereignty.

International Response

The first real-time kinetic counterstrike
to a cyberattack received a response
similar to that of Stuxnet: hardly a rip-
ple. In international terms, no response
is interpreted as a form of acquiescence.
The implications are far-reaching in that
the stakes for engaging in cyberspace,
which can hardly be avoided, have in-
creased significantly. The argument can
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be made that the international commu-
nity is against a nuclearized Iran and
the increasing capabilities of the terror-
ist organization Hamas (Department
of State 2017). From this perspective,
both the cyberattack that unleashed a
new cyber weapon in Stuxnet and the
immediate kinetic strike in response to
a terrorist-based cyberattack have given
pause to the international community
as it struggles to determine the ethical
boundaries in cyberspace.

Conclusion and Discussion

he nature of conflict has changed.

Cyberspace provides greater

reach, anonymity, and influence
whereby states can assert their agen-
das. “While states have always used
sublethal harms to weaken adversaries
economically, militarily, ideologically,
culturally, and politically, technological
developments have magnified the reg-
ularity and effectiveness of these prac-
tices, particularly against free societies”
(Barrett 2017, 467). These two cyber
firsts, Stuxnet and the IDF’s kinetic re-
sponse to a cyberattack, are pivotal mo-
ments that changed the nature of cyber
conflict and set the precedent for future
conflict. The lack of international re-
sponse has permitted its increased use
as a method of political warfare.

For example, Reuters recently
reported that the US carried out a “se-
cret cyber strike on Iran” in response
to the Iranian attack on Saudi Arabia’s
oil facilities on September 14, 2019 (Ali
and Stewart 2019, n.p.). Ali and Stew-
art (2019) claim that it is a way for the
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US to counter Iranian aggression with-
out escalating into a war: jus ad vim par
excellence. As in the case studies dis-
cussed herein, the effectiveness is made
apparent in the absence of war.

There is no expectation that tech-
nology will plateau or that states will
enter a form of cyber-stasis. Policymak-
ers acknowledge as much; therefore, it
is necessary to look for signs of the type
of change that will shift from the cur-
rent state of jus ad vim into a cyberwar.
As former President Obama is credited
with stating: “The USA, for instance,
has adopted the principle that retalia-
tion against cyber-attacks may take the
form not only of cyber-counter-attack
but also attack by conventional military
means’ (Finley 2016, 358). Indeed, a ki-
netic response to a cyberattack may be
the best indication of increasing depen-
dence on cyberspace; thus, its debilita-
tion may elicit such a response, rapidly
creating the conditions for cyberwar.

The ethical framework defined in
this article provides the phronesis for the
application of jus ad vim in cyberspace.
How states continue to pursue their in-
terests in and through cyberspace has
global ramifications for security and
privacy. Furthermore, actions in cyber-
space will remain under the watchful
eye of the international community, as it
continues to struggle with determining
normal within the inchoate framework
of international cyber law.

This article leverages the con-
cepts of intentional cyberharm, pre-
ventative force, punctuated deterrence,
cyber sovereignty, and international
response as they apply to jus ad vim
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in cyberspace. These concepts, viewed
through the Stuxnet worm and the Is-
raeli airstrike in response to a cyberat-
tack, set the stage for the development
of an ethical framework for cyberspace.
The importance of this research lies in

aiding the development of ethical con-
siderations for cyberspace and provid-
ing moral clarity for the policymaker.
Additional future research opportuni-
ties abound surrounding the triumvi-
rate of cyberspace, ethics, and the law.
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