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The intelligence community in the 
United States is widely regard-
ed as one of the most advanced 

in the world. The Central Intelligence 
Agency (CIA), the National Security 
Agency (NSA), and others have long 
played a vital role in protecting the 
nation’s national security interests, es-
pecially amid growing totalitarianism 
and extremist worldwide. Unfortunate-
ly, several countries wish harm upon 
the United States and its allies, which 
means that their respective intelligence 
communities tend to be fixated upon 
objectives detrimental to American 
national security interests. In light of 
the current war in Ukraine, alongside 
longstanding tension from the Cold 
War, the Komitet Gosudarstvennoy 
Bezopasnosti (KGB), otherwise known 
as the principal intelligence agency of 
Russia, has understandably garnered 
substantive interest from scholars and 
analysts alike. However, the Ministry of 
State Security (MSS) in China should 
be of significant concern to the United 
States, especially when accounting for 
the insidious ways in which the MSS 
can harm vital national security inter-
ests. Dorfman (2020) notes that the 
ongoing battle regarding data, namely 
“who controls it, who secures it, who 
can steal it, and how it can be used for 

economic and security objectives,” has 
gradually come to define the growing 
conflict between Washington and Bei-
jing, which in turn underscores the 
growing threat MSS poses to the United 
States. As detailed in the following anal-
ysis, China’s MSS poses a significant 
threat to United States national security 
in the short-term and long-term due to 
its exploitation of American universi-
ties, corporations, and overseas intelli-
gence operations.

The American university system 
constitutes an increasingly weak link in 
national security, especially consider-
ing how deeply integrated many of its 
services and programs are with Chinese 
interests. In general, universities across 
the United States “have long played a 
leading role in relations between the 
United States and China” (Diamond & 
Schell, 2019), especially in terms of the 
numerous students and professors of 
Chinese origin present across universi-
ties today. In light of several highly pub-
licized incidents regarding the theft of 
technology or other serious issues, fears 
have risen regarding MSS’s propensity 
for “using American universities as ve-
hicles through which to advance Chi-
nese Community Party propaganda” 
(Diamond & Schell, 2019). It is import-
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ant to note that Chinese law is remark-
ably strict in terms of the information 
that it is allowed to collect from its cit-
izens, which means that it has access 
to virtually all student data and infor-
mation while they study in the United 
States. In several cases, students may 
willingly provide data to MSS, especial-
ly if they enrolled in American univer-
sities for espionage purposes in the first 
place.

For this reason, American uni-
versity system has become an optimal 
“soft target” in terms of the “the global 
espionage war with China” (Dilinian, 
2020). As observed by Bill Evanina, 
who serves as one of the top counterin-
telligence officials in the United States: 
“A lot of our ideas, technology, research, 
innovation is incubated on those uni-
versity campuses … That’s where the 
science and technology originates – and 
that’s why it’s the most prime place to 
steal” (Dilinian, 2020). Universities, in 
other words, are a valuable source of 
data for MSS, especially as it continues 
contributing information to the grow-
ing, vast apparatus of AI driven tech-
nologies. In essence, “data has already 
critically shaped the course of Chinese 
politics,” which in return has started 
“altering the course of U.S. foreign pol-
icy and intelligence gathering around 
the globe” (Dorfman, 2020). In remarks 
to Foreign Policy, Evanina illustrates 
the grave threat China poses in that it 
is “one of the leading collectors of bulk 
personal data around the globe, using 
both illegal and legal means” (Dorf-
man, 2020), which has been evident in 
several different cases. 

These cases entail both students 
and professors who have been accused 
of providing information to or other-
wise taking actions to benefit MSS. For 
instance, a Boston University student 
failed to disclose her position as a lieu-
tenant in the People’s Liberation Army 
(Dilanian, 2020). In addition, at the 
Illinois Institute of Technology in Chi-
cago, a Chinese student was charged 
for attempting “to recruit spies for his 
country’s version of the CIA” (Dilanian, 
2020). Bo Mao, who was a professor at 
the University of Texas, stole propri-
etary technology from an American 
Silicon Valley startup and subsequent-
ly passed it along to Huawei, the highly 
controversial Chinese telecommuni-
cations giant. Mao’s affiliation with the 
university is precisely what enabled him 
to steal the technology: “By using his 
status as a university researcher to ob-
tain the circuit board under the guise of 
academic testing” (Dilanian, 2020). In 
other words, academics have the ability 
to gain access to otherwise privileged 
or confidential information under the 
name of research. This information can 
be highly secretive for a reason, espe-
cially if it pertains to nuclear technol-
ogy or other highly specialized infor-
mation. Moreover, academics can also 
participate directly in helping Chinese 
bolster its intelligence, further weaken-
ing national security. 

One of the most egregious cas-
es included that of Dr. Charles Lieber, 
the former Chair of Harvard Universi-
ty’s Chemistry and Chemical Biology 
Department, who was charged along-
side two Chinese nationals for aiding 
the People’s Republic of China. Lieb-
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er’s arrest occurred after it emerged 
that he had lied about his involvement 
with the Thousand Talents Plan, which 
has drawn increased scrutiny from the 
American intelligence community (De-
partment of Justice, 2020). According to 
the Department of Justice (2020), Chi-
na’s Thousand Talents Plan constitutes 
“one of the most prominent Chinese 
Talent recruit plans that are designed to 
attract, recruit, and cultivate high-level 
scientific talent,” chiefly to further “Chi-
na’s scientific development, economic 
prosperity and national security.” In 
essence, this talent program “[seeks] to 
lure Chinese overseas talent and foreign 
experts to bring their knowledge and 
experience to China,” as well as “reward 
individuals for stealing proprietary in-
formation” and providing it to Chinese 
intelligence authorities (Department of 
Justice, 2020). The program has drawn 
the great ire of American agencies, who 
have viewed it as a vehicle for the MSS 
to obtain information for purposes of 
furthering China’s power. Lieber was 
involved in the Wuhan University of 
Technology, which paid him exorbitant 
compensation for his services: “WUT 
paid Lieber $50,000 USD per month, 
living expenses of up to 1,000,000 Chi-
nese Yuan (approximately $158,000 
USD at the time) and awarded him 
more than $1.5 million to establish a 
research lab at WUT” (Department of 
Justice, 2020). The level of greed exhib-
ited by Lieber illustrates precisely how 
the MSS is able to exploit weak links in 
the American university system, and it 
continues this exploitative practice with 
regards to American corporations and 
their innovative technologies. 

Whereas two decades ago a ma-
jor concern was the targeted attack on 
classified Department of Defense web- 
sites, the major concern now includes 
“the shift [in espionage efforts] to pri-
vate sector intellectual property re-
search and development, particularly 
by China, who has been the most egre-
gious one in stealing those technolo-
gies” (CBS News, 2021). Consequently, 
corporations, like universities, have be-
come of great interest to MSS, especial-
ly since “another way to get the tiger is 
to circumvent the developmental pro-
cess altogether by stealing the product” 
(Hannas et al., 2013). The espionage 
capabilities exhibited by MSS illustrate 
precisely why the NSA finds cyber es-
pionage to be particularly damaging 
in terms of monetary loss. On July 26, 
2012, General Keith Alexander of the 
NSA informed the Aspen Security Fo-
rum that cyber espionage constitut-
ed “the greatest transfer of wealth in 
history” (Hannas et al., 2013). Per the 
American government, U.S. corpora-
tions routinely “lose billions of dollars’ 
worth of technological innovation each 
year to China” (Schnell, 2022), a stag-
gering figure not only from the massive 
amount alone, but also the implications 
of that much proprietary technology 
being lost to China through its nefari-
ous spy agencies’ efforts. In other words, 
the real losses may be even greater if the 
United States loses its edge in innova-
tion relative to China.

Multiple cases of Chinese execu-
tives or professionals engaging in crime 
on behalf of Chinese intelligence have 
abounded, especially when incentiv-
ized. For example, Xiangdong Yu had 
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previously worked as a product engi-
neer for Ford Motor Company, where 
he copied approximately 4,000 Ford 
documents into an external hard drive 
for purposes of obtaining a job with an 
automotive company in China (Hannas 
et al., 2013). However, Yu was captured 
in October 2009 and pled guilty to one 
count of theft of trade secrets (Hannas et 
al., 2013). In one especially remarkable 
case, an actual MSS officer managed to 
penetrate an American corporation and 
attempt to obtain highly sensitive infor-
mation. Yanjun Xu, under the direction 
of the MSS, was “accused of seeking to 
steal General Electric/Aviation jet en-
gine technology” (Schnell, 2022), which, 
given the potential military applications, 
constitutes a serious issue. Moreover, 
Xu’s case was highly unique in the sense 
that it employed remarkable cyber sub-
terfuge efforts: “A unique feature of his 
case is that it he allegedly did so without 
ever setting foot in the [United States]” 
(Schnell, 2022). In other words, as Chi-
nese capabilities in cyber espionage 
continue to advance, the technology 
of American companies is increasingly 
threatened. This threat is compound-
ed by the reality that Americans and 
Chinese are deeply integrated in tech-
nological innovation and production, 
which is why Former Secretary of De-
fense Robert Gates  advocated a “small 
yard, high fence” approach for protect-
ing American corporations. Specifically, 
Gates called for “selectively protecting 
key technologies, and doing so aggres-
sively” (Hass & Balin, 2019) in an effort 
to protect American security interests.

While MSS can cause havoc in-
ternally in the United States, it can also 

create havoc for U.S. intelligence agen-
cies externally, or over the course of 
their overseas intelligence operations. 
This level of disruption, along with do-
mestic disturbances, is precisely why 
“the FBI opens a new China-related 
counterintelligence investigation every 
12 [hours]” (Schnell, 2022) As of 2020, 
at least 5,000 cases were active (Wray, 
2020). These cases also account for the 
fact that the MSS and its support have 
access to highly sophisticated technolo-
gies that cause a serious threat to Unit-
ed States operations overseas. For ex-
ample, in 2013, American intelligence 
agencies discovered a highly troubling 
trend: “Undercover CIA personnel, fly-
ing into countries in Africa and Europe 
for sensitive work, were being rapid-
ly and successfully identified by Chi-
nese intelligence,” and “in some cases 
as soon as the CIA officers had cleared 
passport control” (Dorfman, 2020). In 
general, American intelligence attempts 
to recruit “Russians and Chinese hard 
in Africa” (Dorfman, 2020) per one for-
mer official, which is precisely why the 
exposure of these agents is highly prob-
lematic in terms of their safety.

Moreover, when recalling the 
troves of data MSS and other agencies 
have managed to obtain via hacks, it is 
important to note that, “compounding 
the threat, the data China stole is of ob-
vious value as they attempt to identify 
people for secret intelligence gathering” 
(Wray, 2020). Specifically, with regards 
to MSS’s ability to identify CIA agents 
as soon as they cleared passport con-
trol, “U.S. officials believed Chinese in-
telligence operatives had likely combed 
through and synthesized information 
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from these massive, stolen caches to 
identify the undercover U.S. intelli-
gence officials” (Dorfman, 2020). A for-
mer intelligence official referred to the 
“suave and professional utilization” of 
these data sets as neither “random,” nor 
“generic,” but rather “a big data prob-
lem” (Dorfman, 2020). This situation 
illustrates precisely why “rapid escala-
tion [constitutes] an acute risk, partic-
ularly if the pace of technological ad-
vancements in capabilities exceeds the 
development of protocols for maintain-
ing human agency in decision-making 
loops” (Hass & Balin, 2019). In other 
words, whereas intelligence agencies 
could try to root out moles in the past, 
big data analytics, which may be more 
effective than moles, is a far more diffi-
cult foe to defeat.

In general, China arguably poses 
the biggest threat, or clearly one of the 
biggest threats, to the United States in a 
number of ways: Per Joseph Bonavolo-
nta, an agent with the FBI, “no country 
poses a greater, more severe or long-
term threat to our national security and 
economic prosperity than China” (Dil-
ianian, 2020). Thus, its premiere intelli-
gence agency, MSS, is a huge threat due 
to its ability to exploit American univer-
sities, corporations, and overseas intel-
ligence operations. Theft of proprietary 
information from universities and cor-
porations is commonplace, among oth-
er behaviors, some of which are directly 
executed by MSS officers themselves. 
Moreover, advancements in artificial 
intelligence are enabling the MSS to be-
come an even fiercer opponent in over-
seas intelligence operations. As noted 
by Bonavolonta, “China’s communist 

government’s goal, simply put, is to re-
place the U.S. as the world superpow-
er, and they are breaking the law to get 
there” (Dilianian, 2020). However, it is 
important to note that “China’s appetite 
for foreign technology and its network 
for informal technology acquisition 
extend well beyond the United States,” 
including attacks on the UK and other 
allies as well (Hannas et al., 2013). Con-
sequently, it is crucial for interagency 
collaboration to attempt countering the 
growing China threat posed through its 
intelligence agency, MSS.

To strengthen cybersecurity 
measures, there are several methods 
to counter China from posing threats 
in America. These include enhancing 
cybersecurity protocols within univer-
sities, corporations, and government 
agencies to safeguard against cyber 
threats and intellectual property theft. 
International cooperation to prevent 
China’s MSS from taking over Ameri-
can universities requires a multi-fac-
eted approach. Countries need to es-
tablish effective information sharing 
mechanisms, exchanging intelligence 
on MSS activities and individuals or 
organizations with suspected ties to the 
MSS. This collaborative effort can aid in 
identifying potential threats and devis-
ing countermeasures. Additionally, pol-
icy coordination is vital to safeguard the 
independence and integrity of academ-
ic institutions. By developing unified 
guidelines and regulations, countries 
can address vulnerabilities, increase 
transparency in research funding, and 
protect academic freedom, reducing 
the MSS’s ability to exploit loopholes in 
the system.
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Bolstering cybersecurity mea-
sures is essential in preventing MSS-re-
lated cyber espionage and intellectual 
property theft. International coopera-
tion should focus on sharing best prac-
tices, conducting joint cybersecurity 
drills, and coordinating responses to 
cyber threats originating from MSS-af-
filiated entities. By leveraging collective 
expertise and resources, universities 
can enhance their cybersecurity infra-
structure, minimizing the risk of MSS 
interference. Furthermore, academic 
exchanges and collaborations should 
continue, but with increased transpar-
ency and scrutiny. Establishing guide-
lines for vetting partnerships and re-
search collaborations, particularly in 
sensitive areas, can help mitigate the 
risk of undue influence. Overall, in-
ternational cooperation plays a crucial 
role in fortifying American universities 
against MSS infiltration while promot-
ing academic freedom and knowledge 
sharing (Jinghua, 2019).

Another method is by encour-
aging China to adhere to international 
norms and rules governing cybersecu-
rity and intellectual property protec-
tion. This involves a two-fold approach. 
Primarily, diplomatic engagement is es-
sential. Open and constructive dialogue 
should be established to foster mutual 
understanding and emphasize the ben-
efits of compliance. Diplomatic efforts 
should stress the significance of cyber-
security and intellectual property pro-
tection for global economic growth and 
stability, emphasizing the advantages of 
a level playing field and fair competi-
tion. Through sustained diplomatic en-
gagement, China can be encouraged to 

recognize the importance of adhering 
to these norms.

Furthermore, incentives and co-
operation are key. Positive incentives 
can motivate China to align its practices 
with international standards. These in-
centives may include trade and econom-
ic benefits tied to compliance, such as 
enhanced market access and preferen-
tial treatment. Bilateral and multilateral 
cooperation can facilitate collaboration 
on cybersecurity and intellectual prop-
erty protection. Sharing best practices, 
expertise, and technology, as well as 
jointly addressing common challenges, 
can demonstrate the advantages of ad-
hering to international norms. By fos-
tering public-private partnerships and 
providing technical assistance, capaci-
ty-building initiatives can be undertak-
en to assist China in effectively address-
ing these issues. These combined efforts, 
encompassing incentives, cooperation, 
and capacity-building, can contribute 
to the gradual adoption of international 
norms and rules by China. 

The 2020 Annual Report to Con-
gress highlights the importance of in-
dustry-government partnerships in fos-
tering closer collaboration between the 
government and private sector entities, 
particularly universities and corpora-
tions, to exchange information, insights, 
and technological expertise. These 
partnerships can facilitate the sharing 
of knowledge and resources, enabling 
the government to leverage the exper-
tise and innovation of the private sec-
tor. By establishing robust channels for 
communication and cooperation, such 
partnerships can enhance the exchange 
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of critical information on emerging 
technologies, cybersecurity threats, 
and best practices. The collaboration 
between universities and corporations 
can facilitate joint research initiatives, 
technology transfer, and workforce de-
velopment programs, fostering inno-
vation and driving economic growth. 
Ultimately, these industry-government 
partnerships can create a dynamic eco-
system that harnesses the strengths of 
both sectors, promoting information 
sharing, innovation, and technological 
advancement for the benefit of society 
as a whole. (Congress, 2020).

Lastly, engaging in international 
discussions and negotiations is vital to 
establish norms and agreements gov-
erning cyber operations, intelligence 
activities, and the protection of intellec-
tual property. By participating in these 
discussions, countries can collectively 
address the challenges posed by Chi-
na’s non-traditional espionage activi-
ties. International discussions provide 
a platform for countries to exchange 
perspectives, share experiences, and de-
velop common understandings of the 
threats posed by cyber operations and 
intellectual property theft. These dis-
cussions aim to establish international 
norms and agreements that outline ac-
ceptable behavior in cyberspace, define 

the boundaries of intelligence activities, 
and promote the protection of intel-
lectual property rights. Through nego-
tiations, countries can work towards 
consensus on these issues, seeking to 
establish legally binding agreements 
or frameworks. These agreements can 
serve as a guide for responsible behav-
ior in cyberspace, discourage malicious 
activities, and outline consequences for 
non-compliance. Additionally, discus-
sions and negotiations can help shape 
the development of international stan-
dards and guidelines to address emerg-
ing threats and challenges. (Depart-
ment of Justice, 2020).

It is important to note that these 
counter strategies should be tailored to 
the specific challenges posed by China’s 
MSS and regularly evaluated and adapt-
ed to address evolving threats in the in-
telligence and cybersecurity landscape. 
Also, a holistic approach that combines 
technological advancements, intelli-
gence sharing, public-private partner-
ships, and international cooperation 
to effectively counter the MSS threat. 
Constant vigilance, proactive measures, 
and adaptability are also key to mitigat-
ing risks and safeguarding national se-
curity interests in the face of evolving 
intelligence challenges from China.
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