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ABSTRACT

Over a thousand individuals have been diagnosed with Havana
Syndrome and many experts have concluded that it is caused by an
unknown DEW. The article argues that Havana Syndrome has all the
characteristics of a Fifth Generation Warfare (5GW) attack and that
the 5GW theory may provide a suitable framework for analyzing the
intent of attackers, which will help countering and deterring future
attacks. 5GW posits that the manipulation of perception and nar-
ratives is critical to achieving an aggressor’s objectives, that attacks
are covert or ambiguous, that violence is highly dispersed, and that
a major objective is to undermine the legitimacy of a state and its
ability to function.

Keywords: Havana Syndrome, Directed Energy Weapons, Fifth
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Sindrome de La Habana: un caso de guerra
de quinta generacion
RESUMEN

Mas de mil personas han sido diagnosticadas con el sindrome de La
Habana y muchos expertos han llegado a la conclusion de que es cau-
sado por un DEW desconocido. El Sindrome de La Habana tiene to-
das las caracteristicas de un ataque de Guerra de Quinta Generacion
(5GW) y la teoria de 5GW puede proporcionar un marco adecuado
para analizar la intencién de los atacantes, lo que ayudara a contra-
rrestar y disuadir futuros ataques. 5GW postula que la manipulacién
de la percepcion y las narrativas es fundamental para lograr los obje-
tivos del agresor, que los ataques son encubiertos o ambiguos, que la
violencia esta muy dispersa y que un objetivo importante es socavar
la legitimidad de un Estado y su capacidad para funcionar.

Palabras clave: Sindrome de La Habana, armas de energia dirigida,
guerra de quinta generacion
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Introduction

ince 2008 there has been a discus-

sion about a potential new Cold

War that would again divide the
world into East and West engaged in
a geopolitical competition with each
other.! Although the notion of a new
Cold War has been disputed during the
Obama administration, it is now wide-
ly accepted that the West is in a Cold
War-like competition with Russia and
China, following the Russian invasion
of Ukraine and the growing tensions in
the Taiwan strait.> Already during the
Trump administration there were in-
dications of a covert conflict between

the West and Russia, as indicated in the
Russian interference with the U.S. elec-
tions in 2016 and the Skripal affair of
2018.3

In late 2016 another phenome-
non appeared, namely ‘health attacks’
on US. and Canadian diplomats in
Cuba with an unknown mode of at-
tack, which was first reported by the
New York Times in August 2017.* More
US diplomats and intelligence officers
around the world became victim of the
so-called Havana Syndrome, named
after the first location, where this phe-
nomenon has been observed and docu-
mented. There have been multiple U.S.
government investigations of the phe-

1 Edward Lucas, The New Cold War: Putin’s Russia and the Threat to the West (New York: St. Martin’s

Press, 2009).

2 Robert Levgold, Return to Cold War (Cambridge, UK: Polity, 2016), 89; Hal Brands, The Twilight
Struggle: What the Cold War Teaches Us about Great Power Rivalry Today (New Haven, CT: Yale

University Press, 2022), 2.

3 Rebekah Kofller, Putin’s Playbook: Russia’s Secret Plan to Defeat America (Washington. DC: Regnery

Gateway, 2021), XIII, 245-246.

4  Emily Cochrane, “Health Drove US Envoys Out of Cuba,” New York Times, August 11, 2017.
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nomenon coming to different conclu-
sions with speculations ranging from
new types of unknown directed energy
weapons (DEWs) to crickets and mass
hysteria as possible explanations for the
Havana Syndrome.” Medical research
clearly indicates that some individuals
have diagnosable and provable physio-
logical symptoms that form a medical
syndrome.® After many years of observ-
ing this phenomenon it is now time to
go beyond the question as to whether
the Havana Syndrome is real and ask
the question as to what objectives may
be behind the covert DEW attacks.

Considering the current geopo-
litical tensions and the Russian track
record of conducting covert attacks
on US. diplomats and intelligence, as
well as Russian research in unorthodox
weapons technologies, it is a reasonable
conclusion that the Havana Syndrome
is caused by deliberate covert attacks by
Russia or another state or non-state ac-
tor, pursuing some strategic objective.
This paper argues that the Havana Syn-
drome fits well into the framework of

Fifth Generation Warfare (5GW) and
may be an attempt to sabotage U.S. for-
eign policy and contribute to the politi-
cal destabilization of the U.S. The paper
will first explain 5GW and interpret it
as cognitive warfare, a term suggested
by NATO, before discussing the Hava-
na Syndrome. The final step will be to
put the covert “health attacks” in the
framework of 5GW in order to specu-
late about the actor(s) and intentions
behind using DEW for covert attacks
on U.S. personnel.

Fifth Generation Warfare
(5GW) as Cognitive Warfare

ince the late 1980s there has been a

debate among military profession-

als and academics as to whether
the so-called Clausewitzian concept
of war is still adequate or whether war
would be fundamentally changing its
character to now include conflict short
of war, non-political violence, non-
violent strategies, cyberwar, and co-
vert modes of conflict.” In short, some
military theorists sought to broaden

U.S. Department of State, “Havana Cuba: Accountability Review Board,” June 2018, Declassified on
October 1, 2019; JASON, “Acoustic Signals and Physiological Effects on U.S. Diplomats on Cuba,’
MITRE Corporation, November 2018; CDC, “Cuba Unexplained Events Investigation: Final Re-
port” December 3, 2019, available at: <https://nsarchive.gwu.edu/documents/cdc-report-ha-
vana-syndrome-medical-mystery-remains-unresolved/CDC%20%2320200983D0S255%20
Final%20Report.pdf>; Relman and Pavlin (eds.), An Assessment of Illness in U.S. Government Em-
ployees and Their Families in Overseas Embassies (Washington, DC: National Academy of Sciences,
2020); “IC Expert Panel on Anomalous Health Incidents Report: Executive Summary;” Office of
the Director of National Intelligence, declassified February 1, 2022; Robert W. Baloh and Robert E.
Batholomew, Havana Syndrome: Mass Pyschogenic Illness and the Real Story Behind the Embassy
Mystery and Hysteria (Cham, Switzerland: Copernicus, 2020).

Randal L. Swanson, Stephen Hampton, Judith Green-McKenzie, Ramon Diaz-Arrastia,Sean Grady,
Ragini Verma, Rosette Biester, Diana Duda, Ronald L. Wolf, and Douglas H. Smith, “Neurologi-
cal Manifestations Among US Government Personnel Reporting Directional Audible and Sensory
Phenomena in Havana, Cuba,” JAMA 319, no. 11 (2019): 1125-1133.

For an overview of these ideas see John Arquilla and David Ronfeldt, In Athenas Camp: Preparing
for Conflict in the Information Age (Santa Monica, CA: RAND, 1997).
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the concept of war in order to include
measures and modes of conflict that
have not traditionally been considered
to be war. One of the earliest attempts
to redefine war in this manner was the
Fourth Generation Warfare school,
which postulated that modern warfare
can be divided into three distinctive
generations characterized by manpow-
er/ mass, firepower/ attrition, and ma-
neuver with a fourth generation emerg-
ing that would be based on insurgency
or political warfare.®

There have been a couple of vari-
ations in the Fourth Generation War-
fare school, with Martin van Creveld
emphasizing the decay of the nation
state and the end of the Westphalian or-
der, the New Wars school emphasizing
warlordism and the new war economies
that keep conflicts going for decades,
and the evolved insurgency school that
emphasized new aspects in current in-
surgencies.” By the early 2000s some
4GW theorists moved on to declaring
the emergence of a fifth generation,
which will be shown is focused on
dominating the human domain by way
of manipulating perceptions.

The Original Understanding
of 5GW

5GW was a theoretical response to
new modes of terror as observed in the
Amerithrax attack and the 9/11 attacks,
which indicated that some non-state
actors and super-empowered individu-
als could pose a serious threat to major
nations, using commercial technolo-
gy that has been weaponized."” There
were a couple of military journal arti-
cles in in the 2000s about 5GW, which
failed to establish any common defini-
tion of 5GW." In 2010 Daniel H. Ab-
bott published a collection of articles in
The Handbook of 5GW, which brought
more clarity and a better theoretical
foundation for what 5GW may be."” In
essence, 5GW is warfare at the societal
level that targets a society or civilian
sub-groups rather than the military. It
is suggested that 5GW would amount
to “[m]oral and cultural warfare [that]
is fought through manipulating percep-
tions and altering the context by which
the world is perceived”* This would
be accomplished by clandestine means
and a minimum of violence, making it
very difficult to recognize 5GW as acts

William Lind, Keith Nightingale, John Schmitt, Joseph Sutton, and Gary Wilson, “The Changing
Face of War: Into the Fourth Generation, Marine Corps Gazette, March 2016, 86-90.

Martin van Creveld, The Transformation of War (New York: Simon & Schuster, 1991); Mary Kaldor,
New and Old Wars: Organized Violence in a Global Era (Cambridge, UK: Polity, 2001); and Thomas
Hammes, The Sling and the Stone: On War in the 21 Century (St. Paul, MN: Zenith Press, 2004).

Thomas Hammes, “Fourth Generation Evolves, Fifth Emerges,” Military Review (May-June 2007):

Donald J. Reed, “Beyond the War on Terror: Into the Fifth Generation of War and Conflict,” Studies

Daniel H. Abbott (ed.), The Handbook of 5GW: A Fifth Generation of Warfare? (Ann Arbor, MI:

8
9
10
20.
11
in Conflict & Terrorism 31, no. 8 (2008): 689.
12
Nimble Books LLC, 2010).
13

Shane Deichman, “Battling for Perception: Into the 5% Generation?,” in: Abbott (ed.), The Hand-
book of 5GW, 12.
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of war, which is acknowledged by the
authors: “violence is so dispersed that
the losing side may never realize that it
has been conquered. The very secrecy
of 5GW makes it the hardest generation

of war to study.’**

Another key idea in The Hand-
book of 5GW is that belligerents may
rely on the manipulation of proxies for
attacking their enemies indirectly in
order to create confusion about who
the real enemy is. According to David
Axe, “5GW is when a party exploits or
encourages an existing or emerging cri-
sis to achieve strategic goals that those
involved in the crisis are not aware of.
5GW is a form of stealthy proxy war.”"’
This means that the measures chosen
are deliberately ambiguous or covert, so
that activities appear to be benign rath-
er than malign, are not visible at all, or
are likely to be attributed incorrectly to
hide the real aggressor.

Unrestricted Warfare

Another theory closely associated with
5GW originates from two Chinese mil-
itary officers, who published a book in
1999 with the title Unrestricted War-
fare.'® The basic argument in this book
is that war is not limited to the employ-
ment of military means but would in-
clude every and all means that can be

used for weakening an adversary with
no limitation to what may be done.”
The authors suggest that “there is noth-
ing in the world today that cannot be-
come a weapon, and this requires that
our understanding of weapons must
have an awareness that breaks through
all boundaries™®

Non-military war would include
trade wars (attack another country’s
economy through sanctions), finan-
cial wars (stock and currency market
manipulation), terrorism (WMD and
cyber), ecological war (environmental
modification weapons), psychological
warfare (spreading rumors to break the
enemy’s will), smuggling warfare (cause
chaos in markets), drug warfare (harm
other countries by spreading narcot-
ics addiction), network warfare (cyber
warfare), technological warfare (estab-
lish technological monopolies), fabri-
cation warfare (complex deceptions),
resources warfare (seizing critical re-
sources), economic aid warfare (use aid
as leverage over others), cultural war-
fare (become the leading culture and
assimilate other cultures), and interna-
tional law warfare (use the rules of in-
ternational law against others)."”

Both Donald Reed and George
Michael have connected Unrestricted
Warfare to 5GW in the sense that it ex-

14 Daniel H. Abbott, ‘Introduction; in Abbott (ed.), The Handbook of 5GW, 10.
15 David Axe, ‘Piracy, Human Security, and 5GW in Somalia, in: Abbott (ed.), The Handbook of 5GW,

152.

16 Qiao Liang and Wang Xiansui, Unrestricted Warfare (Beijing: PLA Literature and Arts Publishing

House, 1999).

17 Liang and Xiansui, Unrestricted Warfare, 56, 170.

18 Liang and Xiansui, Unrestricted Warfare, 25.

19 Liang and Xiansui, Unrestricted Warfare, 50-55.
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pands the scope of warfare in terms
of the means, the geography, and the
types of belligerents (both state and
nonstate).?’ The authors of Unrestrict-
ed Warfare made it clear that criminal
means are acceptable in this new type of
war, which can be also summed up, as
Mark Galeotti suggested, as a “weapon-
ization of everything.”*! Robert Bunker,
who reviewed the book compared it to
Mao Zedongs On Guerrilla Warfare
and suggested that “the significance of
this work cannot be overstated.”*

Cognitive Warfare

The term cognitive warfare is the latest
descriptor of a new mode of conflict
that aims to psychologically manipulate
target audiences in support of strategic
objectives. It seems to have originated
from an article published in 2021 on
NATO’s website with the title: “Counter-
ing Cognitive Warfare: Awareness and
Resilience” The authors claim that:

“[i]n cognitive warfare, the hu-
man mind becomes the bat-

tlefield. The aim is to change not
only what people think, but how
they think and act. Waged suc-
cessfully, it shapes and influenc-
es individual and group believes
and behaviours to favour an ag-
gressor’s tactical or strategic ob-
jectives. In its extreme form, it
has the potential to fracture and
fragment an entire society, so
that it no longer has the collec-
tive will to resist an adversary’s
intentions. An opponent could
conceivably subdue a society
without resorting to outright

force or coercion”?*

Of course, these general ideas are not
new and are a staple in what has been
traditionally termed psychological op-
erations or Psyops and also what has
previously referred to as “hybrid war-
fare” by NATO or “new generation war-
fare” by Russian authors.” What is new
is the idea that cognitive attacks can
achieve strategic objectives and may be
a substitute for a direct or overt military

20 Reed, ‘Beyond the War on Terror: Into the Fifth Generation of War and Conflict, 697; George Mi-

chael, Lone Wolf Terror and the Rise of Leaderless Resistance (Nashville, TN: Vanderbilt University
Press, 2012), 157.

21 Mark Galeotti, The Weaponisation of Everything: A Field Guide to the New Way of War (New Haven,
CT: Yale University Press, 2022).

22 Robert Bunker, “Unrestricted Warfare: Review Essay 1, Small Wars and Insurgencies 11, no. 1
(2000): 115.9,5 pt

23 Kathy Cao, Sean Glaister, Adriana Pena, Danbi Rhee, William Rong, Alexander Rovalino, Sam
Bishop, Rohan Khanna, and Jatin Saini, “Countering Cognitive Warfare: Awareness and Resilience,”
NATO Website, May 20. 2021, available at: <https://www.nato.int/docu/review/articles/2021/05/20/
countering-cognitive-warfare-awareness-and-resilience/index.html>.

24 Cao e.a., “Countering Cognitive Warfare”

25

Richards Kols, “NATO Must Meet Russia’s Hybrid Warfare Challenge,” Atlantic Council, July 3, 2018,
<https://www.atlanticcouncil.org/blogs/new-atlanticist/nato-must-meet-russia-s-hybrid-war
fare-challenge/>; S.G. Chekinov,and S.A. Bogdanov, “The Nature and Content of a New-Genera
tion War,” Military Thought 10 (2013).
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attack, which means that Western lib-
eral societies could “lose the next war
without a fight”*

There may be also another novel
dimension, which is the weaponization
of neuroscience and the development
of new weapons that target the brain
or central nervous system to affect per-
ception, emotion, mental capability, or
human performance more generally.”
Robert McCreight has termed them
“NeuroStrike weapons” that could be
employed in furtherance of cognitive
warfare, which he considers to be “a
genuine covert blitzkrieg on the mind
and all its associated systems.”*®

“The basic principle of a suggest-
ed neurostrike weapon is a fair-
ly simple proposition. It entails
a hand held, or platform mount-
ed, mixture of an RE directed
energy pulse or neurocogni-
tive disrupter, combined with
acoustic wave dynamics which
is designed to harm, disable or
permanently damage a human
brain. It may also adversely affect
the brains of several in close
proximity to the attack”™

McCreight has introduced the concept
of the NeuroStrike weapon in the con-
text of the Havana Syndrome, arguing
that the US government needs to “de-
vise a system to identify and detect

26

when NeuroStrike technologies are
being used,” so that these incidents can
be properly investigated. At this point,
the U.S. national security establishment
has still to grapple with the difficulty of
detecting and verifying attacks, as ar-
gued by McCreight:

“The technology is insidious and
consistently defies detection,
prevention, medical verification
and scientific confirmation aside
from episodic reports that an
anomaly has occurred and im-
paired the neurological and cog-
nitive wellbeing of its intended
targets. Absenta consensus med-
ical case definition and serious
causative technology research,
these attacks as reported could
easily be discounted as psychot-
ic or delusional events where the
complaining individuals were
shunted aside as emotionally
unstable. We must discern what
the exact offending technology is
and take steps to reduce and mit-
igate its continued used in future

cases elsewhere”*°

In addition to the challenge of correct-
ly attributing the attacks, it is very im-
portant to also understand the strategic
intent behind them, so that appropriate
steps can be taken to counter and deter
future attacks.

Fracois du Cluzel, “Cognitive Warfare,” NATO Innovation Hub (June-November 2020), available at:

<https://cognitive-liberty.online/wp-content/uploads/20210122_CW-Final.pdf>.

27
28

du Cluzel, “Cognitive Warfare,” 21.

Small Wars Journal, September 16, 2022.
29 McCreight, “Neuro-Cognitive Warfare”

30 McCreight, “Neuro-Cognitive Warfare”

89

Robert MCreight, “Neuro-Cognitive Warfare: Inflicting Strategic Impact Via Non-Kinetic Effect,”
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The Havana Syndrome

tarting from October 2016 several

U.S. diplomats in Havana suffered

from inexplicable health condi-
tions. Six of them had to be flown from
Cuba to Miami for emergency medical
treatment. At least 21 American diplo-
mats and some Canadian diplomats suf-
fered symptoms by 2017.*' Some of the
symptoms included headaches, dizzi-
ness, insomnia, ear pain, temporary loss
of hearing, weakened sense of balance,
diminished memory, inability to regu-
late emotion, and indications of trau-
matic brain injury and concussion.* In
December 2017 senior CIA officer Marc
Polymeropoulos experienced a sudden
onset of nausea in his Moscow hotel
room, suffering a second attack two
days later in a Moscow restaurant. He
had to be flown out of the country and
developed permanent symptoms simi-
lar to the diplomats in Havana, which

forced him to retire from his CIA career
of 26 years in 2019.%

Several diplomats in Guangzhou,
China suffered from similar symptoms,
including brain injury in spring 2018.%*
It had started with one embassy employ-
ee hearing sounds and getting sick in
late 2017 with more cases appearing in
April 2018. Mark Lenzi, a security engi-
neer at the consulate had to be flown out
of China together with his family.*® Fur-
ther incidents involving U.S. and Cana-
dian government personnel (diplomats,
intelligence officers, and staffers) were
reported in several locations around
the world, including Cuba, China, Rus-
sia, Austria, India, Vietnam, Colombia,
Uzbekistan, Kirgizstan, and Washing-
ton, DC.** Potential attacks occurred
in a variety of settings such as “residen-
cies, on the street, in vehicles, and even
at U.S. secure facilities.””” The incidents
have seemingly escalated in geographic
scope, frequency, and severity since late

31

32

33

34

35

36

37

A. Erickson, “All the Theories What's Happening to the Diplomats in Cuba: At Least 21 Americans
Have Reported a Bizarre Rash of Symptoms,” Washington Post Blogs, September 30, 2017, available
at: <https://www.washingtonpost.com/news/worldviews/wp/2017/09/30/all-the-theories-about-
whats-happening-to-the-diplomats-in-cuba/>.

E Robles and K. Semple, ‘U.S. and Cuba Baffled by “Health Attacks” on American Envoys in Hava-
na, New York Times, August 12, 2017, A6.

J. Ioffe, “The Mystery of the Immaculate Concussion,” GQ Magazine, October 20, 2020, available at:
<https://www.gq.com/story/cia-investigation-and-russian-microwave-attacks>.

H. Gardiner, “25" Person at U.S. Embassy Is Mysteriously Sickened,” New York Times, June 21,
2018, available at: <https://www.nytimes.com/2018/06/21/us/politics/us-diplomat-cuba-embassy-
illness.html>.

S.L. Meyers and J. Perlez, “U.S. Diplomats Evacuated in China as Medical Mystery Grows,” New
York Times, June 6, 2018.

Jack Dutton, “Havana Syndrome Symptoms Have Been Reported in these Countries,” News-

week, September 21, 2021, available at: <https://www.newsweek.com/havana-syndrome-china-
austria-russia-1631102>.

Paul Kolbe, Marc Polymeropoulus, and John Sipher, “Havana and the Global Hunt for U.S.
Officers,” The Cipher Brief, October 24, 2021, available at: <https://www.thecipherbrief.com/
havana-syndrome>.
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2016.%* Altogether over 1,000 people
have been diagnosed with Havana Syn-
drome as of February 2022.%

Mysterious “Anomalous
Health Attacks”

The State Department conducted an in-
vestigation and arranged for the med-
ical examination of the affected dip-
lomats to determine the cause of the
symptoms. The University of Pennsyl-
vania Center for Brain Injury and Re-
pair found a number of conditions that
could be objectively tested, such as evi-
dence of concussion in persons with no
history of brain injury and temporary
auditory impairment.*” With the help
of neuroimaging it was found that there
were significant “differences in whole
brain white matter volume, regional
gray and white matter volume, cerebel-
lar tissue microstructural integrity, and
functional connectivity in the auditory

and visuospatial subnetworks but not
in the executive control subnetwork”
compared to a control group.*

The existence of objective phys-
iological conditions discovered in the
majority of the affected diplomats
should rule out some kind of mass psy-
chosis as the cause, although this claim
is implausibly still being made by some
researchers.”” Secretary of State Rex
Tillerson characterized the incident as
health attacks and there was initial spec-
ulation that the cause was a new type of
sonic or acoustic weapon that had been
developed by Russia or China.* An al-
ternative explanation was that there
was no intent to harm the diplomats
but that a new type of eavesdropping
equipment installed by the Cubans in
the U.S. embassy had caused the symp-
toms.* The Trump administration took
the matter seriously enough to expel 15
Cuban diplomats in retaliation for the

38

39

40

41

42

43

44

U.S. Congress, H.R.4914 passed on August 3, 2021, available at: <https://www.congress.gov/117
/bills/hr4914/BILLS-117hr4914ih.pdf>, Section 2 (13).

Ken Dilanian, “Havana Syndrome” Symptoms in Small Group Most Likely Caused by Directed
Energy, Says U.S. Intel Panel of Experts; NBC News, February 2,2022, available at: <https://www.
nbcnews.com/politics/national-security/havana-syndrome-symptoms-small-group-like
ly-caused-directed-energy-say-rcnal4584>.

Swanson e.a., “Neurological Manifestations Among US Government Personnel Reporting Di
rectional Audible and Sensory Phenomena in Havana.”

R. Verma, R.L. Swanson, D. Parker, A.A. Ould Ismail, R.T. Shinohara, J.A. Alapatt, J. Doshi,
“Neuroimaging Findings in U.S. Government Personnel with Possible Exposure to Directional
Phenomena in Havana, Cuba,” Journal of the American Medical Association 322, no. 4 (2019):
336-347. doi:10.1001/jama.2019.9269.

R.W. Baloh and R.E. Bartholomew, Havana Syndrome: Mass Psychogenic Illness and the Real
Story Behind the Embassy Mystery and Hysteria (Cham, Switzerland: Copernicus, 2020).
Robles and Semple, ‘U.S. and Cuba Baffled by “Health Attacks” on American Envoys in Hava-
na’

T. Wilkinson, “Did Covert Spy Gear Cause U.S. and Canadian Diplomats in Cuba to Lose
Their Hearing?,” Los Angeles Times, August 10, 2017, available at: <https://www.latimes.com/
nation/la-fg-cuba-hearing-20170810-story.html>.
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health attacks.®

Some of the affected diplomats
have sought legal remedies to get com-
pensation from the government. Mr.
Zaid, who is a lawyer representing some
of them, stated: “It’s sort of naive to
think this just started now”.. Globally,
he added, covert strikes with the potent
beams appear to have been going on for
decades’* Furthermore, the National
Security Agency gave Zaid ‘a statement
on how a foreign power built a weapon
“designed to bathe a target’s living quar-
ters in microwaves, causing numerous
physical effects, including a damaged
nervous system.

Congress recently awarded long-
term emergency health benefits to the
affected diplomats, thereby acknowl-
edging that their ordeal was serious,
significant, real, and not imagined.*®
Affected diplomats have been award-
ed a lump sum compensation between
$140,000 and $187,000 for hardship,
permanent injury received on duty, and
subsequent loss of employment.* More
details are contained in House of Repre-

sentatives passed Bill H.R.4914 on Au-
gust 3, 2021 that authorized the com-
pensation. The bill states as rationale:
“To impose sanctions against foreign
persons and foreign governments in re-
sponse to certain clandestine attacks on
United States personnel, and for other
purposes.”®® In particular it suggested,
“United States personnel have suffered
persistent brain injuries after being tar-
geted in attacks that have been increas-
ing in number, geographic location, and
audacity”™ The covert attacks would be
“continuing and [the] expanding scope
of these attacks has become a serious
security concern that is also undermin-
ing the morale of United States person-
nel, especially those posted at overseas

diplomatic missions.”>

The Investigations

The U.S. State Department tasked the
National Academy of Sciences (NAS)
to advise on how U.S. diplomats could
be protected. A standing committee
with 19 scientists led by David Relman,
a professor of microbiology at Stan-
ford University, reviewed and studied

45 Meyers and Perlez, “U.S. Diplomats Evacuated in China as Medical Mystery Grows.”

46 W. Broad, “Microwave Weapons Are Prime Suspect in Ills of U.S. Embassy Workers,” New York

Times, September 1, 2018.

47 Broad, “Microwave Weapons Are Prime Suspect in Ills of U.S. Embassy Workers.”

48 Reuters, “Havana syndrome” U.S. Diplomats Get Benefits in Spending Bill, Reuters, December 16,

49

50

51
52

2019, available at: <https://www.reuters.com/article/us-usa-budget-congress-diplomats/havana-
syndrome-u-s-diplomats-get-benefits-in-spending-bill-idUSKBN1YK24Z>.

Kylie Atwood, Katie Bo Lillis, and Jennifer Hansler, ‘Biden Administration to Compensate Some
“Havana Syndrome” Victims Up to $187,000; CNN, June 24, 2022, available at: <https://www.cnn.
com/2022/06/23/politics/havana-syndrome-victims-compensation/index.html>.

U.S. Congress, H.R.4914 passed on August 3, 2021, available at: https://www.congress.gov/117/
bills/hr4914/BILLS-117hr4914ih.pdf.

U.S. Congress, H.R.4914 passed on August 3, 2021, Section 2 (1).
U.S. Congress, H.R.4914 passed on August 3, 2021, Section 2 (13).
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the Havana syndrome and it produced
a final report that was declassified in
December 2020.* Although not ex-
plicitly asked to resolve the mystery of
the Havana syndrome, the committee’s
charter still included the investigation
of plausible mechanisms that could
have caused the reported symptoms.
The committee looked at directed radio
frequency energy, chemicals, infectious
agents, and psychological and social
factors.” The committee had access to
the clinical diagnoses of all victims by
the NIH and interviewed eight of them.
Sound as a mechanism was apparently
ruled out early on by the committee as
there is no discussion of sonic weapons
in the report. Chemicals were ruled out
because the observed symptoms were
not consistent with exposure to some
kind of nerve agent or pesticide.® Bio-
logical agents were ruled out on simi-
lar grounds. The committee considered
delusions and hallucinations that may
have been caused by stress but conclud-
ed that “[t]he acute initial, sudden-on-
set, distinct and unusual symptoms and
signs described in some affected DOS

personnel (see Section 3 and CDC Re-
port) cannot be ascribed to psycholog-
ical and social factors in the absence of

patient-level data”>

They suggested that “many of
the cognitive, vestibular, and audito-
ry effects observed in DOS personnel
are most consistent with modulated,
or pulsed, RF biological effects,” citing
Soviet/ Russian research on pulsed and
continuous RF energy on humans.”
Notably, the report described a lack of
comparable U.S. research regarding RF
energy on humans and the NAS com-
mittee did not have access to classified
research.”® The report points at known
RF effects such as the

“perceived clicking sound within
the head even when the ears were
covered, a perceived force/pres-
sure sensation within the head
and on the face, perceived spatial
localization and directionality of
these perceived phenomena and
other loud sounds, hearing loss,
tinnitus, impaired gait and loss
of balance, as well as the absence
of heating sensation and absence
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of observed disruption of elec-
tronic devices in the immediate
environment.””

The microwave hearing or Frey-ef-
fect mentioned in the report was first
discovered in the 1940s and has been
documented in scientific research since
1962.%° Pulsed RF frequencies above
5kHz can stimulate the cochlea similar
to auditory stimuli and can cause buzz-
ing, clicking, and chirping sounds, as
well as tinnitus, all of which was report-
ed by Havana Syndrome victims.®' Re-
ferring to other studies in the field the
report states: “Pulsed RF effects on the
nervous system can include changes to
cognitive..., behavioral..., vestibular...,
EEG during sleep..., and auditory...
function in animals and humans.®

The findings of the NAS report
are also in line with older research con-
ducted on nonlethal technologies by the
Department of Defense from the 1990s,
which described the Frey effect and
other thermal microwave effects, such
as disorientation, disruption of mem-
ory, hearing loss, and brain damage.

Thus, the NAS report goes beyond the
older research in the sense that it is one
of the rare times when the bioeftects of
RF energy are scientifically acknowl-
edged in western mainstream science.
The findings are in line with the grow-
ing recognition in the Western scien-
tific community that electrosensitivity,
which has the widely acknowledged
symptoms of headaches, tinnitus, dizzi-
ness, tinnitus, and cognitive defects, is a
physiological and not a psychosomatic
condition. This means that RF exposure
at levels that are officially considered
safe can harm some people, which can
be also objectively tested.*

The JASONSs, the FBI, the CDC,
CIA, and ODNI have conducted sepa-
rate investigations and their conclusions
vary. The report by the DOD scientific
advisory group JASON was published
relatively early in 2019 essentially dis-
missed RF and microwaves as a source
and instead suggested the recorded
sounds matched those of crickets.®® The
FBI was sent to Cuba to investigate the
cases after the affected diplomats had
left and had the FBI Behavioral Analysis
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Unit conduct an assessment of the vic-
tims. They concluded that they suffered
from mass psychogenic illness, but the
FBI had not actually spoken to any of
them, nor did they consider the physi-
ological symptoms.* The FBI has since
acknowledged that some of their agents
have symptoms consistent with the Ha-
vana Syndrome.” The CDC released
a report on the Havana Syndrome in
late 2019, which merely reviews the
research undertaken by the University
of Miami, the University of Pennsylva-
nia, and NIH regarding 95 documented
cases. It concluded that “the evaluations
conducted thus far have not identified a
mechanism of injury”®®

An interim report by the CIA
suggested that foreign governments are
unlikely to be responsible for the Ha-
vana Syndrome. According to Politico,
the report stated ‘that the vast majority
of reported cases can be explained by
medical, environmental or technical
factors—including previously undiag-
nosed illnesses—and that it is “unlikely”
that a malicious state actor is inflicting

purposeful harm on U.S. diplomats on
a far-reaching, worldwide scale!®® The
CIA seems to have backpaddled a bit
from its initial conclusions. CIA Direc-
tor Burns suggested that the Havana
Syndrome was “real,” that the role of for-
eign actor has not been ruled out, and
that the investigation was ongoing.”

Finally, a report produced by
an ODNI IC Experts Panel on Anom-
alous Health Incidents claimed in the
declassified Executive Summary that
“[t]he signs and symptoms of AHIs are
genuine and compelling” that “cannot
be easily explained by known environ-
mental or medical conditions,” and that
“[plulsed electromagnetic energy, par-
ticularly in the radiofrequency range,
plausibly explains the core characteris-
tics”’! James Giordano, an expert in the
field of military neuroscience, similarly
suggested that

“[tJhe most likely culprit here
would be some form of elec-
tromagnetic pulse generation
and/or hypersonic generation
that would then utilize the ar-
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chitecture of the skull to create
something of an energetic am-
plifier or lens to induce a cavi-
tational effect that would then
induce the type of pathologic
changes that would then induce
the constellation of signs and
symptoms that were seeing in

these patients.””

Brain scans of several of the victims
have indicated concussion, as well as
other symptoms that are consistent with
a DEW attack.”” Another rationale as to
why some analysts and commentators
believe that the Havana Syndrome may
be caused by a deliberate attack is that
it would not be the first time U.S. diplo-
mats and intelligence officers have been
subjected to covert electromagnetic ex-
posure.”

Echoes from the Past

U.S. diplomats were subjected to micro-
wave bombardment from the 1950s to
the mid-1970s. The CIA conducted rou-
tine bug sweeps in the new U.S. embassy

and detected the so-called Moscow-Sig-
nal as early as 1953. A single microwave
beam from an apartment building on
the opposite side of the street radiated
the embassy with no clear regularity. By
the late 1950s the signal became contin-
uous.” By 1962 it was discovered that
the microwaves were targeting specifi-
cally the offices of the ambassador and
top intelligence officials.” The frequen-
cies used by the Soviets varied and were
in the range of 2 GHz and 7 GHz with a
maximum intensity of 0.005 milliwatts
before May 1975.”7 The State Depart-
ment kept the matter secret from the
embassy employees but made a series of
diplomatic protests over the microwave
exposure, starting from 1967.7%

The Moscow signal was first pub-
licly reported by Jack Anderson in 1972
with the speculation by the CIA that the
Soviets might try to “brainwash” U.S.
diplomats.” The microwave radiation
increased dramatically in intensity from
1973, which was said to have resulted
in direct physical harm and the psy-
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chological trauma of U.S. embassy per-
sonnel.** In some areas of the embassy
the EMF exposure had increased from
an average 0.001 milliwatt (mW) per
square centimeter to up to 0.018 mW/
cm?, prompting the State Department
to block the microwaves with alumi-
num screens in early 1976.%' Reported-
ly, many U.S. diplomats in the Moscow
embassy suffered from ill health and
several died from cancer, including two
U.S. ambassadors. Ambassador Stoes-
sel eventually threatened to resign over
the concerns of his staff, and he even-
tually died ten years later of leukemia
in 1986.% However, the RF exposure
was well within the levels of what was
considered safe, both in the U.S. and
the Soviet Union—the U.S. standard is
10 mW/ cm?, adding to the mystery.®’

Johns Hopkins University com-
pleted a study on the Moscow signal in
1978, known as the Lilienfeld study and
found no evidence of a higher cancer
rate among U.S. personnel. A study by
John R. Goldsmith that reviewed the
Lilienfeld study suggested that there
were problems with the methodology

and that the study may have been bi-
ased from the start due to the U.S. De-
partment of State funding it and trying
to avoid ethical and legal responsibility
for keeping the microwave exposure se-
cret from embassy personnel.®

At the time, there were three ma-
jor theories as to why the Soviets radi-
ated the U.S. embassy with microwaves:
1) they tried to disrupt U.S. electronic
surveillance equipment and activi-
ties from the embassy; 2) they tried to
eavesdrop on the U.S. embassy; and 3)
they tried to psychologically, behavior-
ally, or physiologically affect the U.S.
diplomats.*” The Moscow Signal result-
ed in Pentagon-funded research into
biological and psychological effects of
RE codenamed Project Pandora, from
1965 to 1970.% The eventual findings
of Project Pandora were inconclusive.”
The true motivations of the Soviets
have remained a mystery, although they
themselves admitted to the microwave
irradiation of the embassy and suggest-
ed that it was for the purpose of inter-
fering with electronic equipment at the
embassy.** Russian military authors

80 R.Evans and R. Novak, “The Microwave Affair,” Washington Post, March 8, 1976, A19.
81 New York Times, “Embassy Radiation Is Cut in Moscow;” New York Times, April 26, 1976, 5.
82 J.C.Lin, “The Moscow Embassy Microwave Signal,” Radio Science Bulletin 363 (2017): 90-93.

83 J. Martinez, “The “Moscow Signal” Epidemiological Study, 40 Years On, Reviews on Environmental
Health 34, no.1 (2019): 13-24. doi:10.1515/reveh-2018-0061, 14.

84 J.R. Goldsmith, “Balancing the Interests of Patients, Science and Employees: Case Study of RF (Mi-
crowave) Exposure of US Embassy Staff in Eastern European Posts,” The Science of the Total Envi-

ronment 184 (1996): 87.

85 Reppert, “Zapping an Embassy: 35 Years Later, the Mystery Lingers”

86 Jacobsen, Phenomena, 75.

87 R. Beeston, “Russian Micro-waves Plan “to Drive U.S. Envoys Mad,” London Daily Telegraph, May
11, 1972; Anderson, “Brainwash” attempt by Russians?’

88 James Schumaker, “Before Havana Syndrome, There Was Moscow Signal,” Foreign Service Journal

(January/ February 2022), available at: <https://afsa.org/havana-syndrome-there-was-moscow-sig-

97



Global Security and Intelligence Studies

have suggested that Russia/ the Soviet
Union had developed electromagnetic
weapons that interfered with the brain
and central nervous system, a class of
weapons that had been previously re-
ferred to as “psychotronic weapons.™®

The Potential Objectives
Behind the “Health Attacks”

ssuming that the Havana Syn-

drome is caused by deliber-

ate attacks using a weapon or
mechanism that remains unknown to
the public and the Western scientif-
ic community, the question then be-
comes: who is responsible and what is
the intent behind the attacks? The 5GW
or cognitive warfare framework may
be able to provide some direction. A
secret weapon that has effects not im-
mediately observable and that are am-
biguous enough to be blamed on other
causes is perfect for attacks that are co-
vert and almost completely deniable. As
argued by Abbott, “[a] fifth Generation
War might be fought with one side not
knowing who it is fighting. Or even, a
brilliantly executed 5GW might involve
one side being completely ignorant that
there ever was a war.® David Ignatius
also observed that “[t]hese mysterious

nal>.

attacks are a policymaker’s nightmare.
You can’t accuse another country of
warlike assaults without solid facts;
the Iraqi WMD fiasco taught a genera-
tion of intelligence analysts that lesson.
But if you don’t hold rogue actors ac-
countable, how do you deter future at-
tacks?”" If Russia or another actor had
NeuroStrike weapons at their disposal,
then they could be used for achieving a
number of different objectives.

Deniable Attacks as Retribution

The covert attacks on US government
personnel overseas, and in a few cases
domestic, could amount to what Mar-
tin Libicki has described as non-obvi-
ous warfare, which seems to overlap
with the concept of 5GW. The purpose
of covert attacks may be signaling to
the other side: “if you do this bad things
will happen to you”* The difficulty in
this approach is obviously that an am-
biguous signal could be misunderstood
by the recipient and/or could be falsely
attributed to an innocent party. At this
point it is mere speculation, but Russia
may have both a motive and the capa-
bility for such kind of a covert attack.”
The timing and locations of the attacks
may provide more clues.
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The U.S. diplomatic relationship
has soured since 2012 when Putin re-
turned to the presidency. The Russians
have complained that the “color revo-
lutions” in Eastern Europe and in the
Middle East were instigated by Western
governments and their proxies in or-
der to advance U.S. geopolitical objec-
tives. In particular, the Russian govern-
ment has accused the West of seeking
to destabilize Russia in order to install
a pro-Western regime in Moscow and
potentially divide Russia so that it be-
comes geopolitically insignificant.” The
Russian government believes that it is
under an informational attack by the
West.”> Hence, the Russian government
may consider it a just response by at-
tacking individuals associated with the
U.S. government and key U.S. allies, in
particular diplomats and intelligence
personnel.

The attacks seemingly started in
Cuba at a time when the diplomatic re-
lationship between the U.S. and Cuba
started to improve under the Obama
administration.” Given the long-last-
ing ties of Cuba and Russia, which en-
dured even after the collapse of the So-
viet Union, it is likely that Cuba would
be a suitable location for Russian intel-
ligence to target U.S. diplomats as the
Cuban government would not interfere
with such actions. Conducting attacks
against U.S. diplomats outside of Russia

>

would provide the Russian government
with plausible deniability. At the same
time, conducting attacks in the country
of a Russian partner can still send the
intended message, namely that Russia
disapproves of U.S. diplomacy and seeks
to punish the U.S. by attacking U.S. per-
sonnel involved in the planning and im-
plementation of U.S. foreign policy.

Disruption of US Foreign Policy

A second reason for the covert attacks
could be that the Russian government
seeks to disrupt U.S. foreign policy.
First of all, diplomats and intelligence
officers who get cognitively impaired
are no longer able to do their job well.
They have to leave the countries they
have been posted to, which can disrupt
the conduct of U.S. foreign policy. The
more U.S. government personnel is
harmed, the more difficult it becomes
to find qualified personnel to fill posi-
tions in certain locations, especially if
it becomes widely known that there is
high risk of harmful exposure of some
kind. The U.S. Department of State had
to offer diplomats the highest rate for
hardship and cut stuft from 54 to 18 at
the U.S. embassy in Cuba and the CIA
shut down their station in Havana com-
pletely in 2017.”” The Havana Syndrome
allegedly “dramatically hurt” morale
in the diplomatic service and affected
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recruitment’ for the foreign service.”®
Over a thousand U.S. personnel has
been affected with at least some suffer-
ing permanent injury or disability.*”

Particularly concerning are at-
tacks that seem to target U.S. personnel
in the proximity of senior officials or at
locations close to the offices of the U.S.
political leadership such as in Washing-
ton, DC. For example, an unnamed se-
nior NSC staffer in the Trump admin-
istration claims to have been covertly
targeted with a DEW near the White
House in an attack that lasted sever-
al minutes and caused him to believe
that he would die.!™ Another incident
involved a CIA officer, who was travel-
ling with CIA Director William Burns
to India when he suffered a mysterious
health condition consistent with the
Havana Syndrome."”" A diplomat vis-
it of Vice President Kamala Harris to
Vietnam was delayed for several hours
due to the occurrence of a potential
covert attack on two U.S. personnel
at the Hanoi embassy, who had to be
medevacked.'”

It is fair to say that the Havana
Syndrome has already impacted U.S. di-
plomacy due to disruptions caused by

diplomats who have to be sent home
because of unexplained illnesses they
suffer in the country, the impact on
morale and recruitment for the foreign
service, and due to the perceived threat
to senior U.S. officials, whose visits to
certain foreign countries may put them
at a higher risk.

Deception

The attacks could be conducted in a
manner as to implicate an innocent
third party in order to damage U.S. dip-
lomatic relations with a particular state
or even cause a conflict between two
states. Most commentary that suggests
that the Havana Syndrome is caused
by deliberate attack with an unknown
type of DEW point towards Russia as
the most likely culprit.'® What if the
Russian government was innocent and
some other party is responsible? The
concept of so-called false flags has re-
ceived some attention in relation to
both the conflicts in Syria and Ukraine
with both sides alleging that the other
side carried out attacks that they then
blamed on the enemy. It has been also
claimed that “[tJhe Kremlin’s comfort
with trafficking fabricated intelligence
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and using false flags as pretexts for co-
ercive acts reflects a well-established
track record”'* This suggests that false
flags are used by major powers and can
shape narratives and perceptions.

Libicki explored the strategic
utility of false-flags: “if an attacker can
persuade the target that it was hit by
a third party, it may catalyze conflict
that will be to the attacker’s advantage.
A non-obvious Taiwanese cyber attack
on the United States during a crisis
with China, for instance, might put the
United States at odds with China and
thus more likely to support Taiwan.”'®
Libicki also suggested that covert and
unattributed attacks can be carried out
for narrative effect: “if the attacker is
unknown, or at least unclear, then the
focus of the story is necessarily on why
the target was attacked—and may well
dwell on what the target did to deserve
the attack or why the target could not

secure itself’1%

Perhaps a third country is trying
to implicate Russia as the culprit for
these covert attacks in order to instigate
a conflict between the U.S. and Russia
that could benefit the true aggressor. If
the Havana Syndrome are a false-flag of
some kind, the likely perpetrator would
be China for a number of reasons: 1)

China likely has the technology for a
NeuroStrike weapon as its research ac-
tivity in the field of high-powered mi-
crowaves would dwarf both U.S. and
Russian research;!%” 2) a war or intensi-
fied competition between the U.S. and
Russia could work in China’s favor as it
would weaken both the U.S. and Russia;
and 3) the Chinese government seems
to have embraced an unrestricted war-
fare approach that includes illegal and
covert means for attacking the U.S.

It is important not to overlook
non-state actors as potential perpetra-
tors. According to 5GW theory non-
state actors could be empowered by
new technology or could be able to uti-
lize state-like capabilities that they ei-
ther stole from a state actor or received
from a state actor in order to function
as their proxy for reasons of deniabil-
ity. As Hammes pointed out: “The an-
thrax attacks provided stark evidence
that today a single individual can attack
a nation state”'® DEW are not in prin-
ciple out of reach for non-state actors.
In fact, non-state actors have already
used simple DEWs such as blinding
lasers, which was pointed out in the
recent “Directed Futures 2060 study
of the Department of Defense.!” This
means, that although a DEW that can
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covertly injure personnel in a manner
that is hard to detect and protect against
would be very difficult to develop, it is
not outside of the realm of possibility
that a non-state actor could have some-
how acquired this capability and use it
for the pursuit of their own objectives.
A conceivable objective could be that a
non-state actor wants to make the U.S.
government look weak and helpless in
the face of an unknown and unattrib-
utable threat, which could delegitimize
the U.S. government in the eyes of the
world when seemingly unfounded alle-
gations are made against other govern-
ments and contribute to general politi-
cal paranoia and instability in the U.S.
As McIntosh argued, “[i]fa 5GW is suc-
cessful, a target state will have so lost its
legitimacy that it cannot be certain of

anyone’s primary loyalty.”!'

Conclusion

revious attempts of explaining

the Havana Syndrome away as

noise produced by crickets, mass
psychogenic illness, or health issues
with no external cause, have become in-
creasingly unconvincing and should be
discarded. The great majority of studies
and informed commenters make it clear
that the Havana Syndrome must be in-
vestigated further in order to properly
understand the causes and potentially
attribute the attacks in order to deter

future attacks. If the Havana Syndrome
is caused by a deliberate attack against
U.S. and Canadian personnel, the ques-
tion becomes what is the intent behind
the attacks and what would be a suitable
framework for understanding the stra-
tegic objectives of the aggressor?

It has been argued in this paper
that covert attacks with an unknown
DEW can be understood as 5GW,
which is a mode of conflict short of
open war that relies on secrecy, decep-
tion, and influence “in order to make
the enemy do our will,” using a mini-
mum amount of force.!'! In 5GW, “[t]
he conflict is not to conquer the state,
or divide the state, but to undermine
the state”!!* The covert attacks leverage
secret NeuroStrike weapons that utilize
Nano-Bio-Info-Cogno (NBIC) tech-
nologies for attacking the brain or men-
tal capacity of some U.S. diplomatic and
intelligence personnel. The motivation
could be revenge or ambiguous sig-
naling, an attempt to disrupt U.S. for-
eign policy, or an attempt to implicate
a third party in order to cause the U.S.
to initiate a war or intense competition
with that third party or to fuel paranoia
and make the U.S. government appear
helpless or reckless.

5GW is a war of information,
narratives, and perception. In its ex-
treme form it may target an adversary

ofU.S.DepartmentofDefense Directed Energy Technologies, (2021),availableat: <https://www.afrl.af.
mil/Portals/90/Documents/RD/Directed_Energy_Futures_2060_Final29June21_with_clearance_
number.pdf?ver=EZ4QY5MG5UK2LDdwiuPc6Q%3D%3D>, 20.

110 Daniel MclIntosh, “Transhuman Politics and Fifth Generation War,” in: Daniel H. Abbott, The

Handbook of 5GW, 82.

111 Daniel H. Abbott, “The xGW Framework,” in: Daniel H. Abbott, The Handbook of 5GW, 21.
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brain and mental capacity to more di-
rectly impact decision-making in a
manner that benefits the aggressor. The
uncertainty surrounding the Havana
Syndrome breeds paranoia across the
U.S. government and may cause pa-
ralysis as policymakers are unable to
properly comprehend and respond to
the threat. As long as the phenomenon
remains unexplained, the aggressor
enjoys a clear advantage since accusa-
tions can be easily denied and since the
attacked government is unable to take
any overt punitive action in response
to the covert attacks since they would
appear to be aggressor in the absence of
evidence of a prior attack.

The only way to change this sit-
uation is to provide incontrovertible

scientific evidence for a covert DEW at-
tack and to make this evidence public.
Any aggressor engaging in these covert
attacks would then be forced to either
stop them or face the consequences.
Unfortunately, any government that
possessed this technology would be un-
willing to publicly disclose its existence,
as this would severely limit the military
usefulness of the technology. The U.S.
may already have weapons that can
cause the effects associated with Hava-
na Syndrome and may have already se-
cretly deployed these weapons, accord-
ing to investigative journalist Nicky
Woolf.'"* As long as this dynamic is in
play it is unlikely that the Havana Syn-
drome will be solved by any official gov-
ernment body.
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