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ABSTRACT

Social media is becoming more and more integrated with everyday
life. Individuals around the globe use social media to stay connected
with family and friends, conduct business, market products, run po-
litical campaigns, and a myriad of other activities. Unfortunately, the
integration of social media with daily life is becoming so ubiquitous
as to numb users to the possibility that the companies controlling
our access to social media might be using the private information
gleaned from individual users to help spread misinformation/dis-
information (MIDI). This paper asks: How does the use of private
information by social media companies lead to the spread of misin-
formation or disinformation? Using a Grounded Theory approach
and examining three instances of social media companies accessing
users’ private information (Cambridge Analytica, Russian interfer-
ence in the 2016 U.S. Presidential Election, and the January 6™ in-
surrection at the U.S. Capitol), this paper interprets these incidents
to determine the extent of culpability of the company’s use of pri-
vate user information. The findings indicate a strong link between
these companies’ private, personal information use and the spread
of MIDI. The study finishes with policy recommendations and sug-
gestions for future research.

Keywords: social media; disinformation; cognitive warfare; adver-
tising; consent

Mentiras en las redes sociales: informacion privada
del usuario y difusion de informacion errénea y
desinformacion

RESUMEN

Las redes sociales estan cada vez mas integradas en la vida coti-
diana. Personas de todo el mundo utilizan las redes sociales para
mantenerse en contacto con familiares y amigos, realizar negocios,
comercializar productos, realizar campaias politicas y muchas otras
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actividades. Desafortunadamente, la integracion de las redes socia-
les con la vida diaria se estd volviendo tan omnipresente que insen-
sibiliza a los usuarios ante la posibilidad de que las empresas que
controlan nuestro acceso a las redes sociales puedan estar utilizando
la informacion privada obtenida de usuarios individuales para ayu-
dar a difundir informacion errénea/desinformacién (MIDI). Este
articulo pregunta: ;Cémo el uso de informacién privada por par-
te de las empresas de redes sociales conduce a la difusiéon de infor-
macion erronea o desinformacion? Utilizando un enfoque de teoria
fundamentada y examinando tres casos de empresas de redes socia-
les que acceden a informacion privada de los usuarios (Cambridge
Analytica, la interferencia rusa en las elecciones presidenciales de
EE. UU. de 2016 y la insurreccion del 6 de enero en el Capitolio de
EE. UU.), este articulo interpreta estos incidentes para determinar
el grado de culpabilidad del uso por parte de la empresa de infor-
macion privada del usuario. Los hallazgos indican un fuerte vinculo
entre el uso de informacion personal y privada de estas empresas
y la difusién de MIDI. El estudio finaliza con recomendaciones de
politicas y sugerencias para futuras investigaciones.

Palabras clave: redes sociales; desinformacidn; guerra cognitiva; pu-
blicidad; consentir
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Introduction

he meteoric rise of social me-

dia into the fabric of global so-

ciety over the past twenty years
has been unprecedented. Not since the
internet itself has technology become
as quickly intertwined with daily life.
The benefits of social media are well
documented: from connecting friends,
organizing advocacy groups, and com-
municating with victims of disaster, to
forums to share information and list-
ing employment opportunities, social
media offers a myriad of ways to help
society (George, Rovniak, and Kra-
schnewski 2013; Houston et al. 2015;
Sethi 2013). However, there is a darker
side: scammers, misinformation/dis-
information (called MIDI) campaigns
from individuals and nation-states, as
well other criminals all take advantage
of the unregulated and ubiquitous na-
ture of social media platforms.

Nevertheless, while these nefar-
ious individuals taking advantage of
social media represent a threat to the
everyday user, a bigger threat is just
starting to come to light, that of the so-
cial media conglomerates and corpora-
tions themselves. March through Octo-
ber of 2021, the U.S. Congress held the
first hearings of its kind investigating
the potential of social media compa-
nies using their respective platforms to
gather private information on custom-
ers, allow the spread of MIDI, and other
practices for which their users might be
unaware (“Disinformation Nation: So-
cial Media’s Role in Promoting Estrem-
ism and Misinformation” 2021). From
their inception, most of the companies

(e.g., Facebook—now Meta—, Twitter,
YouTube) took a “hands-oft” approach
with the argument that social media
were platforms of free speech, and all
voices should be heard (Brannon 2018).
But that began to change somewhat in
the 2010s as social media became plat-
forms for hate speech and radicaliza-
tion for groups such as white suprema-
cists and Islamic terrorists (Asongu and
Orim 2019).

Cries from politicians on both
sides of the aisle began to surface that
social media companies were support-
ing these violent organizations with
their absence of censorship. Facebook
CEO Mark Zuckerberg famously re-
sponded that social media’s role should
be dedicated to the free expression of
ideas (Abril 2019). These shouts from
politicians and the public were am-
plified during the COVID pandemic,
when Facebook and other platforms
were accused of either spreading MIDI
about vaccines or squashing alterna-
tive views on the efficacy of vaccines or
other medicines (Cascini et al. 2022).
During 2019-2021 in particular, the
role of social media platforms and the
spread of (at worst) deliberately fabri-
cated information or (at best) incorrect
information innocently passed along
started to come more into question.

The issue of social media com-
panies’ responsibility to help stop the
spread of MIDI has yet to resolve, nor
is it likely to be fully addressed in the
near term. Whether self-management
by the companies will come into play
or by government regulation will offer
changes remains to be seen; however,
the fact that these social media con-
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glomerates play some role in spreading
MIDI is undeniable. How these com-
panies attract and keep users staring at
computer screens and mobile phones is
often a closely guarded secret as it relies
on finely tuned algorithms that contin-
ue to evolve with the sole purpose of
keeping users glued to their electronic
devices. While it varies somewhat from
company to company, the end result
is that if users take part in social me-
dia platforms, their hosts subject them
to advertising specifically targeted to
users’ needs or wants (Brannon 2018).
By feeding users information that in-
centivizes them to keep viewing similar
information, social media companies
continue to generate revenue.

The other part of this model is the
collection of personal user information.
Few people read the ubiquitous “Terms
and Agreements” page when download-
ing a social media app, but buried in the
text is the acknowledgment that all ac-
tivity conducted by a user while using
an application is captured and stored
(Thompson 2015). While things like
names, dates, and photos seem obvious,
many of today’s users would be shocked
to know that social media companies
capture minute granular information
such as how long a user stays on a par-
ticular story or video, the content that
they “like” or comment on, the type of
cell phone they are using, and time of
day when browsing through various
stories/postings (Lee and Willett 2021).
This private information is captured,
analyzed, and often used for targeting
advertising, algorithm fine-tuning, or
possibly even sold to other companies
(Lee and Willett 2021)

Following this line of thinking,
it stands to reason that personal user
information gathered by social media
companies is somehow, at least partial-
ly, responsible for the spread of MIDI.
This leads to the query addressed in this
paper, how does the use of private in-
formation by social media companies
lead to the spread of misinformation or
disinformation? Ultimately, this study
hypothesizes that social media compa-
nies use of private information has a
significant and measurable impact on
the spread of disinformation and mis-
information due to targeting algorithms
and social media companies’ financial
incentives.

Purpose Statement

This research aims to bring attention to
the growing problem of disinformation
and misinformation being spread by
social media companies use of custom-
ers’ personal and private information. It
is presumed that the spread of MIDI is
universally acknowledged to be a neg-
ative consequence of the growth of so-
cial media over the past decade. What
current research has not addressed is
how companies are using individuals’
private information to help support
the spread of MIDI. Investigations into
how this occurs, and the ramifications
of the use of private information for
the spread of “bad” information, will
ultimately help academics further un-
derstand the far-reaching impact of the
use of private information as well as aid
policymakers in possible regulatory ap-
proaches to help stem the rising tide of
a possible increase in spreading MIDI
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by all types of individuals, whether
their motives are criminal or to influ-
ence nation-states.

Consider Facebook’s role in the
spread of antivaccine rhetoric. Re-
searchers from a U.S.-based human
rights nonprofit organization ran a
two-day test with brand new Facebook
accounts to see how quickly Facebook’s
algorithm sent them down an antivac-
cine “rabbit hole” (Avaaz 2021). One
account searched for the word “vac-
cine” and liked pages recommended
to the account, including antivaccine
content, while the other liked a sin-
gle well-known page that shared anti-
vaccine content (2021). In both cases,
the researchers found that Facebook’s
“you may also like” recommendations
included antivaccine content marked
with Facebook’s warning label for
misinformation about COVID-19 or
vaccines (2021). During the two-day
course of the research, Facebook rec-
ommended over 109 antivaccine pages,
with a total of 1.4 million followers to
the two accounts (2021). This small test
demonstrates the concerning pattern
Facebook has of promoting disinfor-
mation and misinformation to raise the
engagement numbers and increase ad-
vertising revenue.

As another example involv-
ing antivaccine rhetoric, the Center
for Countering Digital Hate (CCDH)
found that over 65% of the disinfor-
mation about COVID vaccines seen on
Twitter and Facebook came from what
they coined “the disinformation dozen”
(CCDH 2021). Previous research found
that social media platforms consistent-

ly failed to act on 95% of COVID and
vaccine disinformation reported to the
platforms (2021). This includes Face-
book’s failure to remove posts sharing
content from the Disinformation Doz-
en, such as YouTube videos. As of July
2021, half of the YouTube channels
identified by the CCDH were still avail-
able, searchable, and posting more con-
tent (De Vynck and Lerman 2021). The
failure to act on known disinformation
indicates the platforms lack significant
incentives to remove such information.

Literature Review

Research into social media and its im-
pact on culture, community, and so-
ciety is nascent but growing rapidly.
Entire journals are now dedicated to
investigating social media and its im-
pact on the psychological, sociological,
cultural, and political aspects of global
society (e.g., see Social Media + Society,
Journal of Digital & Social Media Mar-
keting, and Journal of Social Media and
Society). This blossoming field of inqui-
ry is currently “finding its way” toward
consensus on various issues, includ-
ing the psychological impact of social
media on adolescents (Smith, Leonis,
and Anandavalli 2021), the use of so-
cial media in intelligence/military op-
erations (Sufi and Alsulami 2022), and
business development (Tourani 2022).
While these various topics are relevant,
because of the broad spectrum of aca-
demic discourse available, it is neces-
sary to narrow the literature down ac-
cordingly; therefore, the research posed
by this paper will focus on social media
and the intersection between private in-
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formation and its use in the spread of
MIDI by companies.

The literature surrounding the
specific aspects of privacy, social me-
dia, and MIDI is broad. However, this
study has three themes of interest:
personal information privacy, MIDI,
and fact-checking within social me-
dia. While the academic debate is still
ongoing regarding these themes, some
thoughts can be generalized.

Personal information/Privacy

As users scroll through Facebook, they
can reshare content, create new posts
with text or images, react to posts us-
ing emojis, “like” or “dislike” postings,
leave comments, or send messages to
other users (Franz et al. 2019). Each of
these actions creates data (2019). Data
includes three types: data the user gives
voluntarily, purchased data (from a
data broker or other organization), and
auto-generated data like user analytics
(psychological profiles created from
what a user interacts with or quizzes
they take) (Unger 2020). Unger takes
the approach that the absence of person-
al data privacy protection is the “root
cause” of MIDI (Unger 2020, 309). He
argues that there is a systematic effort,
particularly in political campaigns, to
spread MIDI based on the lack of data
privacy protection (Unger 2020).

Data privatization may offer dif-
ferent levels of anonymity to varying
degrees of success. In Ghazaleh Beigi’s
Ph.D. dissertation, she concurs to an ex-
tent with Unger but draws out a different
conundrum, that of privacy vs. utility
(Beigi 2020). She used several meth-

ods to anonymize a set of social media
users data. Despite anonymizing the
structural and textual aspects of a social
media data set, the Athd-Improved al-
gorithm reidentified at least 56% of the
users in the anonymized dataset (Bei-
gi 2020). This research demonstrates a
lack of ability to successfully anonymize
to the level needed to maintain privacy
and utility. This leads to the question of
whether users understand the value of
their data or the need for data privacy.

A 2019 survey of 2,416 Ameri-
cans found that the median consumer
would pay only $5 a month for data pri-
vacy but would want an $80 purchase
price before being willing to share that
data (Winegar and Sunstein 2019). The
researchers surmised that the high dis-
parity between “willingness to pay” ($5)
and “willingness to accept” ($80) illus-
trates a significant lack of understand-
ing, on the consumers’ behalf, about the
worth of their data privacy (2019). This
disparity constructs the current para-
dox of consumers valuing their priva-
cy when offered to them but showing
a lack of inclination to add privacy to
their budgets.

A survey of 530 university re-
spondents by Gary Hunter and Ste-
ven Taylor found that the more people
value anonymity, the more likely they
spend time on social media. Although,
respondents who particularly valued
seclusion and privacy spent less time on
social media (Hunter and Taylor 2019).
While this survey was small, it may pre-
dict similar patterns within the general
population. The next question is wheth-
er options exist for those valuing priva-
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cy to limit the use of their data by others
effectively.

Misinformation and Disinformation

Misinformation is false, erroneous, or
incorrect knowledge or evidence; ac-
tors spread misinformation due to mis-
takes, errors, or false beliefs in good
faith (Wilczek 2020). Disinformation
poses as a more nefarious cousin to
misinformation, where malicious ac-
tors intentionally spread malicious in-
formation to cause harm or achieve
objectives (Wilczek 2020; Baptist and
Gluck 2021). Disinformation consists
of everything from false stories and
deceptive advertising to government
propaganda websites impersonating
more reputable information sources
(Goldstein 2021; Fallis 2015). Disin-
formation is deliberate, whereas misin-
formation stems from incorrect beliefs
or mildly obscured truths (Goldstein
2021; Li and Li 2013). For example, a
state-sponsored messaging campaign
to promote falsehoods about vaccine
harm would constitute disinformation,
but in misinformation, a person would
share a meme from the disinformation
campaign in good faith, fully believ-
ing what they read and shared (Barnes
2021; University of Washington 2021).

Fact-Checking

Fact-checking is the effort by an orga-
nization to verify the veracity of infor-
mation from sources. Fact-checkers can
be in-house or contracted out and have
long been a staple of traditional jour-
nalism (Cotter, DeCook, and Kantha-
wala 2022). In recent years, in part to

appease politicians and an ever-grow-
ing skeptical public, social media com-
panies and other less well-known infor-
mation dealers have started to employ
fact-checkers to help them establish
some boundaries on published infor-
mation. These fact-checkers can be au-
tomated, which comes with its own set
of problems.

Cotter et al. state that “..ensuring
that the global public are well-informed
requires assurance that platform fact-
checking functions effectively and in
the public’s best interest” (Cotter, De-
Cook, and Kanthawala 2022, 1). Gen-
erally, people think of fact-checking as
a positive step in the quest for unadul-
terated information published in social
media and other venues, but questions
remain as to the standards (which vary
from company to company) and in-
tent (Cotter, DeCook, and Kanthawala
2022).

Dubois et al. take a similar ap-
proach by demonstrating how the em-
ployment of fact-checkers helps elim-
inate the “echo chamber” effect often
seen as the root of the problem of social
media (Dubois and Blank 2018). Du-
bois et al. further state that social me-
dia platforms generate trust for users by
employing fact-checkers, but until stan-
dards are created and met, user doubts
will remain (Dubois and Blank 2018).

Gaps

As mentioned earlier, plenty of re-
sources and research are available ex-
ploring privacy and social media. As
researchers begin to investigate the var-
ious aspects of this huge domain, they
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are making progress, but large gaps in
knowledge remain. Specifically missing
is how the privacy of personal informa-
tion is interrelated to the discussion us-
ing social media to spread dis/misinfor-
mation. This effort will address a piece
of that puzzle.

Methods

o investigate “How does the use

of private information by so-

cial media companies lead to
the spread of disinformation or mis-
information?” this paper undertakes
a qualitative study utilizing Grounded
Theory to examine several instances of
the spread of MIDI. Because research
into social media is relatively new and
accepted theories are rare, Grounded
Theory offers an excellent tool to help
discover commonalities and develop
theory. As Glaser and Strauss point out,
Grounded Theory offers outstanding
theory generation, especially in new
and emerging fields (Glaser and Strauss
2010).

The data used by this study con-
sists of three well-developed examples
of the spread of MIDI caused by social
media corporations using private infor-
mation. Descriptions of each instance
will begin with some general back-
ground information to inform the read-
er, followed by discussing the financial
incentive of the company. This is im-
portant: as stated earlier, the algorithms
used by social media corporations are
designed to keep users on their elec-
tronic devices to generate ad revenue.
More importantly, the longer an indi-
vidual is on their device using a social

media application, the more personal
data is generated, captured, and ulti-
mately used by the social media corpo-
ration. Thus, intimately tying financial
incentives to collecting personal infor-
mation. After discussing the financial
incentives, the section will conclude
with a discourse of the outcomes.

The researchers collected infor-
mation regarding the individual in-
stances from a variety of sources, in-
cluding mainstream news sources and
recent journal articles. They then com-
pared the different articles to ensure
consistency of the information. Each
instance was then reviewed numerous
times, using a cyclical methodology,
to tease out common themes and data
points. The ultimate goal was to deter-
mine if there were some commonalities
between the different instances that
could demonstrate social media com-
panies using personal information to
spread MIDI. The cases consist of the
Cambridge Analytica case, the Russian
interference in the 2016 presidential
election, and the insurrection attempt
on January 6, 2020.

Cambridge Analytica
Background

The political manipulation enabled by
loose data privacy in the Cambridge
Analytica incident pushed users into
different worlds in an extraordinary
way. Cambridge Analytica worked for
the Trump presidential campaign, us-
ing unique advertising theories com-
bined with incredibly personal data-
sets to shape their part of his campaign
strategy (Rosenberg, Confessore, and
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Cadwalladr 2018). The company used
the concept of “micro-targeting” to
profile individual users and target ads
to specific individuals based on these
psychological profiles across the whole
of the United States (ur Rehman 2019).
The personality profile application they
used had access to users’ Facebook data
and data from all their connections
even though none of the connections
agreed to share that data (ur Rehman
2019). The process used by Cambridge
Analytica involved users completing
the “thisisyourdigitallife” quiz (2019).
Cambridge Analytica then recorded
data from the quiz, the user’s profile,
and scraped the profiles of all the us-
er’s connections (2019). At no point
did this request permission or accep-
tance from the user’s connections for
their data, taking data from up to 87
million users (2019). Cambridge An-
alytica targeted users with ads specific
to their profile (2019). According to
a previous Cambridge Analytica em-
ployee, the company based ad target-
ing around 253 predictions about the
user’s personality (Hern 2018). Cam-
bridge Analytica crafted these ads and
messages using “dog whistles” to create
ads that meant something different to
each target group, swapping messages
around to have one effect on person X
and the opposite effect on person Y and
suppress voting intentions (2018). The
former employee, Christopher Wylie,
also stated that Cambridge Analytica
“absolutely” made use of fake news in
their tactics (BBC News 2018). Because
of the targeted ads created with uneth-
ically accessed personal information,
one can interpret that the campaign

essentially showed the voters two dif-
ferent sets of facts about candidates to
manipulate their votes. The MIDI came
into play with the content of the ads as
they preyed on specific users’ fears (as
understood from the 253 data points)
to show them false information with
the most impact on that user (Heawood
2018; BBC News 2018; ur Rehman
2019). Cambridge Analytica presented
something extra insidious by being less
obvious than fake news lacking person-
alization (Heawood 2018). Nonetheless,
Cambridge Analytica’s operation did
not last forever, and the company filed
for bankruptcy in spring 2018 (Confes-
sore and Rosenberg 2018). A U.S. Sen-
ate hearing on the matter ended with an
unprecedented $5 billion fine on Face-
book from the Federal Trade Commis-
sion (Hu 2020).

Financial Incentive

Although, on the surface, social me-
dia offers free connection with friends,
family, and acquaintances, therein lies
a strong profit motivation to connect
users data with advertisers. In 2018,
when Cambridge Analytica came to
light, Facebook had a worth of over
$540 billion (ur Rehman 2019). Out of
the $85.965 billion in revenue in 2020,
$ 84.169 billion (over 97%) came from
advertising (“Facebook - Financials”
2021). Based on those numbers, one can
assume a significant incentive for Face-
book to use data for advertising, regard-
less of privacy violations, since greed
makes a powerful motivator (Crusius,
Thierhoff, and Lange 2021). Those pri-
vacy violations ripen opportunities for
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exploitation via political manipulation,
as seen with Cambridge Analytica’s in-
fluence on the Trump campaign.

Outcome/Responses

Responses to Cambridge Analytica var-
ied considerably, but several surveys
showed it did affect public opinions on
data privacy. A small Israeli survey of 51
adults (half before and half after Cam-
bridge Analytica) noted a shift from
viewing data privacy as a commodity
to trade for services in the online world
or a fundamental right to something
one must give up to participate in the
online world and something that reg-
ulation cannot enforce (Afriat et al.
2021). Another US-based in-depth in-
terview study of 10 undergraduate stu-
dents found that although none chose
to leave Facebook permanently, several
reported a reduction in Facebook use
(Brown 2020). A New York Times ar-
ticle from a few weeks before the Sen-
ate hearing interviewed several people
who chose to leave Facebook perma-
nently - a decision many users found
difficult but necessary to protect their
privacy (Hsu 2018). Although these
three sources might have predicted an
adverse change in users for Facebook,
the financial disclosures show a con-
tinuously increasing profit since 2018
(“Facebook - Financials” 2021). Never-
theless, Cambridge Analytica is not the
only way Facebook’s use of data has en-
couraged false information.

Russian Exploitation of
Engagement Algorithms for
Election Interference

Background

During the 2016 election campaign cy-
cle, Russian operatives used Facebook
to target American voters with over 129
phony political events (Timberg and
Dwoskin 2018). Probably the most in-
teresting one Facebook exposed details
about was a double rally, planned and
advertised by two separately controlled
Russian Facebook groups (2018). The
Heart of Texas “Stop Islamization of
Texas” rally at the same time and place
as their planned “Save Islamic Knowl-
edge” rally hosted by the Russian-con-
trolled group United Muslims of Amer-
ica occurred on May 21, 2016 (2018).
Over 12,000 people viewed one paid
promotion, and 2,700 viewed the oth-
er (Bertrand 2017). Details about the
event came from the Senate Intelligence
Committee (2017). The Heart of Texas
page garnered over 225,000 followers,
allowed the group to purchase ads for
their events, and had real people show
up to the events before Facebook shut it
down (2017).

During the 2016 election cycle,
Facebook hosted more than 3,000 ads
about the U.S. presidential election cre-
ated and purchased by the Russian Inter-
net Research Agency (Isaac and Shane
2017). The Internet Research Agency,
or IRA, spreads Kremlin-linked disin-
formation and propaganda for Russia,
with various political aims linked to
Russian goals (Isaac and Shane 2017;
Permanent Select Committee on Intel-
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ligence 2018). Over 10 million people
saw these ads, with 44% seen before
election day and the remainder before
congress requested to see the ads in
2017 (Isaac and Shane 2017). This high-
ly coordinated, nation-state campaign
demonstrates how little vetting Face-
book gives to those who purchase ads
from the company.

Financial incentive

The revenue generation mechanisms of
social media are prone to spreading dis-
information by relying on user engage-
ment and viral content to garner reve-
nue through advertising (O’Neil 2021;
Walker, Mercea, and Bastos 2019). User
engagement metrics come from the
amount of time users are active on Face-
book, the content they look at, and what
they share, like, or comment on (Kim
2021). Facebook provides a particular-
ly potent example of how these metrics
feed into disinformation and misin-
formation spreading through their use
of engagement algorithms. The metric
of user engagement forms a particular
threat because it offers financial incen-
tives through advertising to psycholog-
ically exploit users and keep them look-
ing at the platform — since engagement
increases when users have an emotional
reaction to content, the algorithm feeds
users content they react to emotionally
(Unger 2020). The algorithm personally
curates each user’s feed based on the us-
er’s viewing habits, interactions, and en-
gagements with the platform (Oremus
et al. 2021). Facebook’s data collection
does not stop with platform interac-
tions either. The company uses cross
site tracking to see what users purchase,

login to, view, and interact with on their
browser (O’Flaherty 2021). Depending
on user settings, or if they have the app
on their phone, this tracking may even
extend beyond the browser to cross-ap-
plication tracking (2021). User settings,
browser type, and whether or not users
download the Facebook application can
impact this part of the data collection.
However, per Facebook’s data use pol-
icy, the only people who can opt out
of any private data processing are us-
ers protected by the European Union’s
General Data Protection Regulation,
but these protections are unavailable
to anyone else (Facebook 2022). This
means all other users are subject to
their data functioning as part of the en-
gagement algorithm. Taking this data to
target negative emotions appears to be
the most effective method of increas-
ing engagement. As noted by a recent
Washington Post article, “The theory
was simple: Posts that prompted lots
of reaction emoji tended to keep users
more engaged, and keeping users en-
gaged was the key to FacebooKk’s busi-
ness” (Oremus and Merrill 2021, 2).
98% of Facebook’s revenue generation
in 2020 came through advertising (SEC
2021). Keeping users on the platform
means they view more ads and increase
revenue.

Outcome/Responses

“The company’s data scientists con-
firmed in 2019 that posts that sparked
angry reaction emoji were dispropor-
tionately likely to include misinforma-
tion, toxicity and low-quality news.”
(Oremus and Merrill 2021, 2). “In-
ducing reliance on emotion resulted
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in greater belief in fake (but not real)
news stories compared to a control or
to inducing reliance on reason” (Mar-
tel, Pennycook, and Rand 2020, 1). As
seen by these sources, anger and misin-
formation based on user data form the
backbone of Facebook’s engagement
algorithm, which is how they stay in
business. Besides the examples of fake
news spreading, the most significant
outcome is users’ emotional reaction to
fake news.

January 6™
Background

The attempted insurrection on Janu-
ary 6th, 2021, and the associated social
media activity renewed interest and
attention to how social media affects
politics. A New York Times article from
a few weeks after the attack noted that
approximately 140 police officers were
injured, Officer Brian Sicknick died,
and a total of four other cops commit-
ted suicide after the events (Schmidt
and Broadwater 2021; Cameron 2022).
Consider how one news article noted
that former President Trump’s Tweets
fanned the flames of this attempt, and
another noted evidence of plans to at-
tack placed visibly on social media (Di-
lanian and Collins 2021; Miller, Jaffe,
and Nakhlawi 2021). This case study
starts with Twitter’s financial incentives
for pushing MIDI content to users, how
the algorithm works with private user
data, and then explores how this im-
pacted the insurrection.

Financial Incentive

In 2016, Twitter changed the way its
feed works from a reverse chronologi-
cal timeline to one created by a rank-
ing, or engagement, algorithm (Koum-
chatzky and Andryeyev 2017). This new
algorithm functioned similarly to how
Facebook’s algorithm works by gather-
ing user-specific data to create a per-
sonalized platform for each individual
(2017). Some of this user data is the
more public data such as likes, com-
ments, and posts (2017). Other pieces
of this data come from “[t]weets you
found engaging in the past, how often
and how heavily you use Twitter” and
data that most users may not even real-
ize Twitter is collecting — much less how
they use it to manipulate what things
the user sees first (2017). Unfortunate-
ly, this deep learning algorithm causes a
similar problem to that seen in the Face-
book engagement algorithm case study.
A 2018 article from the Brookings In-
stitute put it succinctly, saying, “we’re
more likely to react to content that taps
into our existing grievances and be-
liefs, inflammatory tweets will gener-
ate quick engagement” (Meserole 2018,
para. 10). A Cornell study estimated
Twitter had over 10.64 million tweets
and 35.84 retweets regarding election
fraud claims (Abilov et al. 2021). A Pew
Research study found that the average
top 25% of Tweeters receive one retweet
per month (Mcclain et al. 2021). Based
on the Cornell numbers, each tweet
about election fraud received rough-
ly 3.36 retweets (Abilov et al. 2021).
Retweets accounted for roughly 77% of
engagement regarding election fraud
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(2021). On average, only 49% of tweets
shared on Twitter are retweets, with an
additional 33% of engagement coming
from replies (Mcclain et al. 2021). Since
the Cornell study numbers do not in-
clude replies, this would suggest a high-
er-than-average secondary engagement
for election MIDI content (Abilov et al.
2021). As mentioned earlier, increased
engagement drives advertising which
forms 89% of Twitter’s revenue, ac-
cording to their fiscal year 2021 finan-
cial disclosures (Twitter 2022a). If the
election fraud tweets did indeed have
a higher engagement rate, then Twitter
would have a financial incentive to pro-
mote them above other tweets. Twit-
ter’s algorithm, based on engagement,
would also be more likely to promote
such tweets.

Twitter offers extremely limited
options for opting out of personalized
ads using such user data. This year, a
blog post from the company stated,
“Opting out of Twitter’s interest-based
ads won't stop you from seeing Twit-
ter ads altogether. For example, you
may still see ads on Twitter that are
personalized based on other informa-
tion, including what you Tweet, who
you follow, what type of phone you use,
where you are, and the links you click
on Twitter” (Twitter 2022b). A 2018 ar-
ticle from MIT found that advertising
may be responsible for as much as 75%
of fake news spread (Relihan 2018).

To summarize, private data leads
to social media companies (Twitter in
this case) figuring out what content
creates maximum engagement and
emotional responses, advertising reve-

nue incentivizes the company to create
maximum engagement, and maximum
engagement means pushing MIDI con-
tent to users. Election-related MIDI is
no exception to this cycle. In two exam-
ples, a member of the group the Proud
Boys and a Florida leader of a similar
group, the Oath Keepers, both stated
they went to the Capitol on January
6™ because Trump had told them to
be there (Feuer 2022). One of Trump’s
tweets on January 5" praised those who
had already traveled to the capital, stat-
ing, “Washington is being inundated
with people who don’t want to see an
election victory stolen by emboldened
Radical Left Democrats. Our Country
has had enough, they won't take it any-
more! We hear you (and love you) from
the Oval Office. MAKE AMERICA
GREAT AGAIN!” (Trump 2021).

Outcome/Responses

Shortly after the election, CISA (Cy-
bersecurity and Infrastructure Secu-
rity Agency) put out a joint statement
declaring, “There is no evidence that
any voting system deleted or lost votes,
changed votes, or was in any way com-
promised” (CISA 2020). According to
the Department of Homeland Secu-
rity, “The November 3™ election was
the most secure in American history”
(Al-Arshani 2020). Yet a Cornell study
collected over 7.6M tweets and 25.6M
retweets from 2.6M users related to vot-
er fraud claims, and by their estimates,
that was only 60% of the data (Abilov
et al. 2021). Former President Trump
himself tweeted over 300 times about
election fraud before Twitter suspend-
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ed him a few days after the insurrection
(Qiu 2020; Abilov et al. 2021). Twitter
cited incitement of violence and fear of
further incitement of violence among
their reasoning (Twitter 2021). His
Facebook posts on mail-in voting fraud
received roughly 3.8 million interac-
tions (Unger 2020). Twitter suspended
only 7.8% of accounts promoting such
MIDI at the time of the Cornell data-
set collection (Abilov et al. 2021). You-
Tube still had the top ten election MIDI
spreading channels, and all of the top
videos were online and visible as of Jan
11 (2021). The study found that such
claims, and the spread through social
media, undermined confidence in the
election and played a significant role in
the occurrence of the January 6™ insur-
rection (2021). This creates the same is-
sue as seen with Facebook, where emo-
tional reactions prompt engagement,
engagement feeds ad revenue, and
engagement is highest when the algo-
rithm presents dis- or misinformation
- creating a financial incentive to con-
tinue the behavior (Oremus and Merrill
2021; Unger 2020). Although it is im-
possible to know exactly how much of
the engagement regarding the election
fraud claims twitter’s algorithm drove,
it seems clear that it had an important
impact in fomenting the required emo-
tions and belief for people to show up to
the capitol on January 6" with intent to
stop election proceedings. This instance
exemplifies how Facebook and Twitter’s
engagement algorithms spread false in-
formation about the election being sto-
len and the impact it had on January 6™.

Bias and Limitations

Because of the secretive nature of social
media conglomerates and their pro-
prietary algorithms, getting exact data
and examples is extremely difficult.
This study relies heavily on secondary
sources to evaluate instances of compa-
nies” use of private information, which
can cause problems and inconsisten-
cies. Additionally, these instances used
in this qualitative study have yet to be
tully detailed and documented as new
information is coming to light almost

daily.

Results

ach case study demonstrated a
Edifferent violation of data pri-

vacy. Cambridge Analytica re-
lied on microtargeting from personal
datasets and psychological profiles,
including data taken from individuals’
connections (friends) without permis-
sion (Rosenberg, Confessore, and Cad-
walladr 2018; ur Rehman 2019). Face-
book’s engagement algorithm relies on
increased engagement as tracked by
user viewing habits, interactions, and
engagements with the platform - es-
sentially tracking every mouse click
and movement (Oremus et al. 2021).
This includes cross-site tracking, where
Facebook tracks purchases, logins, time
spent viewing articles clicked on from
Facebook posts, and other browser in-
teractions (O’Flaherty 2021). It may
also include cross-app tracking, de-
pending on user settings and whether
or not the user has the Facebook app
(2021). Twitter uses similar engagement
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data to Facebook, tracking clicks, views,
location, type of phone, and whom the
user follows without options to change
that tracking within the platform (Twit-
ter 2022b).

Conclusion

ombining the everyday use of

social media as a political mes-

saging platform with currently
available (and accurate) profiling al-
lows a new exploit for disinformation
campaigns that harm democratic in-
stitutions (Krafft and Donovan 2020).
Analyzing the evidence presented in
these case studies indicates that if an
informed electorate is a vital part of
democracy and advertising revenue
disincentivizes private companies to
encourage correct information, democ-
racy cannot continue to exist as it has
in the past. For years politicians have
used social media platforms to curate
semi-personal messages aimed at large
masses (Sobieraj et al. 2020). Although
disinformation campaigns are noth-
ing new, the methods enabled by data
privacy violations (personal profiling)
and the megaphones social media gives
users present a unique threat to de-
mocracy through the political incivili-
ty caused by these uses of social media
(Unger 2020).

At the time of this writing, the
congressional January 6™ committee is
still uncovering new information, the
COVID-19 pandemic has left lingering
effects and a society uncertain of where
it stands on mandatory vaccinations,
polio may be making a comeback, and
a new health threat, monkeypox, is

emerging (Plummer 2022; Cheng 2022;
January 6th Committee 2022; Haseltine
2022). Future research should consider
these latest variables and updated infor-
mation. Ideally, more information will
also come to light about how Twitter,
Facebook, YouTube, and other social
media giants use their algorithms.

As seen in the case studies, after
the platforms collate this data, they use
it to personalize advertising, increase
engagement, and increase advertising
revenue. Frequently, this comes at the
cost of spreading MIDI due to the emo-
tional reaction false information causes,
which leads to increased engagement.
The fake news then increases political
incivility, in some cases leading to civil
unrest based on falsehoods, which neg-
atively effects democracy.

Policy Implications

As mentioned earlier, the only excep-
tions Facebook applies to their data
handling are for users who fall under
the protection of the GDPR (Facebook
2022). The GDPR, or general data pro-
tection regulation, is a European Union
(EU) regulation that advertises itself as
the toughest in the world and includes
hundreds of pages of requirements ap-
plicable to any organization targeting
EU users or data related to EU citizens
(“Data Protection under GDPR” 2021).
The legislation offers consumer protec-
tions, including regulations regarding
obtaining consent for data process-
ing, what types of data companies can
process, and data transfer (“Data Pro-
tection under GDPR” 2021). This for-
ward-thinking legislation gives users
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a say in how their data is handled and
prevents scenarios like the case studies
discussed in this paper from occurring
by stopping the problems at the source
- the data.

As opposed to the protections
in the EU, data privacy legislation in the
United States is currently a patchwork
effort of minimal federal efforts and
some state laws, unlike the consum-
er protections offered in the European
Union. Although data broker sounds
like something from a sci-fi dystopia,
it is currently a billion-dollar industry
in the US. lacking necessary federal
regulation regarding the collection or
use of said data (Martin 2020). In the
United States, California passed the
California Consumer Privacy Act of
2018 governing knowledge about what
data businesses are collecting, options
to opt-out of data sharing, and the right
to delete personal information the busi-
nesses collected (“California Consumer
Privacy Act (CCPA)” 2018). Vermont
also passed H.764 to give consumers
the right to opt out of data collection
and the right to know more about data
brokers” collection practices (“Bill Sta-
tus H.764 (Act 171)” 2021). Current
federal regulations include the Health
Insurance Portability and Account-

ability Act or HIPAA (which applies to
healthcare data)(“Health Information
Privacy” 2015), and the Gramm-Leach-
Bliley Act (applied to financial data)
(“Gramm-Leach-Bliley Act” 2021).
In comparison with other data priva-
cy-conscious governments, the next
logical step would involve a compre-
hensive legislative effort for consumer
privacy protections at the federal level,
like the GDPR.

In addition to regulating data
privacy, congress should also consider
adopting ethical AI (Artificial Intelli-
gence) legislation to correct malicious,
ill-informed or negatively consequen-
tial Al Last year, the Department of
Defense mandated five principles to
ensure the ethical, legal, and safe use
of Al in warfighting and business ap-
plications (Hicks 2021). These include
ensuring Al is responsible, equita-
ble, traceable, reliable, and governable
(2021). In context of the social media
algorithms and the harm they cause the
most important of these is traceability
which would allow both the company,
and if congress mandated it, govern-
mental regulatory bodies to understand
how these algorithms work and ensure
they do not cause harm for individuals
or democracy as a whole.
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