
5

Balancing Privacy and Anti-Money Laundering 
Governance in the Era of Artificial Intelligence 

Anna Stallings1

Abstract

Wide-scale deployment of Artificial Intelligence (AI) makes bold 
predictions about more efficient ways of detecting financial crimes, 
including money laundering. Contrary to the established rules-
based systems checking simple transactions, AI anti-money laun-
dering (AML) systems require more data, raising questions about 
privacy rights because of fragmentation in privacy laws, data hacks, 
compliance challenges, and unlawful activities by insiders within fi-
nancial institutions. In comparison, autocracies have been prescrib-
ing data localization, dictating business practices by citing national 
sovereignty concerns. This research explores how adversaries could 
exploit privacy vulnerabilities, making this a global security chal-
lenge. Drawing on the lessons learned from the September 11 at-
tacks and the failure of imagination, this research investigates the 
global security dimensions and opportunities given the diffusion of 
AI systems. By employing qualitative secondary analysis and causal 
explanation techniques, this study answers how to balance privacy 
rights and AML governance efficiency in the era of AI.

Keywords:  Anti-Money Laundering, governance, privacy, lack of 
imagination, Artificial Intelligence

Equilibrio entre los derechos de privacidad y la lucha 
contra el lavado de dinero en la era de la inteligencia 
artificial

Resumen

El despliegue a gran escala de la Inteligencia Artificial (IA) hace pre-
dicciones audaces sobre formas más eficientes de detectar delitos fi-
nancieros, incluido el lavado de dinero. A diferencia de los sistemas 
establecidos basados en reglas que verifican transacciones simples, 
los sistemas de IA contra el lavado de dinero requieren más datos, 
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lo que plantea dudas sobre los derechos de privacidad debido a la 
fragmentación de las leyes de privacidad, los ataques de datos, los 
desafíos de cumplimiento y las actividades ilegales de personas in-
ternas dentro del sector financiero. instituciones. En comparación, 
las autocracias han estado prohibiendo la localización de datos, dic-
tando prácticas comerciales citando preocupaciones de soberanía 
nacional. Esta investigación explora cómo los adversarios podrían 
explotar las vulnerabilidades de privacidad, lo que convierte esto en 
un desafío de seguridad global. Basándose en las lecciones aprendi-
das de los ataques del 11 de septiembre y la falta de imaginación, esta 
investigación investiga las dimensiones y oportunidades de seguri-
dad global dada la difusión de los sistemas de IA. Al emplear análisis 
secundario cualitativo y técnicas de explicación causal, este estudio 
responde cómo equilibrar los derechos de privacidad y la eficiencia 
de la gobernanza ALD en la era de la IA.

Palabras clave: Lucha contra el blanqueo de capitales, gobernanza, 
privacidad, falta de imaginación, Inteligencia Artificial

在人工智能时代平衡隐私权与反洗钱

摘要

人工智能(AI)的广泛应用为关于“包括洗钱在内的金融犯罪
的更有效检测方法”作出了大胆的预测。与检查简单交易
的、基于规则的既定系统相反，人工智能反洗钱(AML)系统需
要更多数据，进而引发了有关隐私权的问题，这归因于隐私
法不完整、数据黑客、合规性挑战以及金融机构内部人员的
非法活动。相比之下，独裁国家一直禁止数据本地化，以国
家主权问题为由规定商业实践。本研究探究了对手如何利用
隐私漏洞，使其成为全球安全挑战。基于9·11袭击和缺乏想
象力所得出的教训，本研究调查了人工智能系统扩散情境下
的全球安全维度与机遇。通过应用定性二次分析和因果解释
方法，本研究回答了人工智能时代如何平衡隐私权与反洗钱
治理效率的问题。

关键词：反洗钱，治理，隐私，缺乏想象力，人工智能
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What is AML Governance? 

The United States took the lead 
in combatting illicit financing 
and money laundering by imple-

menting stricter controls on the global 
laundering of illegal funds. To address 
the growing threats related to money 
laundering, the Organization for Eco-
nomic Co-operation and Development 
established the Financial Action Task 
Force, a group of financial experts (Ab-
bott and Snidal 2000, 440). However, as 
the more recent 2022 National Strategy 
for Combating Terrorist and Other Illic-
it Financing shows, the threats continue 
to evolve, requiring updates to increase 
the detection of illicit movements. At 
the same time, deny illegal actors access 
to the U.S. financial framework (Nation-
al Strategy for Combating Terrorist and 
Other Illicit Financing 2022, 1-4). The 
scale and complexity are increasing. 

Divergent Views: Privacy in 
Democracies and Autocracies

Scholarly literature predicted how 
globalization and technology dif-
fusion might spawn global change. 

But, as argued by Drezner (2017), states 
are still the driving forces in how their 
policy preferences are enacted in all 
aspects of a society under the purview 
of the state. Setting policies falls under 
the jurisdiction of the nation-state, al-
though the approach may vary based 
on the government type (Drezner 2017, 
477-498). In contrast to earlier times, 
customers now share their personal in-
formation when making ordinary pur-
chases. Later, that email address may be 

sold to a data broker, often without the 
knowledge or recourse of a private cit-
izen (Federal Trade Commission 2014, 
1-110). This makes privacy much more 
critical in the era of AI. 

Evidence of rising disagreement 
over AML governance and data is ma-
terializing amongst the nations whose 
values differ. For example, Google and 
Apple are shifting their production 
from China to India or Vietnam (Wak-
abayashi and Mickle 2022). Since the 
Arab Spring in 2011, in which regimes 
were toppled by protestors organized 
on common social media sites, some 
nations have inserted greater control 
over technologies (Villasenor 2011). At 
the center of the contention is a country 
like China, which views data through 
a national security and political lens. 
Inserting greater control over technol-
ogies and data in those technologies 
ensures data localization, meaning the 
data stays on the mainland (Ng 2022). 
This differs from the United States ap-
proach, which relies on a fragmented 
sectoral model for privacy rights pro-
tections. Privacy is regarded as a fun-
damental human right by the Europe-
an Union. The collection, storage, and 
handling of private data are unique, as 
specified in the Human Rights Declara-
tion and the European Charter of Fun-
damental Rights (Cunningham 2012, 
651). As is shown above, privacy pro-
tections vary across the world. 

As argued by Gross (2017), the 
right to privacy in the United States 
originates from a source such as the 
Fourth Amendment of the U.S. Consti-
tution, which defines the right of indi-
viduals to be protected in their persons, 
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documents, homes, and effects against 
arbitrary searches and seizures. Admit-
tedly, when the Constitution was writ-
ten, technology was not as advanced, so 
privacy in technology was not a factor. 
The United States Congress approved 
the Electronic Communications and 
Privacy Act in 1986 because of techno-
logical developments. Technology has 
advanced, but the Act has not protected 
privacy rights as intended because it fo-
cuses on technology rather than public 
privacy concerns (Gross 2017, 73-92).

Instead, Fairclough (2016) con-
tends that the United States depends 
on a fragmented sectoral model to set 
the guidelines for how companies col-
lect, store, and oversee private con-
sumer data. In that, Congress passes 
thoughtfully conceived statutes that 
do not restrain the marketplaces of 
self-regulation. Then, the Federal Trade 
Commission and the Department of 
Commerce monitor businesses, relying 
primarily on industry standards. Enter-
prises and firms are assumed to abide 
by elusive industry standards and prac-
tices they construct and interpret. Sup-
porters of this approach argue that it 
helps the American business boom and 
that each sector knows best what works 
for them and their customers in today’s 
data-driven economy (Fairclough 2016, 
462-480). 

Anti-Money Laundering 
and Privacy in the Era of 
Artificial Intelligence

Most Americans are famil-
iar with HIPAA or FERPA, 
health privacy laws, or fam-

ily education rights and privacy laws 
(Klosowski, 2021). However, few know 
that the Gramm-Leach-Bliley Act of 
1999 governs how financial institutions 
manage customers’ data (FTC 2023). 
These are examples of sectoral privacy 
rights laws of the fragmented gover-
nance approach in the United States. 
Others criticize this method, arguing 
that weaker data privacy standards 
mean larger profit margins (Fairclough 
2016, 463-464). Despite privacy laws in 
place for individual states in the U.S., 
some states have exceptions where in-
dividuals are not notified if no financial 
harm is expected from the breach (Sa-
niuk-Heinig 2021). But that raises the 
questions of the breached data and how 
illicit actors could combine it with oth-
er personal data. Recent health research 
also highlights the challenges associat-
ed with healthcare breaches and inad-
equate protection of health informa-
tion. In a recent publication, Murdoch 
(2021) highlights the growing use of 
computational approaches to reidentify 
individuals in health data repositories. 
The author provides one study exam-
ple, showing that an algorithm could 
reidentify over 80 percent of adults 
(Murdoch 2021, 1-5). Recent research 
shows how AI is making safeguarding 
data more difficult.

Within the AML governance, 
banks and financial institutions must 
follow several statutes to report suspi-
cious transactions when an internal in-
vestigation makes that determination.  
New laws have been passed addressing 
money laundering, showing that this is 
an expanding and challenging threat to 
the global financial system’s growing 
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scope and complexity. For example, in 
2020, the new AML Act was passed, 
requiring business owners to self-dis-
close data, such as addresses, that will 
be compiled into a central registry 
(O’Leary 2021). Currently, the lack of 
prompt access to beneficial ownership 
information of legal entities is one lim-
itation of U.S. AML governance. Many 
financial institutions have paid enor-
mous fines for inadequate monitoring 
controls and missing suspicious events. 
For example, in 2022 alone, globally, 
there were $ 5 billion worth of fines 
(Noonan and Smith, 2023). Banks have 
used the rule-based system with pre-
defined rules to monitor transactions. 
If there is an alert, AML professionals at 
the institution investigate the transac-
tion in-depth to understand suspicious-
ness, which decides whether a report is 
filed to meet regulatory compliance. 

Currently, updated capabilities 
such as mobile banking, widely de-
ployed during the coronavirus pandem-
ic, have increased overall transactions. 
The costs associated with monitoring 
and the number of false positives still 
need to be investigated and resolved, 
even if no action is taken. Overall, 
these tasks, when conducted manual-
ly, may be time-consuming and costly. 
Wide-scale deployment and diffusion 
of AI technology will provide institu-
tions with a new tool that promises to 
work more efficiently in detecting sus-
picious transactions and reducing false 
positives. However, all this depends 
on how the institutions implement the 
AI systems. For the system to work as 
intended, customer features, income, 
geographic location, and behavioral 

patterns, to name a few, may have to 
be uploaded into AI, presenting newer 
privacy protection issues. Another way 
forward has been researched using syn-
thetic data to train AI systems in pre-
dicting laundering (Kute et al., 2021). 
In the United States, the Federal Re-
serve describes synthetic data as gener-
ated using factual information such as 
social security numbers with fictional 
data such as the made-up birth date and 
name (Federal Reserve 2019). 

Financial institutions paid fines 
for non-compliance with privacy stan-
dards outlined in internal governance 
models, potentially jeopardizing cus-
tomer data. As an illustration, the Con-
sumer Financial Protection Bureau 
(CFPB) fined one bank for illegally ac-
cessing its patron’s credit reports. The 
staff opened checking and savings ac-
counts, credit cards, and lines of cred-
it, all without the customer’s approv-
al. Specifically, staff illegally retrieved 
sensitive personal data to apply for and 
open unlawful accounts (CFPB 2022). 
In another example, the Securities and 
Exchange Commission (SEC) charged 
Wall Street Firms with prevalent record 
protection violations, as the staff used 
personal devices to send official busi-
ness communications (SEC 2022). Both 
examples show that sectoral self-regula-
tion is lacking, exposing personal data 
to potential breaches and long-term 
harm to innocent consumers. In addi-
tion, today, financial institutions are the 
top targets for hackers (Gulyás 2023, 
85). In this case, several actors could 
compromise personal data, or hack-
ers could exploit a vulnerability in the 
system and breach the customer’s data. 
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The recent cases show these scenarios 
occur more often than expected. 

A Federal Trade Commission 
(FTC) study of 9 data brokers in the 
United States notes that brokers who 
sell data to other businesses formed 
sensitive extrapolations, including 
health-connected matters such as “dia-
betes interest,” ethnicity, income levels, 
and wealth. In addition, American peo-
ple technically do not “own” their per-
sonal information, so there is no way 
even to fix mistaken data (FTC 2014, 
1-110). Privacy does not address the 
most up-to-date technologies, such as 
online tracking behavior through web 
browsers and the increase of the mar-
ketplace for personal data, including 
the third parties’ relationships and the 
sharing of data (GAO-13-663 2013). 

As argued by Milaj and Kai-
ser (2017) and financial data supplies 
very nuanced customer information, 
including familial and individual hab-
its. Transaction monitoring should be 
made rationally when deciding how 
much personal, sensitive data will be 
integrated into AI systems. The deci-
sion should consider the inherent frag-
mentation of the governance in privacy 
protections and detecting suspicious 
activities. Even if one were to look at 
the European Union (EU) AML gov-
ernance which has been heralded as 
the privacy data standard setter, data 
transaction retention is also at the point 
of contention for individual rights to 
privacy and data safeguards. The enor-
mous amount of data in transaction 
history supplies an incredibly detailed 
look at a person’s life and habits, main-
ly if unsuspicious transactions are kept. 

In the EU, financial institutions must 
store the transactions for five years af-
ter the business relationship with the 
customer. The transaction history holds 
data about the customer’s employment, 
earnings, benefits, housing payments, 
and grocery shopping. Specific per-
sonal details, such as health or political 
beliefs, may be inferred from a person’s 
transaction record, making it highly 
sensitive. This information may con-
tradict privacy laws. For example, there 
may be monthly charges from a politi-
cal party or contributions to a religious 
association (Milaj and Kaiser 2017, 
115-125).

Global Security Dimensions 

Given the fragmented sectoral 
approach to privacy rights, it is 
essential to clearly say why pri-

vacy-related challenges would be con-
sidered a global security challenge. To 
answer this question, one only needs to 
return to the lessons learned from the 
commission reports following the Sep-
tember 11th terrorist attacks. The report 
sheds light on how analytical failure of 
imagination limited understanding of 
terrorists and their methods. Clarke 
(2010), in his book Cyberwar, argues 
that in the proceeding days before the 
invasion of Iraq, psychological oper-
ations wre used right before the onset 
of combat operations. Although willing 
to engage in a psychological campaign 
before the war, Clarke (2010) notes that 
the administration was reluctant to dis-
rupt Iraqi financial assets. The attorneys 
feared that draining financial institu-
tions would be seen by other countries 
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as a breach of international principles. 
The United States decided against pur-
suing this course of action, but the dis-
cussion alone shows the significance of 
the financial systems with war (Clarke 
2010, 9). 

These examples show how frag-
mented privacy protections in the era 
of AI could be exploited in a future 
military scenario if the data were com-
promised. AI technology is much more 
efficient in creating targeted disinfor-
mation or propaganda that could be 
made from stolen, leaked, or hacked fi-
nancial data to target American soldiers 
during the initial stages of a crisis, with 
specific messages when they would be 
most needed to prepare for war. As 
laid out in the Handbook of Propagan-
da, psychological operations targeting 
military members are nothing new, as 
history is replete with examples going 
back decades (Colley 2020). In contrast, 
AI technology enables the production 
and delivery of very targeted psycho-
logical operations that could include 
data from breached or stolen data. As 
Bateman (2020) emphasizes, AI’s fast 
improvement has opened the door for 
the fabrication of deceptive, deepfake 
videos and convincing fake photos and 
writing. When employed customized, 
these approaches can be wielded as dis-
information tools, resulting in varying 
levels of harm to targeted individuals 
(Bateman 2020). Notably, an authori-
tarian regime that does not always rec-
ognize international law may be more 
willing to use data this way as part of 
targeted psychological operations cam-
paigns and disinformation against 
American troops as part of psycholog-

ical warfare before a potential onset of 
conflict. That brings me to the second 
part of the global security dimensions. 
One finding of the 9/11 Commission 
Report cites a lack of imagination and 
a way of thinking that disregarded pos-
sibilities as one aspect of not supplying 
indications and warnings on suicide 
pilots before the attack. This was in the 
backdrop of the 1995 Manila air plot 
to crash an explosives-laden plane into 
government headquarters (9/11 Com-
mission Report 2004, 336). 

In addition, as an example, one 
of China’s Three Warfare strategies is 
psychological warfare. It aims to weak-
en potential enemies in combat by 
discouraging, dissuading, and shock-
ing their armed military members and 
supportive populations (Iasiello 2016, 
51). A scenario involving an adversary 
of America exploiting fragmented pri-
vacy protections in a potential military 
conflict, using advanced technologies 
like AI for psychological operations to 
gain an advantage on the battlefield, is 
plausible.

Opportunities 

The Federal Trade Commission 
could strengthen its monitoring 
capabilities by clearly defining 

its legal principles under Section Five 
of the Federal Trade Commission Act. 
Over time, the Federal Trade Commis-
sion could notify companies and specify 
a pattern leading to increased enforce-
ment (Fairclough 2016, 474). Standards 
for managing private data and legisla-
tive and administration considerations 
for adopting AI systems in financial 
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institutions’ AML governance should 
be adapted. As AI technology diffuses, 
ethics about how AI alerts a transac-
tion for potential laundering should be 
considered (Kute 2021). Artificial In-
telligence AML systems could use gen-
erative models to develop the ability to 
establish genuine but synthetic clients 
with no relationship to real people, like 
using AI in medicine without inputting 
patient data into larger systems (Mur-
doch 2021, 5). 

Some states have already be-
gun taking some measures, and others 
should follow. The California Consum-
er Protection Act (CCPA) provides pa-
trons the right to demand that a com-
mercial company remove any personal 
information about the consumer that 
the enterprise collected with laid-out 
privacy notices (The California Protec-
tion Act 2019). The CCPA also supplies 
the right to ask data brokers to disclose 
to the customers what data they have 
gathered, how it has been used, and to 
whom it has been sold or with whom it 
has been shared (U.S. Data Product Pri-
vacy Notice 2023). 

Based on the recent trends, it 
is likely that financial institutions will 
remain top cyber security targets. The 
information technology staff at insti-
tutions should apply vigorous adaptive 
protection methods that search for and 

reduce unseen cyber exploits. After a 
breach, an essential step for security 
administrators is to find the founda-
tional aspects of a breach. Using foren-
sics to examine traffic should be urgent 
in deciding the basis of the violation. 
Trained staff should focus on data cap-
ture, studying all traffic for irregularities 
and signs of problems in the network, 
and charting results of exploration and 
system weaknesses for review (Opara 
2017, 138-160). 

Conclusion

Artificial Intelligence makes ma-
nipulating breached, leaked, 
stolen or bought private finan-

cial data in the opportune moments to 
create sophisticated disinformation or 
psychological operations targeting the 
American people during a crisis seem 
plausible. Artificial Intelligence allows 
for more effective use of technology, in-
cluding potential use in psychological 
operations. It should be imagined that 
one of America’s adversaries could em-
ploy this tactic in a potential conflict. 
Taking preventive measures such as es-
tablishing clear guidelines that limit the 
exposure of private information in the 
AI AML systems should be a priority 
before financial institutions deploy this 
technology more broadly.

Anna Stallings is a doctoral student in Global Security and holds an MA in Secu-
rity Studies and an MS in Strategic Intelligence. She welcomes opportunities for 
continued research and collaboration.
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